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A Failure to
Communicate

How do you document failure?
I had an interesting discussion with my colleagues at work a few'days ago that led to the question, “How do
you document failure?” The discussion led us to the conclusion that failures aren’t widely documented. They
should be. Think about it. When you search for a solution to a problem, you want an answer that worked for
someone else. You probably don‘t care about what didn’t work or the trial and error process of solving the
problem — you only want to know about the successful solution.\Whoever said, “Those who don’t know history
are destined to repeat it,” was a genius. That person understood, intuitively perhaps, that documenting your
failures is a wise choice.

Applying this to system administration, or any technology job, is easy. Quite possibly, you also tend to document
only what works; so when you search your own knowledge bases, you find successful outcomes. However, when
you're faced with a “new"” problem, how do you go about resolving it? If you're like everyone else since humans
first walked upright, you fail until you succeed. How do you know what not to try next time? You don’t know
because most of us don’t document our failures.

I've had many experiences of consulting a senior-level coworker about a particular problem only to hear, “We tried
that, and it didn't work.” And | didn’t just hear it once. That sentence should have been on a loop that someone
played for me every time | walked into their cubicle. How do | know you really tried it? How do | know you're
not guessing that it won’t work? I'm from a time and place that makes me require proof rather than just take
someone’s word for something, so because of who | am, | will try all the same things that failed before eventually
coming up with a common solution. Why? Because no one documented their failures.

If I could see a list of things that failed, | would be convinced that they didn’t work, especially if some explanation
was also present.

For example, back in the old days of the 1990s, when sys admins always had to recompile the Linux kernel to
remove bloat and to enable features that weren’t available in the default kernel, some things just didn’t work.
Certain video drivers, Ethernet drivers, and other hardware peripherals didn't work even with a recompile.
Also, not that many hardware devices were Linux compatible. Unless you were a programmer, you couldn’t get
them to work, either. It would have been nice to see documentation around all the things that didn't work. It
would be sort of like a hardware compatibility list in reverse.

A hardware incompatibility list or a software incompatibility list could have helped a lot. | had to deal with
some quirky hardware, and it seems like each model or submodel was so different from every other one that it
was almost impossible to ever create a “golden” image to make once and install everywhere. | didn’t have the
luxury of adhering to the hardware compatibility list. | had to work with what | was given.

The Linux kernel has evolved and so have devices and their drivers, but many other issues could do with
good failure documentation. (Insert your own list here.) The solution is to document your failures in your
knowledge base or wiki. Someone eventually will need that information and will thank you for taking the
time to document it.

You've heard that you shouldn’t try to reinvent the wheel, and it's true, you shouldn’t. Instead, you should try to
improve the wheel, but you'll need something to go on first. | don't want to reinvent the wheel. | just want a wheel
that works, but when it doesn’t, | need some help. Perhaps | can summarize it with my version of an old rhyme we
all learned as children: If at first you don’t succeed, document your failures so that | don’t have to try, try again.

Ken Hess ¢ ADMIN Senior Editor
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Setting up, automating, and managing
bare metal deployments gets easier
with the tools presented in this issue.

10 Ironic, Bifrost, and OSISM
OpenStack built-in resources help
automate the installation and initial
setup of compute nodes.

16 Kiwi NG
Configure, build, and deploy operating
system images in a suitable format to
facilitate and accelerate the installation
of new systems.

20 Tinkerbell
Bare metal deployment and life-cycle
management, with intervention allowed
in every phase of the setup.
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Rocky Linux 8.4 (Minimal Install)

On the DVD

This first release of Rocky Linux is “a community enter-

prise operating system designed to be 100% bug-for-bug

compatible" with Red Hat Enterprise Linux 8.4 [1]. The

Rocky Enterprise Software Foundation (RESF) strategy is

to maintain a downstream build, which means releases

are built after they have been added by the upstream

vendor, not before, as with CentOS. The minimal edition

on this DVD is intended for servers and will not include

rsyslog.service or /var/log/messages, although the rsys-

log package can be installed from the Rocky Linux App-

Stream repository immediately after reboot.

Rocky Linux also features:

B The migrate2rocky tool, which lets you convert to
Rocky Linux 8.4 from other Enterprise Linux systems.

B Multiprotocol label switching (MPLS), an in-kernel
data-forwarding mechanism to route traffic flow
across enterprise networks.

B Proactive memory compaction to reduce latency.

B Slab memory controller, which switches

INSTALLATION SUMMARY BOCKY RiLIE

memory accounting from the page level to
the object level.
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While this ADMIN magazine disc has been tested and is to the best of our
knowledge free of malicious software and defects, ADMIN magazine cannot
be held responsible and is not liable for any disruption, loss, or damage to
data and computer systems related to the use of this disc.
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Resources

[1]1 Rocky Linux: [https://rockylinux.org]

[2] Release notes: [https://docs.rockylinux.org/release_notes/8.4]
[31 Wiki: [https://wiki.rockylinux.org]

[4] Documentation: [https://docs.rockylinux.org]
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Tech News

Linux Kernel 5.13 Released

Linus Torvalds, the creator of Linux, has made the latest kernel available, after what was one of
the smoothest development processes in recent memory. Torvalds wrote in his weekly “State of
the Kernel” post: “So we had quite the calm week since rc7, and I see no reason to delay 5.13.”
Torvalds continued to say, “if the last week was small and calm, 5.13 overall is actually fairly large.
In fact, it's one of the bigger 5.x releases, with over 16k commits (over 17k if you count merges),
from over 2k developers.”

What can you expect in the 5.13 kernel? Some of the features that saw the most commits include
Apple M1 support, early support for wireless wide area networks (WWANSs), Microsoft's Azure Net-
work Adapter, the Advanced Configuration and Power Interface (ACPI) spec for laptops, early work
for ARM64 Hyper-V guests, RISC-V enhancements, support for Lenovo's ThinkPad X1 Tablet Thin
Keyboard, support added for Apple's Magic Mouse 2, new drivers for Amazon's Luna game control-
ler, support for AMD's Navi GPU, and new virtlO drivers for audio devices and Bluetooth controllers.

Although the 5.13 kernel is now available for downloading(https://git.kernel.org/torvalds/t/
linux-5.13.tar.gz), you won't find it hitting the repositories for your distributions of choice for
some time. For example, Ubuntu most likely won't see the 5.13 kernel appear until the 21.10
daily builds are released.

Linux Foundation Launches New GitOps Training

In conjunction with the Cloud Native Computing Foundation and the Continuous Delivery Founda-
tion, the Linux Foundation is now offering two new classes, focused on GitOps. These two self-
paced, online training courses are designed to teach all of the skills necessary for admins to start
implementing GitOps into their company's workflow. The two classes offered are as follows:

e Introduction to GitOps (LFS169, https://training.linuxfoundation.org/training/introduction-to-gitops-Ifs169)
is a free introductory class that provides the foundation for admins to grasp the GitOps principles,
tools, and best practices for the implementation of cloud-native
applications running on a Kubernetes
cluster. This course teaches how to set
up and automate continuous delivery
pipelines to a Kubernetes cluster, to
increase productivity, reliability, and
efficiency.

e GitOps: Continuous Delivery on Ku-
bernetes with Flux (LFS269, https://
training.linuxfoundation.org/training/
gitops-continuous-delivery-on-kubernetes-
with-flux-1fs269/) is a course directed at
software developers who are interested
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in learning how to deploy cloud-native applications with GitHub-based workflows. This course
will provide a deeper dive into the GitOps practices and offers in-depth training on how to imple-
ment those best practices using Flux CD. You can enroll in this course for $299. You should be
familiar with Kubernetes pods, ReplicaSets, deployments, services, namespaces, kubectl, and
YAML specs at a minimum.

Canonical and Google Team Up for Ubuntu Pro on Google Cloud

Ubuntu Pro on Google Cloud is a new platform that not only offers a 10-year maintenance
commitment, but live kernel patching; officially certified components to enable operating envi-
ronments under compliance regimes such as FeFdRAMP, HIPAA, PCI, GDPR, and ISO; certified
FIPS 140-2 components; security dashboard for Security Command Center
and Managed Apps; and all standard optimizations found in the regular
Ubuntu releases.

According to Jung Yang, VP and GM Compute at Google Cloud, “The avail-
ability of Ubuntu Pro on Google Cloud will offer our enterprise customers
the additional security and compliance services needed for their mission-
critical workloads.”

To make this even more appealing, Ubuntu Pro on Google Cloud will only
be 3-4.5 percent of your average computing costs, so the more resources
you consume, the smaller percentage will go to Ubuntu Pro. So not only
does Ubuntu Pro on Google Cloud offer a much longer range of support,
it'll help you save money on deployments at scale.

Images for Ubuntu Pro on Google Cloud can now be purchased directly
from Google Cloud by selecting Ubuntu Pro as the operating system (from
the Google Cloud Console). For more information on Ubuntu Pro on Google Cloud check out the
official documentation (https://cloud.google.com/compute/docs/images/os-detailsftubuntu_pro) and read
the Google announcement (https://cloud.google.com/blog/products/compute/ubuntu-pro-available-on-
google-cloud) about the new offering.

Linux Now Set to Always Reserve the First IMB of RAM

To avoid issues that have plagued some systems, the Linux kernel will now unconditionally reserve
the first IMB of RAM.

Linux developers have always known the first 64K of system memory can be easily corrupted by
certain BIOSes. Another issue they've had to deal with was Intel Sandy Bridge graphics chips ac-
cessing memory below the 1MB mark. Both of these situations can lead to serious problems with
system performance or even booting.

Recently, however, a bug report was filed dealing with unbootable AMD Ryzen systems when the
Linux kernel version 5.13 was in use. This happened after developer Linux_
Chemist discovered a system with an AMD Ryzen 7 3700x was un-
able to boot kernel 5.13 and discovered booting worked fine with
CONFIG_X86 RESERVE LOW=648 set.

That bug was set to urgent and had an interesting (and tell-
ing) response attached to this git pull (https://lore.kernel.org/lkmi/
YLx%2FiA8xeRzwhXJn@zn.tnic/T/#u):

“Do away with all the wankery of reserving X amount of memory
in the first megabyte to prevent BIOS corrupting it and simply and
unconditionally reserve the whole first megabyte.”

However, Linus Torvalds had this to say about the comment:
“This seems a bit draconic. How does this work at all under Win-
dows? There must be some windows knowledge about what the BIOS

updates that we're not aware of.”

In the end, the patch was merged and the Linux kernel will now
reserve the first 1MB of RAM to avoid problems in the future.
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Ironic, Bifrost, and 0SISM

Bare metal deployment W|th OpenStack

De5|-

Automating processes in the age of the cloud is not just a preference, but
a necessity, especially as it applies to the installation and initial setup of
compute nodes. OpenStack helps with built-in resources.

By Bernd Miiller and Steffen Schmalstieg

module, which specializes in bare
metal installations.

Ironic first appeared as an Incubator
Project in the OpenStack Icehouse re-
lease of April 2017 [2] as an offshoot
of the Nova bare metal driver. It was
further integrated in the course of
the Juno release and finally found its
place as an integrated project in the
Kilo release.

Once a private cloud with OpenStack
is up and running, virtual machines
can be created quickly, but you
have to get there first. This process
involves several steps, including in-
stalling hardware in the data center,
wiring, and installing an operating
system. The operating system instal-
lation is where the OpenStack com-
ponent Ironic [1] enters the field. In
this article, we introduce the Ironic

y Consultah

something like an operating system
under which it can run. The Bifrost
subproject aims to solve this co-
nundrum. Underneath, you have to
imagine a standalone, running Ironic
that OpenStack provides with all the
components it requires.

This article assumes the following
situation: A Bifrost instance and
OSISM (Open Source Infrastructure
and Service Manager) are used to
deploy an operating system on a
node. OSISM [3], the deployment
and lifecycle management frame-
work, installs and configures all the
required OpenStack components on
that node so that another node can
subsequently be installed by Ironic
(Figure 1).

Bifrost bridges the gap between “the
hardware is ready and wired in the
data center” and “now you can log on
to the operating system.” The name
comes from Norse mythology and

Bifrost
%  Manager Installing an operating system raises
the chicken and egg problem: The
Remote Board | PXE Network operating system is installed on disk
iR by an installer, which in turn needs
e nodel L A— Listing 1: bifrost.ymi
enabled_harduare_types: ipmi
PXE Provision | Remote Board dounToad_ipa: true
Network Cleaning Network use_tinyipa: false
ipa_upstreanm_release: stable-{{
node2 R — cirros_deploy_image_upstream_url:
dhcp_pool _start: 192.168.21.260

dhcp_pool_end: 192.168.21.256
dnsmasq_router: 192.168.21.254
domain: osism.test

Figure 1: The sample setup for this article
includes three servers with two networks
each.

openstack_release 3}
https://share/ironic-ubuntu-osisn-20.04.qcou2
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Listing 2: servers.ynl Listing 3: 26-roles Listing 4: nodel.osism.test.yml

nodel:
uuid: "UUID"
driver_info:
pouer:

ipmi_username: "“<LOGIN>"
ipmi_address: "<IP/Hostname>"
ipmi_password: "<lesssecret>"

nics:

mac: "<MAC of NIC>"
driver: "ipmi"
ipvd_interface_mac: "<MAC of NIC>"
ipvd4_address: "192.168.21.21"
ipv4_subnet_mask: "255.255.255.8"
ipvd_gateway: "192.168.21.254"
ipv4_nameserver:

- "8.8.8.8"

- "8.8.4.4"
properties:

cpu_arch: "x86_64"

ram: "65536"

disk_size: "1024"

cpus: "16"
name: "nodel"

refers to the rainbow bridge between
Midgard and Asgard (i.e., the connec-
tion between middle earth, the home
of humans, and the kingdom of the
gods and goddesses).

Bifrost requires two configuration files
in the environments/kolla/files/over-
lays/ directory: one for itself and one
on which the server is to be installed
(nodel in this case). The most impor-
tant parameters in the Bifrost configu-
ration file (bifrost.yml, Listing 1) are
enabled_harduare_types, use_tinyipa,
cirros_deploy_image_upstream_url,
and dhcp_pool*.

The enabled_harduare_types configu-
ration option describes the interface
for controlling the hardware [4], and
the use_tinyipa variable gives you a
choice between CoreOS (true) and
CentOS (false); CoreOS is intended
for continuous integration and test
environments. The cirros_deploy_im-
age_upstream_url parameter contains
the link to the image to be installed,
and dhcp_pool* contains the DHCP
pool for the PXE environment.
Listing 2 shows the servers.ynl
configuration file for server(s) to be
installed. It is important to use the
MAC address of the deployment net-

WWW.ADMIN-MAGAZINE.COM

[generic]
manager.osism.test
nodel.osism.test

[manager]
manager.osism.test

[monitoring]
manager.osism. test

[control]
nodel.osism. test

[compute]
nodel.osism.test

[network]
nodel.osism. test

work interface controller (NIC) here
and not, say, that of the remote NIC
interface. In the case of Supermicro,
for example, you determine this with
the command:

# ipmitool -H <IP address> 2
-U <user> 2
-P <passuword> rau 8x30@ 8x21 | 2
tail -c 18 | sed 's/ /:/g'

To avoid the password speci-

fied here appearing in the pro-

cess list and history, use the -f
/<path>/<to>/<passwordfile> param-
eter instead of -P <passuword>, if neces-
sary, and enter

the path to a

ansible_host: 192.168.21.21
console_interface: enol
management_interface: enol
internal_address: 192.168.21.21
fluentd_host: 192.168.21.21
network_interfaces:
- device: enol
auto: true
family: inet
method: static
address: 192.168.21.21
netmask: 255.255.255.6
gateway: 192.168.21.254
mtu: 1508
- device: eno?
auto: true
family: inet
method: manual
mtu: 1508
network_interface: enol

ventory/host_vars/nodel.osism. test.
ynl (Listing 4).

These files also should be maintained
in the Git repository and retrieved
with the osism-generic configuration
command in the OSISM Manager,
which updates the repository contents
in /opt/configuration/. This work-
flow always serves as the basis for

an OSISM environment: maintaining
the Git repository and retrieving with
osism-generic configuration:

local: git add <path>/<to>/<file>
local: git commit -m "<Commit Message>"

Listing 5: Volumes, Images, Cent0S

file containing

the password. 92 local

Once you have 93 local

committed both 04 local

files to a Git 95 Tocal
06

repository, you
can now turn

01 # docker volume 1s
bifrost_httpboot
bifrost_ironic
bifrost_mariadb
bifrost_tftpboot

07 # 11 -h /var/lib/docker/volumes/bifrost_httpboot/_data/

88 [...]
to the ()S¥ESA4 09 -ru-r--r-- 1 42422 42422 6.1G Mar 2 10:33 deployment_image.qcou2
Manager HlYeIl_ 19 -ru-r--r-- 1 root root 57 Mar 2 18:21 deployment_image.qcou2.CHECKSUMS
tory. To begin, I1 -ry-r--r-- 1 42422 42422 3181 Mar 2 18:13 ipa.initranfs
assign roles 12 -ru-r--r-- 1 42422 42422 104 Mar 2 18:13 ipa.initranfs.sha256
by modifying 13 -ry-r--r-- 1 42422 42422 9.1M Mar 2 10:13 ipa.kernel
the inventory/ 14 -ru-r--r-- 1 42422 42422 101 Mar 2 10:12 ipa.kernel.sha256
20-roles file as 15
shown in List- 16 # file /var/lib/docker/volumes/bifrost_httpboot/_data/ipa.kernel

ing 3; you need
to define the
host variables
for nodel in in-

17 /var/1ib/docker/volumes/bifrost httpboot/ data/ipa.kernel: Linux kernel x86
boot executable bzImage, version 4.18.0-246.16.1.e18_3.x86_64
(mockbuild@kbuilder.bsys.centos.org) #1 SMP Mon Jan 18 17:85:51 UT, RO-rootFs,
swap_dev 8x9, Normal VGA
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Listing 6: Installation Up to Nova

manager: osism-generic configuration
Now Bifrost can be installed with the:
osism-kolla deploy bifrost

command to create the bifrost_de-
ploy container and four volumes
(Listing 5, lines 1-5). There are two
operating system images: One is

the Ironic Python Agent (IPA), and
the other is the deployment image
(lines 7-14). The IPA image is Cen-
tOS (lines 16 and 17).

The deployment image here is
ironic-ubuntu-osism-21.04.qcou?,
which was configured in Listing 1.
The osism-kolla deploy-servers bi-
frost command triggers the instal-
lation of nodel. Bifrost creates a PXE
environment for the MAC address
configured for nodel - started by
Intelligent Platform Management
Interface (IPMI) boot into the PXE
environment - and the IPA image is
loaded and started. The Ironic Python
Agent connects to Bifrost and writes
the deployment image to disk. If this
is successful, Bifrost dismantles the
PXE environment, restarts nodel, and
boots from disk.

Up to Neutron with OSISM

Installing and setting up the Open-
Stack components requires an SSH
connection between the Manager and
nodel. The private SSH key is avail-
able in the OSISM Manager in /opt/
ansible/secrets/id_rsa.deploy and

osism-generic hosts
0sism-generic boots
osism-kolla deploy
osism-kolla deploy
osism-kolla deploy
osism-kolla deploy
osism-kolla deploy
osism-kolla deploy
osism-kolla deploy
osism-kolla deploy
osism-kolla deploy
osism-kolla deploy
osism-kolla deploy
osism-kolla deploy
osism-kolla deploy

H*+ #H H HF H H H H HF HF H H H H  FHF

trap

common
haproxy
elasticsearch
kibana
memcached
mariadb
rabbitmg
openvsuitch
keystone
horizon
glance
placement
nov
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also in the Ansible Vault in environ-
ments/kolla/secrets.yml; look for the
bifrost_ssh_key.private_key variable.
You can then connect:

$ ssh 2
-1 /opt/ansible/secrets/id_rsa.deploy 2
ubuntu@192.168.21.21

After successfully opening a connec-
tion, the OpenStack components can
be installed from the OSISM frame-
work. The statement:

# osism-generic operator 2
--1imit nodel.osism.test 2
--user ubuntu 2
--ask-become-pass 2
--private-key 2

/ansible/secrets/id_rsa.deploy

sets up the operator user that you
need for all further osism-* calls.

The osism-generic facts command
collects the facts, and the network
configuration stored in host_vars is
written with the osism-generic net-
work command. The call to osism-ge-
neric reboot verifies the network con-
figuration. After the configuration of
the remaining OpenStack components
in the Git repository, the commands
in Listing 6 continue the installation
up to the Nova phase.

OSISM relies on local name resolu-
tion and main-
tains the /etc/

HAProxy handles the distribution of
queries to the controller nodes. The
common, elasticsearch, and kibana com-
ponents provide centralized logging
that can be accessed from the Kibana
web interface. Memcached accelerates
the Apache server behind OpenStack’s
Horizon web interface. OpenStack
requires a database (MariaDB in this
case), a message queue (RabbitMQ),
and a virtual switch (Open vSwitch).
Now the Keystone authentication/
authorization, Horizon, Glance
image store, Placement resource
management, Nova, and Hypervisor
components are installed and set up.
The following customizations for the
OpenStack Neutron module allow
[ronic to talk to the hardware:

neutron_type_drivers: "flat,vxlan"
neutron_tenant_network_types: "flat"
enable_ironic_neutron_agent: "yes"

The mandatory network type flat
provides a way to communicate
with the hardware at the network
level. The ironic_neutron_agent
component is responsible for com-
munication between the Neutron
network component and Ironic.
According to the git commands
entered earlier, osism-kolla deploy
neutron installs and configures the
Neutron component.

hosts file on
manager and
nodel for this
purpose. As part
of the bootstrap,
it sets kernel
parameters,
(de)installs
packages, and
hardens the SSH
server. In this T

Bare Metal

Neutron

Provisioning

Deploy Network

Deploy Image l

Glance

Ironic

I

setup, the man-
ager also takes

I

on the controller
role, which you

Keystone 4—»

Nova

would distribute
across at least
three nodes in a

.T

production setup

(Figure 2). interact with Ironic.

Figure 2: A rough overview of how the OpenStack components
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En Route to Listing 7: Provision and Cleaning Networks

Ironlc # openstack network create --provider-netuwork-type flat --provider-physical-netuwork physnetl --share provisionnet

# openstack subnet create --network pxenet --subnet-range 192.168.21.8/24 --ip-version 4 --gateway 192.168.21.254
--allocation-pool start=192.168.21.22,end=192.168.21.28 --dhcp provisionsubnet

# openstack network create --provider-netuwork-type flat --provider-physical-network physnetl --share cleannet

# openstack subnet create --network pxenet --subnet-range 10.21.21.8/24 --ip-version 4 --gateway 10.21.21.254

ing network. The --allocation-pool start=18.21.21.22,end=18.21.21.28 --dhcp cleansubnet
remote board network

serves as the cleaning
network, and the provision network Listing 8: ... /configuration.yni
handles the deployment (Listing 7).
The UUIDs of the two networks can

Ironic deployment
requires a provision
network and a clean-

enable_ironic: "yes"
ironic_dnsmasq_dhcp_range: “192.168.21.156,192.168.21.199"

be used to populate Ironic’s configu- ironic_cleaning_netuork: "<cleannet-UUID>"
ration (Listings 8 and 9 in the envi- ironic_dnsmasq_default_gateway: "192.168.21.254"
ronments/kolla path). ironic_dnsmasq_boot_file: pxelinux.e

The command:

osism-kolla deploy ironic create a flavor with appropriate pa- --property resources:CUSTOM_BAREMETAL_2
rameters [5]; RESOURCE_CLASS=1 baremetal-flavor

installs Ironic, with three other steps

in addition to adjusting the quota: # openstack flavor create 2 and create the node and port in Ironic

Send the deployment kernel, includ- --ram 65536 2 (Listing 11).

ing the ramdisk and the image to --disk 568 2 Make sure you have the right IPMI

be written to Glance (Listing 10); --vcpus 16 2 data and that the resource class
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Ironic, Bifrost, and OSISM

Listing 9: ...

conf
[DEFAULT]

matches that stored in the flavor.
The flavor uses CUSTOM_BRAREMETAL_RE-
SOURCE_CLASS, which gives you a
baremetal-resource-class. Other
examples include CUSTOM_BAREMETAL _
LARGE or CUSTOM_BAREMETAL_HANA,
which resolve to baremetal-large and
baremetal-hana.

As the driver-info, you need to specify
the cleaning and provision networks in
addition to the deploy kernel and the
associated ramdisk. To enable deploy-
ment by iPXE, you need to specify
direct as the deploy interface and UEFI
as the boot_mode, and then create the
Ironic port for node2 manually:

# openstack baremetal port 2
create <MAC-Address> 2
--node <Baremetal-Node-UUID> 2
--physical-netuork physnet!

or load it by in-band inspection.

Identifying the Hardware

The command:

/files/overlays/ironic

enabled network interfaces = noop,flat,neutron
default_network_interface = neutron

[neutron]

provisioning_network = <provisionnet-UUID>

Listing 10: Deployment Kernel, Ramdisk, and Image

# openstack image create --disk-format aki

--public deploy-kernel

# openstack image create --disk-format ari

initranfs --public deploy-ramdisk
# openstack image create --disk-format qcow2 --container-format bare --file /data/osism-image.qcou?
--public deployment-image

--container-format aki

--container-format ari

openstack baremetal node manage node?

switches node2 to the manageable
state. You can now call:

openstack baremetal node power on node?2
openstack baremetal node power off node2

to test the IPMI communication.
Two configuration tweaks in the
environments/kolla/files/overlays
path, /ironic/ironic-conductor.conf
and /ironic-inspector.conf, enable
in-band inspection [6]:

[DEFAULT]
enabled_inspect_interfaces = 2
inspector,no-inspect

[processing]
add_ports = pxe
keep_ports = present

In addition to in-band inspection, out-
of-band inspection uses, for example,
the interfaces i1o, idrac, and irmc.
The command:

# openstack baremetal node inspect node?

triggers the inspection. The procedure

is similar to deployment: Start the PXE
environment, initramfs, and the kernel,
which is where Ironic gets the data for
the nodes from the IPA. The command:

--file /data/ironic-agent.kernel

--file /data/ironic-agent.

Listing 11: Ironic Node and Port

# openstack baremetal node create --driver ipmi --name node2 --driver-info ipmi_username=ADMIN
--driver-info ipmi_passuword=<lesssecret> --driver-info ipmi_address=192.168.33.22 --resource-class
baremetal-resource-class --driver-info deploy _kernel=<Deploy-Kernel-UUID> --driver-info deploy_
ramdisk=<Deploy-Ramdisk-UUID> --driver-info cleaning_netuwork=<cleannet-UUID> --driver-info
provisioning_network=<provisionnet-UUID> --property cpu_arch=x86 64 --property capabilities="'boot
mode=uefi' --inspect-interface inspector --deploy-interface direct --boot-interface ipxe

14
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# openstack server create 2
--image deployment-image 2
--flavor baremetal-flavor node?2

finally starts the deployment of node2.

Ironic Approach

Basically, Ironic and Nova use an
image for the deployment that can
be created in the same way as the
images already in use. It is important
to consider the underlying hardware
(RAID controller, network cards,
etc.); otherwise, the bridge is built
with Ironic and Bifrost. Other inter-
faces besides IPMI provide additional
options. For example, Ironic also lets
you maintain the BIOS/UEFI or set
up a hardware RAID.

In the form of Ironic and Bifrost,
OpenStack brings well-functioning
components to the table for configur-
ing hardware with an operating sys-
tem. The potential applications range
from provisioning high-performance
compute nodes to adding compute
nodes to extend OpenStack. You have
the option of customizing the image
to be installed so that compute nodes
can be deployed without additional
manual steps. [

Info

[1] lronic:
[https://wiki.openstack.org/wiki/lronic]

[2] OpenStack releases:
[https://releases.openstack.org]

[3] Open Source Infrastructure and Service
Manager: [https://www.osism.tech]

[4] Ironic drivers:
[https://docs.openstack.org/ironic/latest/
admin/drivers]

[S] Deploy ramdisk:
[https://docs.openstack.org/ironic/latest/
install/deploy-ramdisk.html]

[6] Inspection:
[https://docs.openstack.org/ironic/latest/
admin/inspection.html]
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Configure, build, and deploy operating system images in a suitable format to facilitate and accelerate the
installation of new SyStemS. By Sebastian Meyer and Christian Schneemann

System images are installed and pre-
configured operating systems, includ-
ing application software, for immedi-
ate use. They come in various forms.
The best known is probably the vir-
tual system, which is used in the plat-
form as a service (PaaS) cloud. Other
uses include preloading desktop sys-
tems and laptops or SD card images
for single-board computers.

You can create system images step by
step by installing and configuring a
system according to your wishes or
existing standards and then creating

a copy of the installation. However,
don’t forget to remove some of the
configuration files when you’re done
(e.g., those containing the character-
istics of the source system, such as

MAC addresses or the hard drive IDs).

Of course, this procedure is relatively
time consuming and prone to error. If
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you are looking for an easier way to
build an image, try a tool like Kiwi.
Kiwi NG [1] builds different types of
ready-to-use system images (appli-
ances), such as those for starting a
virtual machine or for installing on a
bare metal system. In the latter case,
the tool copies the configured system
image directly to the local storage me-
dium so that it is immediately ready
for use the next time the hardware is
booted.

This type of installation can be
extended to include configuration
services, such as yast-firstboot on
SUSE. This YaST module then queries
user information such as name and
password and even the time zone

at first boot (Figure 1). Kiwi can do
more than create images for SUSE:

It works with all other RPM-based
distributions, as well as for Debian/
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Ubuntu and Arch Linux. The installa-
tion of Kiwi itself is explained in the
box “Setting Up Kiwi NG.”

Using Kiwi

Regardless of the type of system im-
age to be created, you need a descrip-

Setting Up Kiwi NG

Depending on the distribution used, the
maintainers offer ready-made installation
packages from the openSUSE build service
[S1. If a Python3 installation with pip is on
the system, Kiwi NG can also be installed
with the pip install Kiwi command.
After the setup, you call the binary kiwi -ng.
The first version of Kiwi was written in Perl
and progressed through version 7. Today it
is known as Legacy Kiwi. A complete rewrite
in Python was completed for version 9, and
Kiwi NG (Next Generation) was born.
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tion of the system in XML format that
contains all the details of the future
system (Listing 1), such as package
lists and sources, users to be created
with passwords and groups, and the
partitioning or logical volume man-
ager (LVM) layout.

After Installation

In most cases, it is not enough sim-
ply to install packages; you also need
to adjust their configurations. The
simplest approach for inserting your
own files into the appliance is to
create a directory named root/ and
rebuild the structure of the intended
filesystem there with the configura-
tion file location.

For example, if you want an /etc/
appliance_version file on the later
system, it must be stored in root/etc/
appliance_version with the desired
content. Kiwi copies the content of
this directory to the filesystem after
installing the packages named in the
XML profile, which also allows files
from the installation packages to be
overwritten and thus customized.
After copying the packages to the fu-
ture system and setting them up, you
still might need to configure services
for automatic startup. For this, Kiwi
offers the possibility of storing scripts
that call the tool at defined points of
the build process.

Roughly speaking, Kiwi’s work

can be divided into two main pro-
cesses: preparation and creation. The
preparation part includes the steps
discussed so far (i.e., installing the
packages, creating users and groups,
copying the files from the root direc-
tory and any additional archives spec-
ified, and finally, calling the config.sh
script if it is present).

Finally, a Script

Kiwi runs config.sh in a chroot en-
vironment on the future filesystem.
The script can contain arbitrary
program calls that further customize
the system, including the previously
mentioned task of enabling services
at startup (i.e., systemctl enable
<service>), as well as downsizing

WWW.ADMIN-MAGAZINE.COM
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Authentication for the System Administrator “root”
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Figure 1: Prompting for the root password in YaST2 firstboot.

of the filesystem by Listing 1: Kiwi XML Profile

removing unneeded <?xml version="1.8" encoding="utf-8"?
files. The preparation <image schemaversion="6.8" name="Leap-15.2_example">
part is now complete; o e _
Kiwi has installed the (version . 15. 2¢/versiow
i ] <packagemanager>zypper</packagemanager>
future appliance into <locale>de_DE</locale>
a directory and cus- <keytable>de</keytable>
tomized it according <timezone>Europe/Berlin</timezone>

<rpm-excludedocs>true</rpm-excludedocs>
<rpm-check-signatures>false</rpm-check-signatures>
<bootsplash-theme>bgrt</bootsplash-theme>
<bootloader-theme>0penSuse</bootloader-theme>

to your specifications.
In the next step, Kiwi
now creates one or

more image types <type image="vmx"
from this directory. filesystem="ext4"
Before this happens, bootloader="grub2"

kernelcmdline="splash"

ou will want to
y firmware="efi">

check the configura-

</type>
tion files in the fu- </preferences>
ture filesystem again. <users>

This step is very cuser passuord="$1$uYJUgpHSSRXIHeASDCA3SeX. NDYHF 16"

helpful when you are home:,,/rooﬁ
) name="root
working on a new groups="root" />
image, especially if <Jusers>
many adjustments <repository type="rpm-nd" alias="Leap_15_2" imageinclude="true">

<source path="obs://OpenSuse:Leap:15.2/standard" />
</repository>
<packages type="image">

<package name="checkmedia"/>

need to be made to
the filesystem. If you
have no need for this

step, the preparation <package name="patterns-OpenSuse-base"/>
and building process == i =9
can be processed <package name="openssh"/>

<package name="kernel-default"/>

directly in a call to

o ) </packages>
Kiwi and the desired

<packages type="bootstrap">

system image created <package name="udev"/>
directly. <package name="filesysten"/>
An image of type <package name="glibc-locale"/>
OEM from the di- ¢/packages>

</image>

rectory in which
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the necessary description files are
located (the --description param-
eter) is created in the directory
specified by --target-dir (e.g., /tmp/
Kiwi-ng-builddir, in this case):

$ sudo kiwi-ng 2
--type oem system build 2
--description . 2
--target-dir /tmp/Kiwi-ng-builddir

where the files of the finished image
are subsequently located.

Editing Examples

Examples of image descriptions

(i.e., XML profiles with scripts and
a root directory) are provided by

the Kiwi maintainers in a repository
on GitHub [2]. Local cloning of the
repository, including the examples
in this article, offers a quick-start op-
tion. The examples can then be tried
out directly.

From the examples provided by the
maintainers, you can quickly create
your own image with individual cus-
tomizations for a virtual machine. To

Listing 2: Cloning a Repository

$ git clone https://github.com/0SInside/Kiui-descriptions
$ cd Kiwi-descriptions/suse/x86_64/suse-leap-15.2
$ 1s -1

config.sh

config.xml

root

root/etc

root/etc/udev

root/etc/udev/rules.d
root/etc/udev/rules.d/78-persistent-net.rules
root/etc/motd

root/etc/sysconfig

root/etc/sysconfig/netuork
root/etc/sysconfig/netuork/ifcfg-1ane

Listing 3: config. sh

test -f /.kconfig & . /.kconfig
test -f /.profile & . /.profile

echo "Configure image: [$Kiwi_iname]..."
suseSetupProduct

suselnsertService sshd
suseInsertService chronyd

baseSetRunlevel 5

. FEATURE Kiwi NG

do this, clone the repository with git,
change to the appropriate directory,
and view the content of the example
directory (Listing 2).

The config.xml file controls the build
process by defining what should be
installed and configured. After the build
process, Kiwi copies the content of the
root directory to the root filesystem.
Finally, the config. sh script runs. In

the example of Listing 3, the script en-
ables the SSH daemon and chronyd and
sets the systemd target to “graphical”
(equivalent to the earlier runlevel 5).
Often, time servers are useful (Fig-
ure 2) - either those belonging to

the NTP pool project or your own. A
few adjustments are all it takes. The
chrony and chrony-pool-empty pack-
ages must be installed. Without speci-

fying the latter, the system installs a
package preconfigured for openSUSE
time servers. The time servers to

be used are listed in the root/etc/
chrony.d/server.conf file:

server 6.de.pool.ntp.org
server l.de.pool.ntp.org
server 2.de.pool.ntp.org
server 3.de.pool.ntp.org

The entry suseInsertService chronyd
in config.sh takes care of starting the
chronyd service. Instead, the script
can contain a systemct! call or any
other commands. For some standard
processes, Kiwi provides prepared
functions for further simplification,
as in the suseInsertService example.
A list with explanations [3] of these

Listing 4: Querying System Configuration

<?xml version="1.8"?>
<productDefines

<textdomain>firstboot</textdomain>
<globals>

</globals>
<workflows config:type="Tist">
<workflow>
<stage>firstboot</stage>
<label>Configuration</label>
<mode>installation</mode>
<modules config:type="Tist">
<module>

</module>
<module>
<label>Time and Date</label>

<name>firstboot_timezone</name>
</module>
<module>

<label>Users</label>

<name>firstboot_user</name>
</module>
<module>

<label>Root Password</label>

<name>firstboot_root</name>
</module>
</modules>
</uorkflouw>
</uorkflous>
</productDefines>

<label>Language and Keyboard</label>
<enabled config:type="boolean">true</enabled>
<name>firstboot_language_keyboard</name>

xmnins="http://uwu.suse.com/1.08/yast2ns"
xnins:config="http://uuu.suse.com/1.8/configns">

<enable_autologin config:type="boolean">false</enable_autologin>

<enabled config:type="boolean">true</enabled>

<enabled config:type="boolean">true</enabled>

<enabled config:type="boolean">true</enabled>

18 ADMIN 64
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Clock and Time Zone

-y

Figure 2: Configuring the time zone to be used with YaST2 firstboot.

functions can be found on the proj-
ect’s website.

An entry in the root/etc/motd file,
such as:

openSUSE provides the yast2-firstboot
package for this purpose [4]. If it is
installed, the system asks the user for
the individual configuration at the
time of first boot, which includes the
username and password, hostname,
network configuration, time zone,
and more.

The modules to be called are in the
root/etc/YaST2/firstboot.xml file on
the later filesystem. Listing 4 shows
a sample configuration that starts the
modules for the system language,
keyboard layout, time zone, and a

Welcome to a modified openSUSE 2
Leap 15.2 appliance.

gives you a “message of the day.”

Final Configuration

If you want the user to set up the
finished appliance on the first boot,

WWW.ADMIN-MAGAZINE.COM

user to be created. The root password
is also prompted for and set here, cre-
ating a customized image from a role
model that can be installed and used
immediately. [

Info

[1] Kiwi NG:
[https://github.com/0SInside/kiwil

[2] Sample profiles: [https://github.com/
0SInside/Kiwi-deScriptions]

[3] config.sh docs:
[https://osinside.github.io/kiwi/concept_
and_workflow/shell_scripts.html#script-
template-for-config-sh-images-sh]

[4] Documentation for YaST firstboot:
[https://en.OpenSuse.org/YaST_Firstboot]

[51 Kiwi package sources for various distri-
butions: [https://download.OpenSuse.org/
repositories/Virtualization:/Appliances:/
Builder/]
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Tinkerbell specializes in bare metal deployment and life-cycle management, allowing intervention in every

phase of the setup. sy wartin Loschwitz

The subject of bare metal life-cycle
management is a huge topic for pro-
viders today (see the “Early Efforts”
box). Red Hat, Canonical, and SUSE
all have powerful tools on board for
this task. Third-party vendors are also
trying to grab a piece of the pie, one
of them being Foreman, which enjoys
huge popularity.

A vendor you might not expect is
now also getting into the mix, with
Equinix launching its Tinkerbell tool.
Primarily a provider of data center
and network infrastructure, Equinix
is looking to manage a kind of bal-
ancing act with Tinkerbell. The tool
is intended to enable customers to
provision bare metal nodes in Equinix
data centers just as easily as virtual
instances in cloud environments.

Open Source Tinkerbell

With its Metal service, Equinix has
been hunting for customers for sev-
eral years. Customers used the com-
pany almost exclusively as a hoster.
If you were looking for a collocation
for your own setup, Equinix was the
right choice. In this constellation,
however, the customer has a number
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of different tasks ahead of them:
Procuring the hardware, mounting it
in the rack, and cabling correctly are
just a few.

Equinix Metal instead offers servers in
the form of bare metal at the push of
a button: Servers that Equinix keeps
on hand are automatically configured
to be available exclusively to a cus-
tomer. Tinkerbell makes it possible

Early Efforts

to provide the systems with exactly
the kind of basic equipment admins
needs for their environments. In the
meantime, Equinix put Tinkerbell un-
der a free license and published it on
GitHub. The service can therefore also
be used outside of Equinix Metal. In
this article, I show in more detail what
distinguishes this solution from other
systems for bare metal management.

Debian Installer has offered preseeding from
the start for hardware management; that is,
you could pass in a number of presets to the
installer in the form of a text file. Configura-
tion settings that exist in the preseeding
file are then not requested by the installer.
If you answer all of the installer's questions
by preseeding, Debian can be installed in

a completely automated process. The free
distribution is by no means the only one to
support automation: Red Hat has Kickstart
and Anaconda, and SUSE has AutoYaST2.
Moreover, external projects like Fully Auto-
matic Installation (FAI) can handle different
distributions.

However, all these approaches are based on
various assumptions about the existing infra-
structure: One assumption is that the admin
can find a way to start the setup routine of the
respective system.

In the small, conventional environments of
years past, this assumption was fine. Reinstall-
ing hardware in the data center was not a re-
curring task. Once the admin was on site, they
could quickly install systems one after another
in an automatic process involving an appropri-
ately prepared image.

Today, however, this approach no longer works.
Today's massively scalable environments (e.q.,
to operate Kubernetes fleets) frequently need
to be expanded - with dozens or hundreds of
systems being added. In recent years, there-
fore, the principle of the bare metal life cycle
and management to match have emerged. The
idea is that as soon as a machine is unpacked
and wired up in the rack, it can be installed au-
tomatically and remotely at the push of a but-
ton. As part of this process, the machine is also
equipped with the appropriate software; a short
time later, it is up and ready for production.
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They Already Have That?

Although bare metal life-cycle man-
agement sounds very much like mar-
keting hype, in essence, it’s all about
the ability to (re)install automatically
any infrastructure (e.g., servers) at
any time. Moreover, the automatic
removal of a machine from a setup,
known as decommissioning, plays a
role - albeit a noticeably subordinate
one. A system that has to be rein-
stalled during operation because of a
misconfiguration is a more common
occurrence than the final shutdown
of a component.

In fact, bare metal life-cycle manage-
ment is a concise term for a principle
that has been around for decades. The
protocols that are still in use today - in
Tinkerbell, too, by the way - can all
look back on more than 30 years of
existence. Combining them to achieve
a fully automated installation environ-
ment is not new either. As an admin,
you will always encounter the same
old acquaintances: DHCP, PXE, TFTP,
HTTP or FTP, NTP - that’s it. This
begs the question: What does Tinker-
bell do differently than Foreman or an
environment you create [1]1?

A Bit of History

A detailed answer to this question
can be found in a blog post by Na-
than Goulding [2], who is part of the
inner core of the Tinkerbell developer
team and cofounder a few years ago
of Packet, the company that launched
Tinkerbell and now goes by the name
Equinix Metal. Packet was originally
independent and offered a kind of
global service that could roll out sys-
tems to any location. After its acquisi-
tion by Equinix, the focus is now on
Equinix’s data centers, but Tinkerbell
can be used entirely without an Equi-
nix connection.

The developers’ original motiva-

tion, according to Goulding, was to
create a generic tool for bare metal
deployments that would be as versa-
tile as possible. However, it was by
no means intended to mutate into

a multifunctional juggernaut - un-
like Foreman, for example, which
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has long since ceased to be all about
bare metal deployment and, instead,
also integrates automators and per-
forms various additional tasks. One
of the motivations behind Tinkerbell,
claimed Goulding, was that existing
solutions had made too many com-
promises and were therefore unable
to complete the task at hand in a
satisfactory way.

Bogged Down in Detail

The basics were not the big problem,
said Goulding. Taking a server out of
the box, mounting it in a rack, and
then booting it into an installer in a
preboot execution environment (PXE)
is not the challenge. In most cases,
however, this is only a small part of
the work that needs to be done.
Saying that commodity hardware
always behaves in the same way is
simply not true. Anyone who has
ever had to deal with different server
models from the same manufacturer
can confirm this. Bare metal life-cycle
management therefore also includes
updating the firmware, observing
different hardware requirements for
specific servers, and implementing
specific features on specific systems —
not to mention the special hardware
that needs to be taken into account
during deployment.

Imagine a scenario in which a provider
uses special hardware such as network
interface controllers (NICs) by Mel-
lanox, for which the driver is also inte-
grated into its own bare metal environ-
ment. If you need to buy a successor
model for a batch of additional serv-
ers because the original model is no
longer available, you face a problem
that quite often requires a complete
rebuild. Tinkerbell has looked to make
precisely these tasks more manageable
right from the outset.

The Tinkerbell community particu-
larly sorely misses the ability to inter-
vene flexibly with individual parts of
the deployment process in other solu-
tions. Indeed, Red Hat, Debian, and
SUSE offer virtually no controls once
the installer is running. Moreover,
changing the installer with a view to
extended functionality turns out to be
very much nontrivial.

One Solution, Five
Components

To achieve these goals, the Tinkerbell
developers adhere to virtually all the
specifications of a modern software ar-
chitecture. Under the hood, Tinkerbell
comprises five components that follow
the principle of microarchitecture; it
thus has a separate service on board
for each specific task (Figure 1).

|’HJ'| Control
/ o Server/VM
i
| Provisioner
-» 1. hardware s _| i
' | Boots
‘ | (DHCP [ iPXE)
e J—> 2. template  +—1——\orktlow Eagine)|

: | | Hegel f
| (Metadata)

— 3 workflow ——

T

4. Start worker

5. Connects with Tinkerbell server
6. Fatch workflow state and tasks
7. Execute the tasks

|

Worker

Server/VM 1

B

Worker

Worker
Server/VM 3

Server/VM 2

Figure 1: Tinkerbell comprises various individual components such as Boots and Hegel,
each of which provides only one function. This architecture is typical of a microcomponent

architecture (Tinkerbell docs [3]).
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Tinkerbell does not rely on existing
components; rather, it is a construct
written from scratch. Consequently,
the developers implemented the
services for basic protocols such as
DHCP or TFTP from scratch, too.
Experienced administrators auto-
matically react to this with some
skepticism - after all, new wheels
are rarely, if ever, rounder than their
predecessors. Is Tinkerbell the big
exception?

An answer to this question requires a
closer examination of Tinkerbell’s ar-
chitecture. The authors of the solution
distinguish between two instances:
the Provisioner and the Worker. The
Provisioner contains all the logic for
controlling Tinkerbell. The Worker
converts this logic in batches into
logic tailored for individual machines,
which it then executes locally.

Tink as a Centralized Tool

Anyone who has ever dealt with the
approach of microarchitecture ap-
plications will most likely be familiar
with what “workflow engine” means
in this context. Many recent programs
rely on workflows, which define in-
dividual work steps and specify the
order in which the work steps need to
be completed.

In a bare metal context, for example,
a workflow might consist of a fresh
server first booting into a PXE envi-
ronment over DHCP, and then receiv-
ing the kernel and RAM disk for a
system inventory and performing the
installation. During the transition
from one phase to the next (i.e., from
one element of the workflow to the
next), the server reports where it is in
the process directly to the workflow
engine, which enables it to take cor-
rective action if necessary and to can-
cel or extend processes.

Tink, one of the five core components
in Tinkerbell, follows exactly this
approach. As Tinkerbell’s workflow
engine, it acts as the solution’s con-
trol center. You communicate with
Tink over the command-line interface
(CLI) and inject templates into it in
this way. A template contains the in-
structions to be applied to a specific
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piece of hardware (e.g., a server) or
the workflow that the server runs
through in Tinkerbell, if you prefer.
Moreover, Tink contains the database
listing the machines Tinkerbell can
handle.

Furthermore, Tink includes a con-
tainer registry, which will become
important later on. All the work that
Tink does on the target systems takes
the form of containers. On the one
hand, this allows you to define your
own work steps and store them in
the form of generic containers. On
the other hand, it makes the standard
container images of the major dis-
tributors usable, even if Tink provides
a small detour.

DHCP and iPXE with Boots

Tink is surrounded by various com-
ponents that do the real work on the
target systems. These include Boots,

a DHCP server, and an iPXE server
written especially for Tinkerbell. As

a reminder, the PXE extension iPXE
offers various additional features such
as chain loading (i.e., the ability to
execute several boot commands one
after the other).

The only task Boots has is to field the
incoming DHCP requests from starting
servers and to match the queried MAC
address with the hardware stored in
Tink. When it identifies a machine,

it assigns it an IP address and then
sends the machine an iPXE image,
ensuring that the server boots into the
third Tinkerbell component, the oper-
ating system installation environment
(OSIE). This mini-distribution is based
on Arch Linux, which processes the
various steps defined in the template
for the respective server, one after

the other. OSIE uses Docker for this
purpose, which lets you use simple
containers of your own that OSIE calls

" [ ] untitied
cat > hardware-data.json <<EOF
{
"id": "ce2eb2ed-826f-4485-a39f-a82bb74338e2",
"metadata": {
"facility": {
"facility_code": "onprem"
I
“"instance": {},
"state": ""
},
"network": {
"interfaces": [
{
"dhep": {
"arch": "x86_64",
“ip": {
"address": "192.168.1.5",
"gateway": "192.168.1.1",
"netmask": "255.255.255.248"
},
21 "mac": "34:d0:b8:c1:11:cdl",
"uefi": false
}
"netboot": {
"allow_pxe": true,
"allow workflow": true
}
}
]
}
}
EOF
B Plain Texl v Tab Size: 4 -

Figure 2: Defining hardware in Tinkerbell with a JSON file; the service doesn't need to know

that much about the particular bare metal.
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in the sequence your define. Alterna-
tively, you can rely on standard con-
tainers from the major vendors.

OSIE is supported by a metadata
service named Hegel, the fourth com-
ponent, that stores the configuration
parameters you specify in a template
for the respective server so that they
can be retrieved directly from OSIE.
In principle, this process works like
cloud-init in various cloud environ-
ments. The script talks to a defined
API interface over HTTP at system
startup; by doing so, it obtains all the
parameters defined for the machine
(e.g., a special script that calls the
virtual instance or, in the Tinkerbell
example, the physical server at sys-
tem startup).

Hegel imposes virtually no limits
on your imagination, although a re-
minder is in order: Especially in the
context of virtual instances, many
administrators get carried away with
re-implementing half an Ansible
setup in the boot script that the VM
receives from its metadata. How-
ever, this is not exactly what the
scripts are designed to do. In fact,
they are only supposed to do the
tasks that are immediately neces-
sary. If any additional work is to be
done later, you will want it done by

oo e

version: "@.1"

name: Ubuntu_Focal
global_timeout: 18080
tasks:

- name: "os-installation"
worker: "{{.device_1}}"
volumes:

- fdev:/dev
- /dev/console: /dev/console

Tinkerbell FEATURES .

components that are made precisely
for those purposes.

Bare Metal Is Not the Focus

The fifth and most recent Tinkerbell
component is the power and boot
service, which can control the ma-
chine by out-of-band management.
This function was not originally part
of the Tinkerbell design; however, it
quickly became clear that reinstalling
a system on the fly is also part of life-
cycle management and only works
conveniently if the life-cycle manager
controls the hardware. Otherwise, you
would have to use [IPMItool or the re-
spective management tool for the out-
of-band interface to change the boot
order on the system to PXE first and
then trigger a reboot locally.
However, you can only get this to
work if the affected system still lets
you log in over SSH. If this does not
work, you have to use the BMC in-
terface. Tinkerbell’s power and boot
service allows all of this to be done
automatically and conveniently from
the existing management interface.
The developers clearly focus on IPMI.
All BMC vendor implementations of-
fer IPMI support, even though you
might have to enable it separately.

untitied 2

- flib/firmware: /lib/firmware:ro

actions:

— name: "“stream ubuntu image"

image: quay.io/tinkerbell-actions/image2disk:v1.0.0

timeout: 680
environment:
DEST_DISK: /dev/sda
IMG_URL: *
COMPRESSED: true
- name: "kexec ubuntu"

image: quay.io/tinkerbell-actions/kexec:v1.0.0

timeout: 98
pid: host
environment:
BLOCK_DEVICE: /dev/sdal
75 FS_TYPE: extd

A
2 TabSize: 4 82

Listing 1: Tinkerbell Template

cat > hello-world.yml <<EQF
version: "@8.1"

name: hello_world_workflou
global _timeout: 600

tasks:

- name: "hello world"
worker: "{{.device 1}3"
actions:

- name: "hello_world"
image: hello-uorld
timeout: 680

EOF

In any case, the only alternative to
IPMI would be to fall back on Dell’s
remote access admin tool, Racadm.
Tinkerbell does not implement these
protocols itself but relies on existing
tools in the background, which un-
doubtedly saves a lot of work.

Communication by gRPC

By now, you know the components of
the Tinkerbell stack. As befits a solu-
tion in the year 2021, the individual
services do not communicate with
each other in any way; rather, they
use the gRPC protocol that was origi-
nally developed by Google. Therefore
Tink, as the central component, ul-
timately controls the other services
_ _. remotely in a

| certain way. gRPC
is designed to be
both robust and
stable, so the de-
velopers’ decision
in favor of the
protocol is under-
standable.

Practical
Tinkerbell

If you want to try
out Tinkerbell,
you can access
the developers’
Vagrant contain-
ers. The objective
of this exercise is
not to install an

Figure 3: Bootstrapping in Tinkerbell relies on templates and Docker containers. In this example, Tinkerbell writes

an Ubuntu image to disk.
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* | operating system
on a server. In-
stead, the Vagrant
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# docker exec -1 deploy_tink-cli_l tink workflow events a8984b@9-566d-47ba-bbcs-fbed82dBad7f

4me=msssssssssssssssssssesssssnssnenn. L LR L L LT frmmmmmmmsnae e B L L L LR L L R
| WORKER ID | TASK MAME | ACTION MAME | EXECUTION TIME | MESSAGE
e e o o frmm———————
| celebled-826f-4485-a39f-a82bb74338e2 | hello world | hello_world | |

| celebZed-826f-4485-a39f-a82bb74338e2 | hello world | hello_world | |
e fmmmmmmmm———— e Fmmmmmmmeme————— fmmmmmm————

Started execution
Finished Execution Successfully

ACTION_IN_PROGRESS |
ACTION_SUCCESS |

Figure 4: The individual work steps within a template can be traced from the outside.

environment is intended to show the
basic workings of Tinkerbell and the
opportunities it offers.

The Vagrant files and detailed instruc-
tions [4] supplied build a Tinkerbell
environment in a very short time
without disabling any features. The es-
sence of the process is not complicated.
First, you roll out the Provisioner with
Vagrant that contains all the services
described above: Tink, Boots, and
Hegel, including their sub-services and
everything else an admin needs.

From Vagrant, Tinkerbell then runs
in Ubuntu containers, which you
roll out with a Docker Compose file.
Therefore, you also have the Tink
CLI. You also need an image to get
things started: In this example, I
used the hello-world image provided
by the Docker developers them-
selves. Tinkerbell runs a local con-
tainer registry. You first need to run
the pull command to retrieve the
image from Docker Hub and then
push it into the local registry with a
push command.

Next, you inject the physical server
configuration into Tinkerbell with
the help of a file in JSON format
(Figure 2) that gives the machine

an ID, a few configuration details,
and - very importantly - its network
settings. This is where you specify
which IP address the system will get
from Boots later on and whether it
uses UEFI or a conventional BIOS.

Server Template

The Tinkerbell services are running
and the server configuration is where
it belongs. However, Tinkerbell would
not yet know what to do with the
server when it phones home. It would
start OSIE on the machine, but it
would not install an operating system
for a lack of instructions. Therefore,
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the template in Listing 1is used in
the next step.

In Tinkerbell, a template associates

a particular machine with a set of
instructions (Figure 3), which is
strongly reminiscent of Kubernetes
pod descriptions in style and form,
even though it does not ultimately
implement the Kubernetes standard.
The most important thing in the
template is the tasks section, which
ensures that Tinkerbell executes the
named image on the system after the
OSIE startup.

In the next step, if you start a Tinker-
bell Worker and give it the ID of the
template and the MAC address of the
target machine, the process starts up.
As soon as the corresponding server
boots into a PXE environment, Tink
kits it out with the OSIE image and
then calls the container in the image,
which outputs Hello World.

The individual steps of the process
can be displayed directly in Tinkerbell
by the workflow engine (Figure 4).
To help with debugging, you can also
see which parts of the workflow were
executed and whether the execution
worked.

A Practical Example

In the daily grind, the rudimen-

tary Vagrant example is admittedly
unlikely to make an administrator
happy. However, it shows basically
what is possible. Tinkerbell’s docu-
mentation also comes with concrete
examples of templates that ultimately
install Ubuntu or RHEL from official
container images.

If you’re now thinking, “Wait a min-
ute, they don’t have kernels and they
don’t install GRUB out of the box,
either,” you’re absolutely right: You
have to specify these steps individu-
ally in the respective templates - and

in the way you want them to be ex-
ecuted. As with other solutions, the
greater flexibility in Tinkerbell comes
at a price of additional overhead in
terms of needing to specify what you
want to accomplish.

Conclusions

Tinkerbell may seem very hip to
some die-hard admins - after all, it
has been possible to provide servers
with an operating system automati-
cally without gRPC, Docker, and all
the other stuff for quite some time
now. But if you dismiss Tinkerbell
because of this, you are doing the so-
lution an injustice. It shows not only
its strengths in its interaction with
Equinix Metal, but also in real-world
setups. A deployment system that
allows such elementary intervention
with the process in every phase of the
setup is unparalleled on the market.
It can’t hurt to take a closer look at
Tinkerbell and try it out. [

Info
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Linux-based rescue systems, such as those offered by most antivirus software manufacturers,
can repair and recover data from Windows computers compromised by malware. sy erik sarwatdt

Because of its many security
weaknesses, Microsoft Windows is
considered particularly vulnerable

to malware such as viruses, worms,
and Trojans. However, because the
operating system has more or less a
monopoly on the desktop, administra-
tors in the enterprise in particular are
repeatedly confronted with malware
damaging Windows workstations or
even rendering them unusable.

In such cases, it usually makes sense
to boot the damaged computers from
a removable disk and then exam-

ine the mass storage devices with

an external rescue system. For this
purpose, many manufacturers of pro-
prietary antivirus and anti-malware
software provide free emergency CDs
that use the manufacturer’s own
scanners to detect and remove mal-
ware on Windows systems. In many
cases, they can also be used to repair
damaged system files so that the
Windows system can be used again.
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The rescue CDs, available for down-
load as ISO images on the websites
of the respective manufacturers, are
based on Linux derivatives and, in
addition to the antivirus scanners, of-
ten contain free Linux tools for creat-
ing a backup of the target systems or
managing mass storage devices.

Avira Rescue System

Avira [1], a company based in
Tettnang on Lake Constance, Ger-
many, has developed over the years
into a global player in the field of
system security, primarily for Win-
dows computers. Avira offers various
antivirus applications for products
from Redmond but has continuously
expanded its portfolio in recent years
to include virtual private network
(VPN) services, security solutions for
mobile systems such as Android and
iOS, and protection software for deal-
ing with email.

The company also offers a freely
available rescue system based on
Linux called Avira Rescue System [2].
The system, offered as an ISO image,
focuses on damaged Windows com-
puters. It scans target computers for
malware, can repair the operating sys-
tem, and supports editing the registry
file that acts as the central configura-
tion database on Windows comput-
ers. The tool does not let you repair
boot sectors or modify partitions.
Additionally, Avira Rescue System
also scans Linux systems for mal-
ware, which it also can remove. The
hybrid image, which weighs in at
around 1.2GB, can be booted both
from an optical data carrier or from a
USB memory stick.

Start

The system, based on Ubuntu
20.04.1 and equipped with a fairly
up to date 5.8 kernel, first boots
into a graphical GRUB screen that
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Figure 1: The Avira Rescue System has an up-to-date look.

offers various startup options and
settings. You can also test the RAM
or check the mass storage available
on the system from the correspond-
ing menu entries. The system then
boots into a modified Unity desktop,
which has just a few applications in
the vertical panel on the left (Fig-
ure 1). For an overview of all the
installed applications, click the tile
icon at the bottom of the vertical
panel. The start buttons of the exist-
ing applications now appear on the
desktop.

Features

The panel bar hosts a very fast web
browser borrowed from the Gnome
treasure trove, as well as the Déja
Dup backup program, also courtesy
of Gnome, and the forensic Windows
registry editor Fred. The central ele-
ment of the distribution, however, is
the Avira Rescue System, which you
launch by pressing the umbrella icon
in the top left corner of the desktop.
After confirming the license, the tool
performs some basic configuration
steps before you press the Quick

scan button at bottom center to run a
quick system scan. The strong focus
on Windows is already noticeable in
this dialog. If you launch the Avira
DVD on a computer whose mass stor-
age consists entirely of Linux parti-
tions, the rescue system stops without
any further activity in the system
scan (Figure 2). With multiboot
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installations, the scan software fails
to deliver satisfactory results. The
Update dialog is also non-functional
on Linux.

In the Tools dialog, in addition to the
Déja Dup backup tool, you will also
find a button for calling the Team-
Viewer remote maintenance software.
Both can also be used on Linux,
although the individual versions

of TeamViewer are not compatible.
TeamViewer v15.15.3 included in the
Avira package was the current version
of the remote maintenance solution at
press time.

Outside of Avira’s own rescue tool,
you will find the GParted graphical
front end in the tile overview of the
applications, which you can use to
manage mass storage devices. This

@ Avira Rescue System

=9

Status

universal tool is useful for creating
and editing partitions and drives. A
terminal for executing Linux com-
mands is also available.

On Windows

The Avira Rescue System also exhibits
some minor weaknesses on Windows.
After starting the tool, you must up-
date the virus signature database. The
software displays the message Detec-
tion database is outdated to let you
know. After clicking Check update, it
first checks whether Internet access

is available. If so, a click on the Start
update button updates the database
and displays a message to that effect.
Next, press Start Scan to start the sys-
tem scan and choose between a quick
and a full scan of the Windows sys-
tem. Even a quick scan of a current
NVMe SSD was quite slow in the test.
You will need to allow several hours
for a scan, even with a freshly in-
stalled Windows on a larger partition.
Afterward, any malware identified in
the scan can be removed.

Comodo Rescue Disk

Comodo Rescue Disk is a rescue
system for Windows computers that
uses Linux tools developed in-house.
The US manufacturer [3] uses the
lean SliTaz Linux from Switzerland

as its basis. The operating system in
Comodo, developed independently
from sources, comes with kernel
2.6.37 and uses the Openbox window

Scanning files

0% fealoulating])

Figure 2: Avira Rescue System is for Windows only, despite the penguin in the sidebar.
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@ Start a scan to unearth and remove viruses, rootkits. hidden files and malicious

registry keys hidden deep within your systam
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Screenshot

Smart Scan

COMODO F

Full Scan

Custom Scan

Figure 3: The Comodo Rescue Disk provides various scan modes from which to choose.

manager. It will also run on 32-bit
hardware and works frugally and
quickly on all platforms. You can pick
up the Comodo Rescue Disk system
in the form of a hybrid ISO image [4]
of only about 55MB, which then runs
from a USB flash stick or CD-ROM.

Software

Comodo Rescue Disk only includes a
small software inventory. The central
element that stands out is Comodo
Cleaning Essentials (CCE), a collection

-l-Applucn'rie ng

My Decumentt COMODO

XTerm Termina Scanning Files

)

Screanshot

Imnt/Ciwindows/system3 2/da-dictsmi dil. mul

of GUI tools for removing malware
from Windows systems. CCE loads
automatically after booting the system
and first updates the signatures; then,
a wizard opens to scan the Windows
system.

To begin, you define whether you
want to perform a Smart Scan, a
Full Scan, or a Custom Scan (Fig-
ure 3). For the Custom Scan, you
specify in a separate dialog the di-
rectories to scan and whether CCE
should also check the system’s boot

@ Objects Scanned: 72170

4 Threat(s) Found: 0

cCOMODO

@cceﬂllnux
Figure 4: Comodo Rescue Disk comes with its own tool for rescuing Windows installations.
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sector. The Full Scan and the Smart
Scan have no further settings. CCE
first updates the malware signature
database and then starts the system
scan (Figure 4). In the process, a
progress bar, updated almost in real
time, provides information about
the problematic files found.

Before selecting a scan option, you
should click the Options link at the
top of the program window. Specify
whether CCE should also check the
disk’s master boot record (MBR) for
modifications and whether it should
include file archives in the scan.
Also, you can specify the maximum
size of the content to be scanned;
by default, the scan leaves out files
larger than 40MB.

The Tools link, also at top right,

lets you view the files removed to a
quarantine directory after the scan
has been completed and evaluate the
logfiles generated by default for each
run. You can save the plain text log-
files to an external data medium for
later documentation.

Additional Tools

The Comodo Rescue Disk also has
a small program menu in the upper
panel where you will find the SliTaz
Netbox Manager for configuring the
LAN and WiFi interfaces, the lean
Midori web browser, the PCManFM
file manager, a small screenshot tool,
and the Xterm terminal. Installing
other applications on the system is
not possible.

Text Mode

As a special feature, the Comodo Res-
cue Disk also features a text mode,

___________________________________________

! COMODO Rescue Disk 1
| 2.8.261647.1 1

1

i . Hetwork Setup

| i2. Options |

| 3. Wiew Logs |

| 4. Quarantine [tems |
i5. Import Virus Database =
i6. Smart Scan H

|
i i?7. Full Scan HH
i iB. Custom Scan £
i i19. fAbout COMODOD Rescue Disk

| 110. Restart Computer

| 111, Shutdown Computer

———————————————————————————————————————————

Figure 5: Friends of text mode will also get
their money's worth from Comodo Rescue
Disk.
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Figure 6: The ESET SysRescue program takes care of scanning and repairing Windows partitions.

which you enable in the GRUB boot
menu from the Enter Text Mode op-
tion. In this mode, CCE starts as a
text-only application that integrates
some additional options that run
separately in graphical mode (Figure
5), including, for example, a tool

for configuring the network. Opera-
tion is entirely from the keyboard,
and output is partly by means of
semi-graphical elements, such as a
progress bar when scanning the mass
storage devices.

ESET SysRescue Live

For almost 30 years, Slovakia’s

ESET [5], based in Bratislava, has
been developing various security
solutions for Microsoft operating sys-
tems that can also be used with very
old Windows installations. The free
ESET SysRescue Live [6] distribution
is available from the provider as an
ISO image for optical media and as an
IMG image for USB removable media.
The USB IMG, at around 740MB, will
also fit on smaller storage media.

Tools

The central tool for repairing a
compromised Windows system is
the ESET SysRescue tool, which
launches automatically after booting
the Ubuntu-based Linux derivative.
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After confirming the license, the
main SysRescue tool window opens
(Figure 6). Start by updating the
signatures for the virus databases by
clicking Update in the left vertical bar.
Next, press On-demand scan to start
scanning the Windows system (Fig-
ure 7). A settings dialog opens on the
right of the window and you can de-
cide whether you want to run a Smart
Scan or a Custom Scan of the system. If
you select the user-defined variant, you
can then modify numerous settings in

another window to influence the scope
of the check.

During the subsequent scan, the soft-
ware continuously states the number
of scanned objects and displays a
progress bar. The scan window also
tells you how many threats have been
detected. The routine distinguishes
between infected and cleaned objects
after the scan is complete.

ThreatSense

ESET SysRescue Live uses what is
referred to as ThreatSense parameter-
ization to detect infected files and
objects. You can set the parameters
in several groups in the ThreatSense
parameters section of the Advanced
setup dialog.

The ThreatSense checking module
bundles various threat detection
methods. You define both the ob-
jects the tool includes in each scan
and whether you want to detect
potentially insecure or undesirable
applications. You can then specify
how the routine should deal with
this content. Optionally, the soft-
ware offers to repair infected objects
(i.e., rid them of dangerous code or
remove them from the system). You
can use a slider to specify the sensi-
tivity of the program.

In another dialog, you can specify the
maximum size of individual objects.

ESET SysRescue

SLan prograss

On-demand scan

© 0

Tes et frosedimiesetiL oc eiDisk-nvmeln Lp 3 Dok amdBd e vh_releose. 131 205-1406 «t!

Neamber of threats: 0

Parurse Stop

&) New wcan
& Scan setup

Figure 7: ESET SysRescue visualizes the progress of the scan in a progress bar.

ADMIN 64 29



30

Kaspersky
Rescue Tool

Scan completed

Duration: 00:359:41

Processed: 1881567 objects, details

Change parameters

t/ Start scan

Help  About

Figure 8: The Kaspersky Rescue Tool comes with a plain

interface.

In the same dialog, you can also spec-
ify the nesting depth up to which the
check scan archives, with 10 levels as
the default. Once you have completed
the settings, you can initiate another
run by pressing the New scan link.

Additional Options

In the main window of the applica-
tion, you are taken to additional op-
tions after selecting Tools on the left.
The Log files option lets you view the
logfiles created during the test run
and filter them by various categories
(e.g., information, errors, and warn-
ings). The Quarantine option lets you
restore objects from or move objects
into quarantine. For this purpose, the
software displays a corresponding file
selection dialog. In Security report,
you can trace the different threat sce-
narios on your computer system in a
chart. The Submit sample for analysis
option gives you the option of sub-
mitting a suspicious file to ESET for
evaluation.

PS5  system Tools

28 windows 7

s @ h”h

Registry Windows usBe
Editaor Unlocker Recover

tools on its Rescue Disk for Windows.
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Figure 9: Kaspersky offers some additional

Emergency Rescue CDs

On Linux

The check routine in
the ThreatSense mod-
ule can also check
Linux systems for vari-
ous threats. Because
the corresponding
dialogs explicitly al-
low scanning email
files for malware, the
application is suitable
for use on Linux-based
mail servers. However,
the malware hidden

in mail files does not
typically unleash its ef-
fect on the mail server
itself, but on the mail
clients running on Windows.

The GParted graphical partitioning
tool is also available for use with
Linux clients and can be used to fix
mass storage problems. It supports

a variety of filesystems and is thus
also suitable for use in multiplatform
environments. For efficient work
with files and directories, the rescue
distribution also has Midnight Com-
mander and its graphical counterpart
PCManFM on board.

| W

o Quarantine i Report

Kaspersky Rescue Disk

The Rescue Disk [7] released by the
Russian security specialist Kaspersky
Lab [8] is available for download
free of charge from the company’s
website. The hybrid ISO image with

PE  Registry Editor [Windows 7

HEEY_LOCAL MACHINE\SOFTWARE\Microsoft, NETFramework

a size of around 610MB is based

on Gentoo Linux. After download-
ing and transferring it to a bootable
medium, the operating system first
opens the GRUB graphical boot man-
ager, where you can choose between
the English and Russian localiza-
tions. After that, you will find vari-
ous boot options in another dialog.
Because of its lean design, the sys-
tem boots very quickly to a visually
unobtrusive Xfce 4.12.2 desktop.
The Kaspersky Rescue Disk feature
set primarily focuses on repairing
Windows systems, but it is much
more broadly positioned than many
other solutions: Linux systems can
also be checked with the built-in
Rescue Tool, and additional software
such as Midnight Commander, htop,
and a hardware detection tool support
flexible use of the suite.

After booting, the Rescue Tool au-
tomatically comes up to perform

a system scan. If you don’t have a
network connection, the system first
pauses the initialization routine to
give you the opportunity to configure
WiFi access. Once the network con-
nection is established, the software
displays the dialog for scanning the
system after initializing the scan en-
gine. If necessary, you can include
boot sectors and the EFI system par-
tition in the scan. The Rescue Tool
quarantines any malware it finds to
render it harmless. For documenta-
tion purposes, you can also generate

e HEKEY LOCAL MACHINE =| | pearre
BCDOODO000O b (Default)
SECURITY EY EnablegdBit
SOFTWARE

& AT1 Technolagies

CBSTEST
Classes
Clients
Ekahau
Intal
|avasoft
Microsoft

]

= Active Setup

L] ADs

= Advanced INF Setup

L]

|

=l

ab installRook

ALG

ASPNET

Assistance
Bidinterface

COM3

Command Processor
Conmect to & Network Proj
Cryptography

CTF

Datalccess

Pt Enrfru

Type | Data

REG 52 {wvalue not set)

REG_DWORD 00000001 (1]

REG_5Z CAwindows\Microsoft NET\ Framework 64,

Figure 10: Kaspersky's rescue system also lets you edit the infamous Windows registry.
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Scan your computer

Rumn a full scan of your computer to resolve any security risks

L

Enown risks will be removed autornatically. You can choose what
te do with items identified as potential risks

Start Scan

USH storage device.

¥ Norton

Copy selected files from your computer to a

Figure 11: Scan complete Windows systems with the NBRT tool.

a report of the scan after it is com-
plete (Figure 8).

On Windows

For Windows systems, the scan runs
as for Linux systems, but the Rescue
Tool only performs a quick scan

by default. To scan the Windows
system completely, you need to
check the boxes for the drives in the
dialog that comes up after choosing
the Change parameters link. In the
scan window, you will notice the
Tools link that is not present when
scanning Linux systems. Clicking
on it opens a dialog window that
offers a Registry Editor, a Windows
Unlocker, and the USB Recover icons
(Figure 9).

Whereas the Unlocker combats
ransomware, the USB Recover tool
restores the function of USB devices
that were accidentally removed

from Windows by mistake. For this
purpose, it is also necessary to edit
corresponding keys in the Windows
registry (Figure 10).

Norton Bootable Recovery
Tool

The Norton Bootable Recovery Tool
(NBRT [9]) offered by US vendor
Symantec is also a Linux-based Live
system, which the manufacturer of-
fers for download as a hybrid ISO
image. At 850MB or so, the recovery
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distribution looks reasonably up to
date after the first boot (Figure 11),
but a look under the hood reveals
plenty of antiquated components:
NBRT is based on Red Hat Enterprise
Linux 6, which was released at the
end of 2010, although still supported.
The 32-bit system therefore still uses
kernel 2.6.32.

When booting, NBRT enables a wizard
as the central element of the rescue
system; the Start menu has been ban-
ished from the panel. The only other
utilities available are the Opera web
browser and a terminal, which can
be launched directly from the panel.
Opera is also anything but new: The

fi;; Norton Bootable Recovery Tool

Select Files to Retrieve
Source

drive3

drivel

c
$GetCurrent
$Recycle Bin
SWinREAgent
ANG_Remover
Brother
Config Msi
dd
Intel
PerfLogs
PortQrylil
Program Files
Frogram Files (x86
Frngﬁm',",‘lala

e S

v Norton

we
$GetCurrent
$Recycle Bin
£WimRE .ﬁgn nt
AVG_Remover
Brother
Config.Msi

dd

Intel

Perflogs

PortQryla

& O 88 O 8 O & O BF O] S

Program Files

12.16 version integrated into NBRT
was released on July 4, 2013.

Toolbox

The wizard, which launches automat-
ically after booting the system from

a removable disk, can only be used
to repair Windows systems. After se-
lecting the language (if needed) and
confirming the license, NBRT updates
all the malware definition files. This
process can take a long time and is
accompanied by the message Updat-
ing definitions.

If the software finds an installed
Windows system, it automatically
starts a scan of the entire mass stor-
age, otherwise it aborts with an error
message. NBRT cannot be used for
safeguarding Linux systems. The tool
lists problematic files found during
the scan in a table, indicating a threat
level in addition to the file name. You
can then define in the Action column
what to do with the respective file.
NBRT automatically enables a delete
function for dangerous files; you
might have to disable this function
explicitly by unchecking the box to
the left of the respective entry. If

you do not make any changes to the
entries in the table, the listed files

are either deleted or repaired after
clicking Fix top right in the window
after a further prompt. This process
may make a blocked Windows system
workable again.

jan 31, 2020, O7:49 AM Folder
Aug 21, 2018, 11:23 AM Folder
Apr 23, 2021, 1047 AM Folder
Jan 31, 2020, 08:28 AM Folder
Dec 08, 2016, 07 28 PM Folder
Apr 26, 2021, 06:42 AM Folder
May 26, 2021, 01:00 PM Folder
Dec 16, 2016, 09:04 AM Folder
Dec 07, 2019, 0914 AM Folder
Apr 17, 2020, 12:31 PM Folder
Apr 23, 2021, 02-50 PM Folder

Cancel

Figure 12: NBRT also lets you back up individual folders and files.
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Figure 13: The REVE Rescue Disk is based on Puppy Linux and is useful for both backups and

as a rescue system.

Data Backup

After updating the signature data,
NBRT can save important files from
the corrupted Windows installa-
tion, even before starting the system
scan. For this purpose, NBRT has a
special save dialog that you enable
with Retrieve Files. A file manager
opens with the system partitions
from the mass storage (Figure 12), in
which you select the desired files for
backup by checking the boxes, be-
fore backing them up to a removable
USB drive.

If your machine does not have a USB
storage device attached to the system,
the application points out this short-
coming with a corresponding error
message and lets you connect a de-
vice to the Windows computer before
backing up the files. If possible, you
should not save any Windows sys-
tem files, only personal files, to the
removable medium because it is not
possible to rule out the possibility of
malware infecting system files.

REVE Rescue Disk

In 2014, REVE Group first launched
REVE Antivirus [10]. The Singapore-
based company is one of the few to
offer an antivirus solution specifically
for Linux. The software, which is

also intended for desktop systems, is
available in variants for 32- and 64-bit
systems.
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The vendor also provides the REVE
Rescue Disk [11], which can be down-
loaded free of charge after registra-
tion. The approximately 240MB ISO is
based on the lean Puppy Linux 5.2.8
and offers a graphical user interface
as well as numerous graphical tools.
After starting the system, an illus-
trated quick start guide opens first.
The Puppy configuration dialog then
lets you localize the operating system
and adjust the screen resolution. After
restarting the X server, a fully-fledged
Puppy Linux with a customized back-
ground comes up (Figure 13).

Concept
Unlike other manufacturers’ rescue
systems, REVE Rescue Disk does not

focus on a proprietary tool for restor-
ing a Windows system crippled by
malware; instead, it puts data backup
in the foreground. Puppy is excellent
for this, because it allows the indi-
vidual partitions to be mounted and
opened at the push of a button by
displaying the existing drives on the
desktop. Folders and files can then be
transferred by drag and drop between
the active file manager instances
(Figure 14).

The REVE Rescue Disk stands out as
a practically complete Puppy Linux
system that includes all preinstalled
system tools. You can install any soft-
ware you like with the Puppy Package
Manager, and you can even install on
a mass storage device (although this
doesn’t normally make much sense).
The REVE Rescue Disk is therefore
also excellently suited for working
with damaged Linux systems. To re-
pair compromised Windows systems,
on the other hand, you have to use
the rescue disk to transfer the affected
partitions to a removable drive and
process them on another system with
a commercial scanner solution from
the REVE Group.

Only a few applications are pre-
installed on the disk, including the
remote maintenance solution Team-
Viewer, although in a fairly anti-
quated version 7 and with a complete
Wine runtime environment. Besides
this, Google’s Chrome - again this is
an outdated version 21.0 - and the
lean Dillo web browsers are available.

--l_,: | & ! -

— —

[meand [T e gy L vt

I ity

< ivirus

Figure 14: The REVE package is mainly suitable for backups.
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Table 1: Live Rescue Systems

Avira Rescue

System

System Linux Ubuntu

Own repair tool

Yes
No

Registry editor
Unlocker

USB recovery

Text mode
Installation possible

Terminal
Web browser Yes
Graphical partitioning Yes

Emergency Rescue CDs TOOLS .

ESET
SysRescue Live

Comodo Rescue

Disk Rescue D

SliTaz Ubuntu Gentoo

No
No

No
No

Yes
Yes

Yes
No

Yes Yes

No Yes

Kaspersky

isk

Windows Rescue

REVE Rescue
DI

Norton
Bootable
Recovery Tool

RHEL 6 Puppy Linux

No =
No =

Yes Yes

No Yes

When you launch a web browser
from the panel bar at the bottom of
the screen, a selection dialog opens
where you choose the one you want
to use.

Because the REVE package com-
pletely takes over the hardware
detection and system maintenance
tools usually included in Puppy
Linux, including the backup rou-
tines, it is also suitable for locating
hardware problems. However, it
remains incomprehensible why the
developers have also left numerous
multimedia applications and games
in the distribution - this does not
sit well with the idea of a cross-
platform rescue system.

Conclusions

The various rescue systems impres-
sively prove that Linux is brilliantly
suited for rescuing and recovering

third-party operating systems (Table 1).

Most of the distributions discussed

here use proprietary vendor tools to
remove malware from a compromised
Windows system.

The tools that step slightly out

of line are REVE Rescue Disk,
which can genuinely back up data
and even fix hardware problems
on all operating systems with a
slightly modified Puppy Linux, and
Avira Rescue System and Norton
Bootable Recovery Tool, whose re-
pair tools only work with Windows
systems.

ESET SysRescue Live scans email
files for malware and is thus use-
ful for scanning Linux mail servers.
As a unique feature, the Comodo
Rescue Disk offers a text mode in
which the most important functions
can be used without a graphical
desktop.

For administrators of heterogeneous
environments, this selection leaves
virtually nothing to desire: Simply
choose the rescue distribution that is
the best fit for your requirements. m

Info
[1]
[2]

[3]
[4]

[5]

[6]

[7]

[8]

[9]

[10]

[11]

Avira: [https://www.avira.com]

Avira Rescue System: [https://www.avira.
com/us/start-download/product/2275/
-112e2mvtstLKUkGnG-U3eKJOuOEf8c]
Comodo: [https://www.comodo.com/]
Comodo Rescue Disk: [https://www.
comodo.com/business-security/
network-protection/rescue-disk.php]
ESET: [https://www.eset.com/us/?
intcmp=intrw]

ESET SysRescue Live:
[https://www.eset.com/int/support/
sysrescue/]

Kaspersky Lab Rescue Disk:
[https://www.kaspersky.com/downloads/
thank-you/free-rescue-disk]
Kaspersky Lab:
[https://www.kaspersky.com/]

Norton Bootable Recovery Tool:
[https://support.norton.com/sp/static/
external/tools/nbrt.html]

REVE Antivirus:
[https://www.reveantivirus.com/en]
REVE Rescue Disk: [https://www.
reveantivirus.com/en/download]
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A complete rebuild of ownCloud del

ownCloud Infinite Scale

hnﬂj%ﬂus

ivers the speedy and scalable

ownCloud Infinite Scale file p|atf0rm. By Martin Loschwitz and Markus Feilner

The ownCloud Infinite Scale (oCIS)
enterprise file-sharing and syncing
software stack is a fast and scalable
yet complete rewrite of the classic
ownCloud. The current version of
oCIS is the technology preview 1.8.0
(as of July 2021). Go, Vue.js, and a
modular approach replace the out-
dated PHP, database, and POSIX file-
system the older versions needed. In
internal documents, ownCloud prom-
ises up to 10 times better performance
than ownCloud 10.6.0 published in
December 2020 and, so far, the last
PHP-based ownCloud variant.

Some History

A shooting star in 2010, ownCloud
hasn’t make it into the news that
much recently, other than with its fork
Nextcloud [1]. Whoever thinks that
might be attributed to Nextcloud’s me-
dia success and big community misses
the point, though. Over the years, the
two companies that once were one
have developed in completely different
directions. Nextcloud focused on its
community and web front end, a web
app store with many community apps
targeting the growing market of web
desktops like Microsoft 365, whereas
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ownCloud quietly improved the back
end and dealt with enterprise needs of
(not just) their customers by refactor-
ing the software and making it faster
and more robust.

In hindsight, it almost looks like
shared work, but it never was. After
all, some of these different expecta-
tions inside management were why
the company broke up in 2016 - but
that is another story. Today both com-
panies claim to be very successful
with their approaches, and jokes have
it that both are convinced they are
light years ahead of their competitor.

PHP vs. Performance

Now in mid 2021, a big change is
about to come. ownCloud is diverging
from the common path and presents
a complete rework of the back end.
Over the years, the ownCloud devel-
opers had to realize the limits of the
PHP architecture, especially in large
setups with the need for massive scal-
ability (e.g., CERN). Version 1 of oCIS
[2] is the result of years of work: a
complete rewrite of the software, a
new back end in Go, a front end in
Vue.js, and other changes (e.g., re-
moving the need for a database).

Go

When ownCloud was founded, PHP
seemed to be the natural choice be-
cause Ruby, Go, Vue.js, and reactive
design were not around then. PHP
dates back to 1995, and even the fifth
major release, PHP 5, was eight years
old when ownCloud finally left stealth
mode. Developers have invested a lot
of work to adapt the dinosaur to mod-
ern software principles and to improve
its performance, as have admins. The
basic design and architecture of PHP,
however, has remained the same
throughout the years, which effectively
means that a number of almost man-
datory modern day software principles
are not honored.

Scalability Without PHP
and POSIX

A further ownCloud requirement was
the need for a separate database in
the background, a web server host-
ing PHP content, and a filesystem

for storage. To be more precise, own-
Cloud has been centered around the
idea of having a POSIX-compatible
filesystem to store data uploaded by
users, different versions of these files
and the trash files, as well as configu-
ration files and logs. By default, all
files belonging to users can be found
in a path like /var/uww or /srv/uuu

on the ownCloud instance - a web
server’s document root.

Photo by Markus Spiske on Unsplash
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Admins who have ever called an
ownCloud or Nextcloud their own
know that ownCloud setups grow
massively in size. Today, most of
them even begin at much bigger
sizes than ownCloud was originally
planned to serve. One of the largest
ownCloud users today, an Australian
university is storing the data of more
than 100,000 users.

oCIS is the company’s attempt to break
free of all the barriers and limitations of
the PHP past. The paradigm shift goes
deep: The last years have been spent
fixing and adapting the existing code-
base to squeeze a bit more speed out of
the system. All suffering admins, users,
and developers may now see a light at
the end of the tunnel: oCIS does not
recycle any code from ownCloud; it’s
a complete rewrite.

Let's Go

The programming language Go brings
in a large number of advantages

(e.g., concurrency). Most computer
programs, even if they appear to be
one monolithic piece of code from the
outside, are split into different com-
ponents internally. Web servers (e.g.,
the Apache web server, which is usu-
ally deployed with ownCloud) are ex-
cellent examples. Internally, they usu-
ally have a function handling TCP/IP
connections; another function might
be responsible for handling SSL,

and yet another piece of code might
execute the requested PHP files and
deliver the results to the end user.

All of those events happen, however,
in a certain order. PHP and Apache
simply can’t handle concurrency: The
individual steps of handling requests
are done one after another, not at the
same time, even if it was logically pos-
sible. For a client request to be served,
multiple steps must be performed. Any
environment with concurrency will al-
low all those events to happen at the
same time instead of serially. Servers
that are capable of handling requests
in parallel will have to wait less for
processes to finish their work, thus of-
fering faster results to the user. By the
way, this feature is one of the reasons
why Go has become one of the de
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facto standards for containerized mi-
croarchitecture applications.

A More Modular ownCloud

ownCloud is adapting to an architec-
ture centered around the principle of
microservices. oCIS splits into three
tiers: storage, core, and front end. In
this article, we look at each of these
tiers separately. Even though for cli-
ents who upload and download files
all that counts is the overall perfor-
mance (including bandwidth), choos-
ing the right underlying storage is cru-
cial. In its three-tier model, ownCloud
considers the storage available to the
system to be the lowest tier.

Along with performance goes scal-
ability: Large ownCloud instances
must be able to cope with the load of
thousands of clients and must allow
additional disk space if the existing
space fills up. Like so many concepts,
object stores and scalable storage
wasn’t as available in the past when
ownCloud was initially designed as

it is today, which is yet another good
argument to review oCIS.
Administrators today are used to
having more choices, and ownCloud
permits outsourcing the handling of
physical storage devices to an ex-
ternal solution. Although S3-based
object storage, storage based on the
Samba service, or POSIX-compatible
filesystem options continue to be sup-
ported, the preferred way to deploy
oCIS is the way of Earth Observing
System (EOS) Storage [3].

EOS to the Rescue

Originally provided by CERN in Ge-
neva for its Large Hadron Collider
experiment, EOS is optimized to fea-
ture very low latency when accessing
files. It provides disk-based storage to
clients by the XRootD [4] framework
but also permits other protocols to
access files. ownCloud uses the EOS
HTTP protocol extension to talk to
the storage solution (over HTTPS, of
course). Far more interesting, though,
is that it allows almost infinite scal-
ability. For instance, at the time of
writing this article, the CERN setup

featured more than 200PB of disk
storage and continues to grow. By
turning to EOS, ownCloud got rid of
a number of shortcomings: EOS does
not have a typical single point of fail-
ure, and all relevant services are run
redundantly, including its ability to
scale out and add additional instances
of all existing services. EOS promises
never to run out of disk space and
comes with built-in redundancy for
the data stored therein.

Other Options

Consequently, at least for large envi-
ronments, ownCloud will expect the
administrator to deploy an instance

of EOS along with oCIS. The trade-off
is clear: In exchange for the burden

of having to maintain a separate stor-
age system, you get the benefit of not
having to worry about scalability and
performance of the oCIS instance. This
assumption also provides a hint about
the assumed use case for oCIS and
ownCloud: ownCloud’s strategy with
oCIS targets big data centers. For SoHo
and end-user setups, EOS will, how-
ever, likely be over the top and much
more complex than what the average
end user is willing to maintain, let
alone a lack of appropriate hardware.
Smaller setups are served by oCIS
through the framework by enabling
the aforementioned support for Ama-
zon S3, Samba, and POSIX-compat-
ible filesystems, which is possible
because EOS is not hard-coded into
oCIS. Reva [5] on the one hand can’t
provide the same feature set as EOS
but will accomplish most of the needs
of end users and non-EOS-sized set-
ups. Its strategic importance if EOS,
on the other hand, shows when con-
sidering that only the combination of
EOS and oCIS permits the full feature
set of ownCloud.

Microservice Core

The second tier of oCIS is (thanks to
Go) more of a collection of microser-
vices than a core. Each and every mi-
croservice is responsible for a single
task in the background (e.g., scanning
for viruses). Basically all functionality
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provided by oCIS is the direct result
of the work of a specific microservice,
like authenticating requests with
OpenID Connect against an identity
provider. In the end, that makes
connecting existing user directories
(e.g., ADFS, Azure AD, or LDAP) to
ownCloud a simple task. For those
who do not have an existing identity
provider, ownCloud ships its own in-
stance, effectively making ownCloud
maintain its own user database.

Brand New User Interface

The third tier of oCIS is what the
vendor calls Phoenix or ownCloud
Web [6]. The completely rewritten
user interface is based on the Vue.js
JavaScript framework. Just like the
oCIS core itself, Phoenix is written
according to microservice principles
and hence allows for better perfor-
mance and scalability. The develop-
ers also used the opportunity to give
the web interface a makeover; com-
pared with the previous ownCloud
versions, the oCIS web interface
looks reduced and slick.

The oCIS developers did an impressive
job regarding compliance with modern
software design principles. The funda-
mental problem in building applica-
tions while following the microservice
approach is usually how to make the
individual components of the environ-
ment communicate with each other.
APIs come to the rescue, but then every
microservice component must have its
own, well-defined API interface.
Luckily, a number of tools are avail-
able in the wild taking that burden off
the shoulders of developers, most no-
tably Google remote procedure calls
(gRPC). The basic idea behind gRPC
is to have a set of predefined APIs
that allow actions in one component
to be triggered from within another.

Traefik

The application design brings about
some challenges to the underlying
network, and the oCIS developers
have chosen the Traefik framework [7]
to tackle those. Traefik automatically
load balances between the different
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instances of microservices, takes care
of automated SSL encryption, and al-
lows for the additional deployment of
firewall rules.

The split between the back end and
the front end add additional advan-
tages to oCIS. In fact, actions triggered
by the user by means of ownCloud
Web are completely decoupled from
the ownCloud engine performing the
respective task in the back end. If a
user manually starts a virus check on
their file(s) stored in ownCloud, they
do not have to wait for the check to
be finished. Instead, the check itself
happens in the background, and the
user only ever sees the result once the
check is completed - the principle of
concurrency at work.

Extensions as
Microservices

Like other web services, ownCloud
also supports extending its capa-
bilities with extensions. oCIS doesn’t
change that, but it is promising to
tackle a well-known problem, espe-
cially with community apps. Apps of
unknown origin can cause trouble in
the server and hamper updates and
often have negative effects on the
server’s overall performance. The new
oCIS gRPC-based architecture makes
it much easier to create additional
extensions spawned alongside the al-
ready existing microservices. Because
the API is predefined by gRPC, all
developers really have to do is create
a microservice featuring the desired
functionality that can be controlled
by gRPC. Traefik will, on a per-case
basis, ensure that newly deployed
add-ons are automatically added to
the existing communication mesh.
For users and third parties interested
in ownCloud, this means that a flood
of additional ownCloud functionality
will likely start to pour in for oCIS.

Arbitrary Extensions

The oCIS developers make it very
clear that they want to support such
extensions, and they are even mak-
ing it very easy for developers to in-
tegrate custom modules. Their docu-

mentation [8], for instance, contains
a detailed explanation of how to write
oCIS extensions, along with code for a
real-world example.

Said documentation suggests that
writing an oCIS extension is not super-
complex for experienced Go jockeys.
Three major components are required:
the server providing the extension’s
functionality through a gRPC AP], a so-
called “greeter API” to serve requests to
the extension from the outside, and, if
desired, a separate component integrat-
ing the extension into ownCloud Web.
The greeter API integrates with the
oCIS server itself to allow commands
to the server to be caught on the API
of the oCIS instance. It communicates
with the server through gRPC. The
Hello World example [9] in the oCIS
documentation illustrates this clearly:
For instance, the command received
through the oCIS API could be for Hello
World to be returned as the result of

an oCIS API request. The greeter API
would catch that request, trigger the
corresponding action over gRPC, and
deliver the return value. The web in-
terface can be used to send the Hello
World request to the greeter APIL
Although a simple Hello World is an
oversimplified example, the flow of
commands brought up by oCIS devel-
opers also allows for highly complex
operations to be performed by oCIS ex-
tensions. Of course, all oCIS extensions
will still benefit from Go’s concurrency
functionality and its default optimiza-
tion for performance purposes.

Goodbye MySQL!

ownCloud’s switch to gRPC and mi-
croservices eliminates the need for a
relational database. Instead, compo-
nents in oCIS required to store meta-
data will do that on their own. With
Reva and no MySQL dependencies,
the complexity of running ownCloud
in small environments is reduced con-
siderably - a point interesting not just
to large-scale data center admins.

Up and Running

ownCloud published a technical pre-
view of oCIS 1.0 at the end of 2020,
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shipping it as a Docker container -_ Sign In — ownCloud - Google Chrame
and binaries. More examples on

getting it running are linked in the

deployment section of the GitHub

repository.
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get complicated with EOS (see be-
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entry server in the data center with a

standard Linux distribution should be
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container runtime installed. On open-

SUSE, for example, Figure 1: The oCIS login window after downloading and starting the Docker image.

zypper in docker service docker enable Pulling the oCIS container and starting
service docker start it is all that is required to get the server

provides the needed container. One or and ownCloud Web up and running

both commands create the standard Docker environment. ~ with the default usernames (Figure 1):
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Listing 1: Getting oCIS Binaries

# for Mac

curl https://dounload.ouncloud.com/ocis/ocis/1.0.8/0cis-1.0.8-daruin-amdé4 --output ocis

# for Linux

curl https://dounload.ouncloud.com/ocis/ocis/1.08.8/0cis-1.8.8-1inux-amd64 --output ocis

chmod +x ocis

# zypper in docker
# service docker start
# docker pull ouncloud/ocis
# docker run --rm -ti 2
-p 92606:92088 ouncloud/ocis

That’s it. oCIS is now at your
service on localhost, port

9200 (http://localhost:9200).

The demo accounts and pass-
words are einstein:relativity,
marie:radioactivity, and
richard:superfluidity. Admin
accounts are moss:vista and
admin:admin. If oCIS is run on a
server with a resolvable hostname,

it can request an SSL certificate
from Let’s Encrypt via Traefik.

oCIS Binary

An alternative to Docker is a pre-com-
piled binary that users - thanks to Go -
can simply download from GitHub. The
latest binaries from the master branch
are in the testing section. Listing 1
downloads oCIS from the ownCloud
download repository.

The binary edition of oCIS expects
/var/tmp/ocis as the default storage
location, but that can be changed

in its configuration (Figure 2).

cwmCloud - Google Chrome

- New folder o 4 =

- Hew folder
0B, 3 fpwr focondt 390

] Actions ~
B Open foider
E Copy
B sove
# Bename

B Delete
o Feoplie o

& Links S

Figure 2: User management interface in the oCIS test machine.

Table 1: oCIS Commands

Command Function

Management
ocis server

ocis --version

ocis health --help

ocis list
ocis kill web
0cis run web

ocis --help

Start the server

Print the version of the installed oCIS
Execute a health check

CExtensions
Print all running oCIS extensions

Stop a particular extension

Start a particular extension

More information (e.g., the ownCloud repository) (Figure 3)
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The server can be started with ./
ocis server. Basic management and
extension commands are shown in
Table 1. If the exit code of the health
check equals zero, the service
should be up and running. If the
exit code is greater than zero, the
service is not in a healthy state. The
oCIS binary already contains some
extensions that can be managed by
oCIS commands.

EOS Is Complicated

If you want to follow ownCloud’s rec-
ommendations to deploy oCIS along
with EOS for large environments,
you have to take some more steps.
EOS not only adds to the amount of
required hardware and increases the
complexity of the whole environment,
it’s also a slightly bigger task to set
up. To help, you will find separate
and concise EOS documentation from
CERN [3] and a step-by-step guide
from ownCloud [11].

In a nutshell, users have to get
and start EOS and oCIS containers;
configure LDAP support; and kill
home, user, and metadata storage
before starting the EOS configura-
tion. The Accounts service needs
to be set up to work with EQOS, too.
All of these steps are docker com-
pose commands, which are covered
in the documentation.

The Storage backends | EOS page in
the oCIS documentation also pro-
vides information on verification and
troubleshooting and has a command
reference for the built-in EOS shell.
Said documentation also gives an im-
pression into why dealing with oCIS
is likely interesting only for large oCIS
environments.

Data Paths

Although it is relatively easy to imag-
ine the flow of data through own-
Cloud 10 with Apache and PHP, the
great number of components in oCIS
makes imagining the path of data
more difficult. ownCloud therefore
provides a diagram that explains the
flow of data in detail [12]. Before
working with oCIS for the first time,
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you should have a look at that docu-
ment for a better understanding of
data flow.

Initially, a file coming from a client
will hit the oCIS proxy component,
which is part of Traefik and ensures
smooth load balancing across the dif-
ferent instances of oCIS components.
The incoming request - in this exam-
ple, a file upload - is then forwarded
to one of the available Reva storage
front ends.

From the administrator’s point of
view, it will look as if data disappears
at this point. Reva comprises a num-
ber of microservices itself: a gateway
for incoming requests, a DAV-speak-
ing component that initially deals
with incoming requests, and its own
registry. The DAV component sup-
plies the oCIS proxy with all relevant
information for placing a file in the
environment. Once Reva has success-
fully determined where the file needs
to go, it reports that information back
to the oCIS proxy, which finally puts
the file into the desired location.
What looks like a side note here is

in fact something very important to
note: Just like ownCloud 10, oCIS
continues to use the DAV interface
for external clients. Therefore, any
existing clients for ownCloud, includ-
ing the project’s very own iOS and
Android applications, will continue
to work with oCIS. It also allows

Navigation EOS

Docker dev environment for eos storage

ownCloud Infinite Scale TOOLS .

ownCloud to create a bridge mode
between ownCloud 10 and oCIS, mak-
ing migrations from one system to the
other much easier.

oCIS Configuration

Administrators familiar with own-
Cloud 10 or earlier are used to the te-
dious configuration process, because
it is an application running inside a
web server with PHP. Parts of the set-
tings required affect PHP directly and
must go into the PHP configuration
file. Other settings are Apache-related
and must be in the web server’s con-
figuration file (even there, you have
different options, e.g., the VirtualHost
or httpd configuration). Moreover,
some ownCloud-specific configura-
tion files define parameters such as
the database connection to use. Tun-
ing ownCloud 10 to the maximum
accordingly requires a number of
configuration file changes. Because
these settings can be different on dif-
ferent Linux distributions, automating
ownCloud has been a tedious task in
the past.

oCIS changes the scene. Because
ownCloud no longer requires Apache
or PHP, their configuration files are
absent. Instead, you are expected

to use the ocis binary as the central
command to control behavior. Un-
derstanding the power of that tool

Figure 3: ownCloud supplies an overwhelming amount of documentation, especially when

considering it is still a technology preview.
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is tricky at first glance, though, so a
closer look is necessary.

One Binary to Rule Them All

In oCIS, ocis is the universal binary.
It starts the microcomponents that
make up the oCIS core and the own-
Cloud Web interface. Additionally, it
runs the components that allow oCIS
to connect to EOS, if EOS is part of
the setup. The use of microcom-
ponents would be violated if oCIS
were a huge binary incorporating all
that functionality. Therefore, ocis

is a skeleton that loads most of the
functionality by starting the respec-
tive extensions. For instance, the
ownCloud Web interface for the Vue.
js-based GUI is such an extension.
Consequently, for every extension
oCIS can handle, you control the
component’s behavior either directly
from the command line or by means
of a configuration file.

If you decide to deploy configura-
tion files, oCIS lets you choose be-
tween the YAML and JSON formats.
A single file in /etc/ocis controls
the behavior of the oCIS core and
the ocis command itself. The indi-
vidual extensions typically use their
own file for determining configura-
tion settings, but the details are left
for the authors of the extensions

to define. What is elegant though

is that oCIS supports sharing con-
figuration files between the host
and the individual oCIS containers.
Files in /etc/ocis will be present in
any oClS-related container, allowing
for a seamless automation of oCIS
setups.

A Massive Change in
Handling

Overall, the introduction of the ocis
CLI binary to control any and all as-
pects of ownCloud’s behavior is by far
the most invasive change for experi-
enced ownCloud administrators and
will make adapting to oCIS a bit more
challenging - particularly for those
who have to maintain ownCloud 10
and oCIS setups in parallel (for com-
patibility reasons or different use cases
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in the same company). If you are in
this camp, you will have to cope with
two very different configuration ap-
proaches until ownCloud 10 is retired
completely.

Monitoring

Massively scalable environments like
ownCloud bring new challenges in
terms of monitoring. In conventional
systems, monitoring usually refers to
event monitoring only. Accordingly,
the question a typical event monitor-
ing environment will try to answer is
whether a certain service at a certain
point in time performs according to
the desired state.

For scale-out solutions such as own-
Cloud, that is simply not enough.
In fact, the status of an individual
component of the setup doesn’t
matter that much. Microservice ap-
proaches are inherently redundant -
if one service of a certain type fails,
the other services automatically
take over that component’s work-
load (gRPC as well as Traefik allow
oCIS to follow this principle easily).
What is much more relevant to the
administrator is knowing ahead of
time when additional storage space
must be added and when additional
servers for oCIS core components
need to be commissioned.

This challenge is not exactly new,
environments such as Kubernetes
or OpenStack have paved the way
already and forced developers to
come up with mighty solutions.
Hence, monitoring usually is just
one aspect of what administrators
call monitoring, alerting, and trend-
ing (MAT). Solutions for MAT in
scalable environments exist; Pro-
metheus is one of the most promi-
nent alongside InfluxDB. In oCIS,
ownCloud developers add an inter-
face for Prometheus to read out the
most important metric data during
normal operations.
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Prometheus to the Rescue

Prometheus itself is a well-estab-
lished standard by now. By fol-
lowing the pull principle, other
components must make their met-
ric data available through a pre-
defined API interface to be fetched
by Prometheus. If you enable the
Prometheus interface in oCIS, ev-
ery oCIS instance will allow the
Prometheus instances of a setup to
fetch metric data from port 8001
through the oCIS debug endpoint.
Available metrics include a number
of different values related to Go, dif-
ferent memory statistics, threads in
use, and more of the like. Additionally,
ownCloud recommends deploying
Telegraf on oCIS servers for general-
purpose system metrics, such as disk
space in use, CPU usage, or other vital
parameters. Combined with the Jaeger
client, it even becomes possible to do
in-depth performance debugging of
individual oCIS components in case
some parts of the environment do not
live up to expectations.

Long story short, MAT functionality
is now at the core of oCIS and much
more easily available than it was in
previous ownCloud versions. Admins
should absolutely leverage that new
functionality.

Tough Call and a Risk
to Take

The technical aspects of oCIS that
are visible are already nothing short
of spectacular. The software is very
easily installed, and its completely
redesigned components are faster
than its predecessor and offer much
better scalability. The modular de-
sign with microservices and APIs,
even for extensions, looks promis-
ing. The biggest risk for ownCloud
appears to be that, while taking

big technological steps, they might
loose a significant part of their

PHP-based community. Community
management in terms of Go and
Vue.js (and EOS) is surely a big
task for the company now and in
the years to come. [
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Back up virtual mac

Flexi

Vembu BDR Suite

Vembu BDR Suite provides comprehensive software that supports flexible configuration when
backing up virtual production operations. sy thomas Joos

Vembu BDR Suite [1] helps you
back up Hyper-V and VMware ESXi
environments with up to 10 virtual
machines (VMs) free of charge. In
this article, I back up a Hyper-V host
and start by installing an agent for the
connection - the Vembu integration
service (VIS) - that is also capable
of backing up server-based services
such as Exchange or SQL Server on
the VMs.

You do not need to install any ad-
ditional software on the virtual
machines themselves. In addition to
standalone Hyper-V hosts, you can
also back up clusters with Vembu.
For the backup, the vendor draws on
the Hyper-V volume shadow copy
service (VSS). The VMs are therefore
included in the backup, instead of
just copying the virtual hard drives
and their data.

Vembu BDR Suite also relies on resil-
ient change tracking (RCT) in Win-
dows Server 2016 and 2019, a feature
that allows backup software to detect
which data has changed on the vir-
tual disks since the last full backup so
that only the changed data is saved.
In this case, the virtual hard drive
consists of blocks. If you perform a
full backup, all blocks are backed up
to a repository.
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However, for the next backup,

you will only want to back up the
changed blocks. The change block
tracker creates a bitmap of all the
blocks on the virtual hard drive. As
soon as the data in a block changes,
it is marked accordingly. At the time
of a backup, the backup software
only needs to check the bitmap for all
blocks that have changed since the
last backup and then simply backs up
the changed blocks.

This method has been possible
without additional functions since
Windows Server 2016 with RCT. RCT
creates three bitmaps: one in memory
and two on the hard disk, which en-
sures that the bitmaps are not lost. As
long as the VM is running, the backup
software checks the bitmap and only
backs up the changed blocks when an
incremental backup is requested. If a
VM is migrated or a power failure oc-
curs, the backup software still has two
bitmap files from which to choose.
The RCT file is used during normal
operation. In case of a sudden power
failure or a similarly serious event,
the modified region table (MRT) file
can also help. This table is main-
tained in write-through mode and
has coarser tracking granularity. In
the event of a sudden power failure,

the MRT file still provides a record
of what has changed on the disk and
guides the back up of data on recov-
ery. The technology thus accelerates
and simplifies incremental backups.

Functions and Limitations

Backups are easy to perform with the
features included in the free edition of
Vembu BDR Suite. As mentioned, the
free version supports VMware ESXi
and Hyper-V; you can also connect

to vCenter with the free version. Up

to 10 VMs are supported, and 10 EC2
instances can be backed up in Amazon
Web Services (AWS). The same applies
to services in Microsoft 365 and Google
G Suite. The limit is 10 user accounts
and their data. Backups of conventional
Windows servers are also possible, as
well as up to 10 workstations. You can
also include Mac computers in addition
to your Windows computers.

You can back up the VMs on Hyper-V
hosts to local disks; CSV files, SMB
shares, and Storage Spaces Direct are
also supported. The free version is al-
ready capable of backing up applica-
tions in the VMs, including Exchange
Server and SQL Server, among others,
and can perform the backups online
and delete transaction logs.
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to be backed up
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are $18 for the Standard Essentials edi-
tion and $60 for the Enterprise edition.

Installing Vembu BDR Suite

The suite does not need to be installed
on the Hyper-V host itself; instead,
the connection and backup take place
over the network. After the install,
the functions of the Enterprise Edition
can initially be used for 30 days, after
which the software switches to Free
mode. Free mode can also be enabled
at any time beforehand; the settings
for the editions can be found under
Management | BDR Edition, which is
where you can activate the functions
of the Free Edition immediately after
the install, as well the functions of
the other editions, provided you have
licensed the product.

The Vembu BDR Suite management
data end up in a PostgreSQL database
that's installed on a backup server
when the suite is installed and does
not contain the data of the virtual
hard drives themselves, only the in-
formation of the backup for recovery
and management. During the install,
you specify the web console port and
the back support. The installation
wizard displays the default data in
the window. You can also specify the
username for accessing the adminis-
tration interface and the correspond-
ing password during the installation.
After you select from the various op-
tions, the wizard starts the installa-
tion. Afterward, you need to check in
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system services management whether
the VembuBDR system service is run-
ning and whether the user account is
correct. Parallel to the web interface,
BDR also offers the Vembu agent
interface on the server. From the con-
text menu of the icon, you can restart
the system service if necessary. The
agent also displays messages telling
you whether backups completed suc-
cessfully or terminated with errors.
These messages can also be disabled
in the context menu.

To connect Hyper-V hosts, you need
to start the VembuBDR system service
with a domain account that is autho-
rized to install an agent and perform
tasks on the Hyper-V hosts. If the
authorization is not sufficient, the
wizard for connecting a new Hyper-V
host will report an error to match.

Connecting the Hyper-V Host

Once the system service is started, you
can open the web interface and log in
with the user account you specified
during installation. To back up Hyper-
V hosts, first go to Backup | Configure
Backups | Microsoft Hyper-V, which is
where you add the servers that have
the VMs you want to back up.

Access Authorizations as a Source of Error

To back up VMs on a Hyper-V host, communication between the Vembu BDR server and the

from Vembu [2] to track down the problem.

Hyper-V host must be working. To install the agent, copy the installation file to the admin$ share
of the host. If the Hyper-V host connection does not work, you need to check whether you are
allowed to access the share from the Vembu server. If this does not work, you can use a checklist

Figure 1: A Hyper-V backup in BDR starts with adding the virtual servers.

When adding Hyper-V hosts, use the
Add Hyper-V Servers or Add-Hyper-V
Clusters side tab to select the type of
host you want to connect to (Figure
1). In the following, I assume you are
setting up a standalone Hyper-V host
because in most cases clusters have
more than 10 VMs.

In the upper field, enter the name of
the Hyper-V host. For Add Creden-
tials, enter the credentials for access-
ing the Hyper-V host. For Hyper-V
backup, an agent must be installed on
the host (see the “Access Authoriza-
tions as a Source of Error” box). The
various logins can be managed at any
time under Infrastructure | Creden-
tials. The item Management | BDR
Clients | List Client Agents lets you
view the currently connected servers,
including the version of the client,

in the course of connecting the host.
You have to confirm the install agent
prompt to connect the Hyper-V host.

Backing up Hyper-V

Once the host is connected, you can
configure the backup with the Config-
ure Backup button. However, you first
need to define a repository to which
the VM data will be backed up by se-
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Create New Backup Repository »

s o Baade e B o e wl
Name of Backup Repository Backup Hyper-y]

Choose Storage Volumes
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Figure 2: Setting up a backup repository for backing up VMs. Network drives are a good

choice.

lecting Infrastructure | Backup Reposi-
tory | Create New Backup Repository
(Figure 2). Besides local data carri-
ers, network shares can be used.

Of course, you can also create multiple
backup targets, which you define later
in the backup jobs. Under Infrastruc-
ture | Backup Repository you can view
the individual targets, as well as the
free storage space. Once you have
created at least one backup reposi-
tory, use Configure Backup to create a
backup job for the individual Hyper-V
hosts that are connected to Vembu.
When using the free version, you can
choose whether you want to use all
backup features for a maximum of 10
VMs or whether limited features are
sufficient for more VMs. With the lim-
ited features, only full backups are cre-
ated, and you have to delete the back-
ups manually. Retention is disabled

in the free version when you back up
VMs with the standard features.

On the first page of the wizard (VM
Selection), you select the VMs to be
backed up. You can see which VMs
are running or currently switched off.
Use the VM | Disk Exclusion button to
remove individual virtual disks from
the backup jobs. By default, Vembu
BDR backs up all virtual disks from
all selected VMs.

Under Guest Processing, you can

also back up the applications on the
VMs by activating Guest Processing
Settings. In this way, you can, for
example, create an online backup of
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Exchange Server and your SQL da-
tabases. The software can delete the
transaction logs after the backup if re-
quired, but first you need to enter the
credentials for accessing the virtual
server applications on the configura-
tion page. If you already used these
credentials when connecting the
Hyper-V hosts and the user account
is the same, you can select it directly
from the menu.

Next, you need to decide when the
servers will be backed up from the
numerous options. Daily and weekly
backups are possible, as are multiple
daily backups. You can also specify

that full backups always take place

at certain times and how many full
backups Vembu will keep in the re-
pository at the same time.

The Settings item lets you define
when the backups will expire and be
deleted from the repository. Addition-
ally, multiple incremental backups can
be grouped by specific time periods,
which will significantly reduce the
number of restore points. Finally, you
can select the backup repository and
enable encryption. The last step is to
display a summary of the individual
entries and give the backup job a
name. By default, the backup is started
immediately after saving, but this can
also be disabled. If you click on the
status of a backup, you will see the
details of the current operation.

Managing and Monitoring
Backups

In the web interface, you can see a
summary of the currently active and
processed jobs on the dashboard
(Figure 3). Backup | List Backup Jobs
shows all the defined backup jobs
and the current status of the backup.
If a backup is running, the list of
backup jobs displays here. This is also
where you suspend and resume jobs.
If necessary, you can cancel running
backup jobs from the Status item.

List of Bachup Jobs

Ram
S npendt Resinme M Stathus | Reports | More

- Trrpcleg o 0eT 98 T TS
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Figure 3: The backup status gives you information on its progress.
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Under Reports, you can see descrip-
tions of the latest job runs and
whether the backups were success-
ful. The volume of data for the job
and possible errors, warnings, and
other information can also be found
here. Click on a job to view more
detailed information, including the
VMs to be backed up, the excluded
disks, the schedule, the sequence
of backups, and the disk encryption
configuration.

If data is lost, you can restore VMs
and individual data from the VMs
from the Recovery menu item. To do
this, select the icon for recovery and
then specify whether you want to
recover a complete VM or individual
servers. When you start the recovery
process, you have numerous options
to choose from, including an instant
recovery process, a full recovery,
individual data, and even an image.
Once the wizard is done, follow the
prompt, and recovery will begin with
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the specified options. Again, clicking
on Status will give you more detailed
information.

Conclusions

Vembu BDR Suite is quite an interest-
ing piece of software for companies
that want to back up VMs - up to 10
for free. Because the free version also
supports backing up conventional
servers, it lends itself to flexible use.
Vembu BDR Suite is easy to man-

age in the web interface, and anyone
who needs more than the features

of the free edition can easily switch
to a larger, commercial version by
purchasing a license, with no need to
reinstall; the backup data and settings
are also transferred.

If you do not use Hyper-V on your
network, you can also back up VM-
ware ESXi. The procedure is identi-
cal, and the interface is the same.
Only the approach for connecting

the hosts is slightly different. In the
same interface, you can also back
up conventional Windows servers,
as well as data in the cloud - also
free of charge. ]

Info

[1]1 Vembu BDR Suite: [https://www.vembu.
com/free-hyper-v-backup]

[2] Checklist from Vembu:
[https://www.vembu.com/support/
knowledge-base/question/117008/unable-
to-connect-to-the-vembu-integration-
service-in-the-target-host-check-
network-connection-status-between-the-
vembu-bdr-backup-server-and-the/]
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Automated EKS Cluster Build

Automated deployment of the AWS-managed Kubernetes service EKS
helps you run a production Kubernetes cluster in the cloud with ease.

By Chris Binnie

When a Kubernetes laboratory
environment is required, the excel-
lent localized Minikube and the tiny
production-ready k3s distributions
are fantastic. They permit a level of
interaction with Kubernetes that lets
developers prove workloads will act
as expected in staging and production
environments.

However, as cloud-native technology
stacks lean more on the managed ser-
vice offerings of Kubernetes, courtesy
of the popular cloud platforms, it has
become easier to test more thoroughly
on a managed Kubernetes service.
These managed services include the
Google Kubernetes Engine (GKE) [1],
Azure Kubernetes Service (AKS) [2],
and Amazon Elastic Kubernetes Ser-
vice (EKS) [3].

In this article, I walk through the au-
tomated deployment of the Amazon
Elastic Kubernetes Service (EKS), a
mature and battle-hardened offering
that is widely trusted for production
workloads all over the world by house-
hold names. For accessibility, suitable
for those who do not want to run their
own clusters fully, EKS abstracts the
Kubernetes control plane away from
users completely and provides access
directly to the worker nodes that run on
AWS Elastic Compute Cloud (EC2) [4]
server instances.
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In the Box

By concealing the Kubernetes control
plane, EKS users are given the luxury
of leaving the complexity of running
a cluster almost entirely to AWS. You
still need to understand the key con-
cepts, however.

When it comes to redundancy, the
EKS control plane provides a unique
set of resources that are not shared
with other clients - referred to as a
single tenant - and the control plane
also runs on EC2 instances that are
abstracted from the user. The control
plane of Kubernetes typically includes
the API server etcd [5] for configura-
tion storage, the scheduler (which fig-
ures out which nodes aren’t too busy
and can accept pods), and the Control-
ler Manager (which keeps an eye on
misbehaving worker nodes). For more
information about these components,
along with a graphical representation,
visit the official website [6].

In addition to hosting worker nodes on
EC2 across multiple availability zones
for resilience (which are distinctly
different data centers run by AWS

at least a few miles away from their
other sites), the same applies to the
abstracted EKS cluster’s control plane.
Positioned in front of the worker nodes,
which will serve your applications from

containers, is an Elastic Network Load
Balancer to ensure that traffic is evenly
distributed among the worker nodes in
their Node group.

In basic terms, EKS provides an
endpoint over which the API server
can communicate with kubectl, in
the same way that other Kubernetes
distributions work. Also, a unique
certificate verifies that the endpoint
is who it claims to be and, of course,
encrypts communications traffic.

If required, it is possible to expose
the API server publicly, too. AWS
documentation [7] explains that, by
default, role-based access control
(RBAC) and identity and access man-
agement (IAM) permissions control
access to the API server, which by
default is made public. If you opt to
make the API endpoint private, you
restrict traffic to resources that reside
inside the virtual private cloud (VPC)
into which you have installed your
EKS cluster. However, you can also
leave the API server accessible to the
Internet and restrict access to a spe-
cific set of IP addresses with a slightly
more complex configuration.
Although not the norm, you can also
have transparent visibility of the clus-
ter’s worker nodes. With the correct
settings, you can log in over SSH to
tweak the Linux configuration, if nec-
essary. However, such changes should
really be made programmatically;
therefore, the use of SSH is usually
just for testing. In this cluster creation
example, I'll show the setting to get
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you started, plus how to create a key
pair, and you can experiment with
security groups and other configura-
tions if you want to pursue the SSH
scenario.

The marginal downside of using a
platform as a service (PaaS) Kuber-
netes offering is that, every now

and again, a subtle version upgrade
by the service provider might affect
the cluster’s compatibility with your
workloads. In reality, such issues are
relatively uncommon, but bear in
mind that by relying on a third party
for production service provision you
are subject to upgrades with much
less control. Far from just applying

to EKS, where you are encouraged to
keep up with the latest Kubernetes
versions as best as you can, many of
today’s software applications are sub-
ject to the chase-the-leader syndrome.
From a thousand-foot view, EKS is
designed to integrate easily with other
AWS services such as the Elastic con-
tainer registry (ECR), which can store
all of your container images. As you’d
expect, access to such services can be
granted in a granular way to bolster
security.

Now that the core components of the
Kubernetes cluster aren’t visible to
users in EKS, take a look at what you
can control through configuration.

Automation, Circulation

Although you could use a language
like Terraform to set up EKS with infra-
structure as code (IaC), I will illustrate
the simplicity of using the native AWS
command-line interface (CLI). Note
that it will take anything up to 20 min-
utes to create the cluster fully. Also, be
aware that some costs are associated
with running a fully blown EKS cluster.
You can minimize the costs by decreas-
ing the number of worker nodes.

The billing documentation states

(at the time of writing, at least, so
your mileage might vary): “You pay
$0.10 per hour for each Amazon EKS
cluster that you create. You can use

a single Amazon EKS cluster to run
multiple applications by taking ad-
vantage of Kubernetes namespaces
and IAM security policies.”
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I use version 2 of the AWS
CLI to remain current with

CONTAINERS AND VIRTUALIZATION

. Listing 1: Creating a Key Pair for SSH

o1

the latest CLI, as you can -
see by the v2 path in the 03

EKS reference URL [8].
From the parent page of
the EKS instructions, I fo-
cus on the page that deals
with the create cluster
command [9]. From that
page, you can become

04
05
06
07
08
09
10
11

$ ssh-keygen -b4@896

Generating public/private rsa key pair.

Enter file in which to save the key (/root/.ssh/id rsa): eks-ssh
Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in eks-ssh.

Your public key has been saved in eks-ssh.pub.

The key fingerprint is:
SHA256:Pidru9+MRSPqU7vvIB7Ed6ATIUIHtSTu7x jVEfiMIul

The key's randomart image is:

familiar with the options 12 +---[RSA 4896]----+
available when creatinga | 13 | . 000+

14 | ot
cluster.

15 | . 0 =00]
The eksctl tool [10] from 6 | v ol
Weaveworks has been 17 | So* . =
named the official AWS 18 | 0 0.+ Eo.|
EKS tool for “creating 19 | Booo. .
and managing clusters 20 | 0=B.* +|
on EKS - Amazon’s man- | 2L | oS o ol

22 +----[SHA256]----- +

aged Kubernetes service

for EC2. It is written in

Go [and] uses CloudFormation ....”
Although you could set up a Kuber-
netes-friendly YAML to configure a
cluster, for the purposes here, you
can use a set of commands to create
your EKS cluster instead. Start by
downloading eksctl from the website
and then move it into your path:

$ curl --silent 2
--location "https://github.com/?
weaveworks/eksctl/releases/?
latest/dounload/eksctl_2
$(uname -s) amdé4.tar.gz" | 2
tar xz -C /tmp

$ 1s /tmp/eksct]

$ mv /tmp/eksctl /usr/local/bin

$ eksctl

The final command produces lots of
help output if you have the tool in
your path.

As mentioned, SSHing into your worker
nodes takes a little bit more effort to
permit access by security groups, but
Listing 1 has the setting in the cluster
creation; then, you can create a key
pair that you can use for SSH.

When prompted for a name, don’t
save the key in ~/.ssh; instead, type
eks-ssh (line 4) and then save the key
in the /root directory for now. The
path to the public key is shown to

be /root/eks-ssh.pub (line 8), which
is then used in the --ssh-public-key

command in Listing 2 (line 11).
Now you’re ready to create a cluster
with the content of Listing 2. At this
stage, I'm assuming that you have
already set up an AWS access key ID
and secret access key [11] for the API
to use with the CLI.

Put the Kettle On

The command in Listing 2 will take

a while, so water the plants, wash the
car, and put the kettle on while you pa-
tiently wait for the cluster to be created.
A word to the wise would be to make
certain that you are in the correct re-
gion (eu-west-1 is Dublin, Ireland, in
my example). In the AWS Management
Console, as you wait for your cluster,

- Listing 2: Creating a Cluster

81 eksctl create cluster

@2 --version 1.18

@3 --name chrisbinnie-eks-cluster

@4 --region eu-west-1

85  --nodegroup-name chrisbinnie-eks-nodes
06  --node-type t3.medium

87  --nodes 2

88  --nodes-min 1

09  --nodes-max 2

18 --ssh-access

11 --ssh-public-key /root/eks-ssh.pub
12 --managed

13 --auto-kubeconfig

14 --node-private-networking

15  --verbose 3
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Amazon Contalner X
Services

Amazon ECS Clusters

Amazon EKS

namespaces. List-
ing 3 shows a fully
functional Kuber-
netes cluster, and
in Figure 3 you

can see the worker

nodes showing
up in AWS EC2.
Finally, the EC2

Figure 1: Happiness is a working Kubernetes cluster, when it is finally created.

look in the correct region for progress.
In Figure 1 you can see the first piece of
good news: the creation of your control
plane in the AWS Console (which is
still in the Creating phase).

Note as the text in your CLI output
increases that AWS is using Cloud-
Formation (IaC, native to AWS) to
create some of the services in the
background, courtesy of eksctl. Inci-
dentally, EKS v1.19 is offered as the
cluster comes online, even though
v1.18 is marked as the default version
at the time of writing.

In Figure 2, having waited patiently
after the creation of the control plane,
you can see the Node group has been
set up, and the worker nodes are up
and running within their Node group;
you can scrutinize their running con-
figuration, as well.

All Areas Access

Now, you need to authenticate
with your cluster with AWS IAM
authenticator:

$ curl -o aws-iam-authenticator 2
https://amazon-eks.s3.us-uest-2
2.amazonaus.com/1.19.6/2821-81-85/bin/2
linux/amdé4/aus-iam-authenticator

" chrisbinnie-eks-nodes
Node Group configuration .

118 ALZ x86_64

1.18.9-20210208 t3.medium

Health issues G Kubermetes labels

$ mv aws-iam-authenticator /usr/local/bin
$ chmod +x 2

/usr/local/bin/aus-iam-authenticator

Now run the command to save the

local cluster configuration, replacing

the cluster name after --name:

$ aws eks update-kubeconfig 2
--name <chrisbinnie-eks-cluster> 2
--region eu-uwest-1

Updated context arn:aus:eks:eu-uest-1:2
XXXX:cluster/chrisbinnie-eks-cluster 2
in /root/.kube/config

Now you can authenticate with the
cluster. Download kubect! to speak to
the API server in Kubernetes (if you
don’t already have it) and then save it
to your path:

$ curl -LO "https://d1.k8s.io/release/$(2
curl -L -s https://dl.k8s.io/release/?
stable.txt)/bin/1inux/andé4/kubect1"

$ mv kubectl /usr/local/bin

$ chmod +x /usr/local/bin/kubectl

This command allows you to con-
nect to the cluster with a local
Kubernetes config file. Now for
the moment of truth: Use kubect]
to connect to the cluster to see
what pods are running across all

© *

Specified in launch

Update history

Figure 2: Some worker nodes are getting ready to serve workloads.
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section of the AWS

Management Con-
sole (Figure 4; bottom-left, under
Elastic IPs) displays the Elastic IP
address of the cluster.

Destruction

To destroy your cluster, you first need
to wait for the Node group to drain
its worker nodes by deleting the Node
group in the AWS Console (see the
“Node groups” box); then, you can
also click the Delete Cluster button;
finally, make sure you delete the Elas-
tic IP address afterward. Be warned
that the deletion of both of these
components takes a little while, so
patience is required. (See the “Word
to the Wise” box.)

The End Is Nigh

As you can see, the process of
standing up a Kubernetes cluster
within AWS EKS is slick and easily
automated. If you can afford to pay
some fees for a few days, the process
covered here can be repeated, and
destroying a cluster each time is an

. Word to the Wise

When you tear down the cluster (which you
should get working programmatically), the
Elastic IP address will continue to be billed
to your account. That can total up to more
than a few bucks in a calendar month if you
forget, which might be a costly mistake. You
should definitely check out the documenta-
tion [12], especially if you are new to AWS.
Incidentally, deleting a cluster involves
running a command similar to the create
cluster seen in Listing 2 [13]. If you don't
use the “eksctl delete cluster” option, to
manually clear up all the billable AWS com-
ponents, you should consider deleting the
NAT gateway, network interface, elastic IP
Address, the VPC (carefully, only if you are
sure) and the cluster CloudFormation stacks.
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Node groups

l Listing 3: Running Pods

Although I've mentioned the worker nodes a few times, | haven't really looked
at how EKS presents them for you to configure. EKS runs off vetted Linux 2 Am-
azon machine images (AMIs). It creates the maximum and minimum number of
workers that you define dutifully yourself and then fronts them via an Amazon
EC2 Auto Scaling group, so they can scale as you require automatically.

$ kubectl get

NAMESPACE
kube-systen

Note that not all Nodegroup settings let you SSH into the nodes for extended kube-systenm

access. This access can be useful for troubleshooting, as mentioned, but also if
the Docker Engine (potentially the CRI-0 runtime instead) needs to have self-
signed certificates ratified for tasks (e.g., connecting to image registries). You
are advised to experiment with the levels of access your application requires.
More official information is found on the create-nodegroup page [14].

kube-systenm
kube-systenm

kube-systen

kube-systen

pods -A

NAME RERDY ~ STATUS ~ RESTARTS  AGE
aus-node-96zgh 1/1 Running @ 19m
aus-node-dzshl 1/1 Running @ 26m
coredns-6d97dc4b59-hrpjp  1/1 Running @ 25m
coredns-6d97dc4b59-mdd8x  1/1 Running @ 25m
kube-proxy-bk jbu 1/1 Running @ 26m
kube-proxy-ctcél 1/1 Running @ 19m

affordable way of testing your appli- [4] Amazon EC2: [https://aws.amazon.com/ec2]
cations in a reliable, production-like [5]1 etcd: [https://www.etcd.io]
environment. [6]1 Kubernetes components:
A reminder that once you have mas- [https://kubernetes.io/docs/concepts/
tered the process, it is quite possible overview/components]
to autoscale your cluster to excep- [71 Amazon EKS cluster endpoint access con-
tionally busy production workloads, trol: [https://docs.aws.amazon.com/eks/
thanks to the flexibility made pos- latest/userguide/cluster-endpoint.html]
sible by the Amazon cloud. If you [8] eks: [https://awscli.amazonaws.com/v2/
work on the programmatic deletion documentation/api/latest/reference/eks/
of clusters, you can start and stop index.html]
them in multiple AWS regions to [9] create-cluster:
your heart’s content. | [https://docs.aws.amazon.com/eks/lat-
est/userquide/delete-cluster.html]
Info [10] eksctl: [https://eksctl.io]
[11 GKE: [https://cloud.google.com/ [11] Setting up AWS keys:
kubernetes-engine] [https://docs.aws.amazon.com/cli/latest/
[2] AKS: [https://azure.microsoft.com/en-gb/ userguide/cli-configure-quickstart.htmi]
services/kubernetes-service/] [12] Amazon EC2 on-demand pricing: [https://

[3] EKS: [https://aws.amazon.com/eks] aws.amazon.com/ec2/pricing/on-demand]

[13] delete-cluster:
[https://awscli.amazonaws.com/v2/
documentation/api/latest/reference/eks/
delete-cluster.htmi]

[14] create-nodegroup:
[https://awscli.amazonaws.com/v2/
documentation/api/latest/reference/eks/
create-nodegroup.html]

Author

Chris Binnie's new book, Cloud Native Se-
curity ([https://cloudnativesecurity.cc]),
teaches you how to minimize attack surfaces
across all of the key components used in
modern cloud-native infrastructure. Learn
with hands-on examples about container
security, DevSecOps tooling, advanced Kuber-
netes security, and Cloud Security Posture
Management.
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Kind Multinode K8s Distro

Run Kubernetes in a container with Kind

One of a Kind

Create a full-blown Kubernetes cluster in a Docker container with just one command. sy chris innie

Not often are you compelled to test
unfamiliar software in the time it takes
to read just a few lines on its website.
Of course, the software has to be ex-
tremely accessible to allow you to get
started quickly. An interesting applica-
tion that recently fell into this category
is Kind [1], a multinode Kubernetes
distribution that is quick to install

and configure for testing. The reason
Kind was so intriguing is that it uses
Docker containers for its nodes. Think
about that for a minute and consider
how versatile such an approach would
be for quick testing. The clever Kind
manages to squeeze a Kubernetes
cluster inside containers.

In this article, I look at creating a
freshly built Kind cluster installa-
tion to show off the infrastructure
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created by Kind. You will see how
one container runs an entire node -
in this case, the control plane and
master node.

Thank You, Kindly

Some really well constructed docu-
mentation about the Kind installation
can be found as a Quick Start page
online [2]. You should be the root
user or prepend your commands with
sudo for most of the commands that
follow. If needed, install Docker CE
first [3] (choosing the correct Operat-
ing System for your needs).

To begin, install kubect1 so you can
interact with your Kubernetes cluster
in a coherent way. The Kind docu-
mentation points you to a page online

if you get stuck [4]. In my case, |
just needed to run the following com-
mands to download the binary file,
check that it was safe, and download
and check the checksum file:

$ curl -LO "https://dl.k8s.io/release/$(2
curl -L -s https://dl.k8s.io/release/2
stable.txt)/bin/Tinux/amdé4/kubect1"

$ curl -LO "https://dl.k8s.io/$(curl -L 2
-s https://dl.k8s.io/release/stable.

txt)/2
bin/Tinux/amdé4/kubect1.sha256"

$ echo "$(<kubectl.sha256) kubectl" | 2
sha2besum --check

If the output from the kubectl com-
mand is kubectl: OK, move the binary
into a directory in your path, set the
permissions on the binary if you only
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want root user access (skip this com-
mand if you’ve downloaded it into
the /root directory), and allow other
non-root users to run the binary:

$ mv kubectl /usr/local/bin
$ chown root:root /usr/local/bin/kubect]
$ chmod 8755 /usr/local/bin/kubectl

If you are using a Debian derivative
and want to use the package man-
ager to install kubect1, start with the
commands:

$ apt-get update

$ apt-get install -y apt-transport-https 2
ca-certificates curl

$ curl -fsSLo /usr/share/keyrings/2
kubernetes-archive-keyring.gpg \ 2
https://packages.cloud.google.con/apt/2
doc/apt-key.gpg

which will also add the repository
key (ideally as one line). Check the
documentation for Red Hat Enterprise
Linux derivatives. In the /etc/apt/
sources.1ist.d/kubernetes.1ist file,
add the single line without splitting

it up:

deb [signed-by=/usr/share/keyrings/2
kubernetes-archive-keyring.gpg] 2
https://apt.kubernetes.io/ 2
kubernetes-xenial main

Note that you might need to change
xenial to match your Linux distribu-
tion name. Finally, install kubect1
after refreshing the sources:

$ apt-get update
$ apt-get install -y kubectl

Whichever route you take, once
installed, test that you can use the
command:

$ kubectl version
Client Version: version.Info{2

Major:"1", Minor:"21", 2
GitVersion:"vi.21.1"

The quick output is welcome. You
can proceed if your result looks like
the (abbreviated) output shown.
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Be Kind To One Another

The next stage is of course installing
Kind. Options include a Go module or
downloading the source and running
make build. You're advised to use the
latest Go version if you do so. Check
the documentation for more pointers
about how to get started.

In this example, I download a binary,
move it to the correct path, and check
that it works from that path:

$ kind create cluster

Creating cluster "kind" ..

- Ensuring node image (kindest/node:v1.20.2)
Preparing nodes

Writing configuration

Starting control-plane

Installing CNI

Installing StorageClass

Set kubectl context to "kind-kind"

You can now use your cluster with:

kubectl cluster-info --context kind-kind

$ curl -Lo ./kind 2

Have a nice day!
https://kind.sigs.k8s.i0/d1/ve.10.8/2

. Listing 1: Creating a Cluster

kind-Tinux-amd64
$ chmod +x ./kind
$ mv ./kind /usr/local/bin/kind
$ kind --version

Take the advice of the output in
Listing 1, and run the suggested
command (Listing 2). The output

is good news. If you run the com-
mand suggested at the end of the
output, you receive a massive list of
configuration data in JSON format
that, as the output suggests, is excel-
lent for debugging issues should you
have any with your new Kubernetes
installation.

As mentioned earlier, Kind is using
Docker in a very clever way, as the

. Listing 2: Starting Up the Cluster

kind version 06.10.0

Get an incredibly quick start with
the sophisticated functionality of
Kind by creating a cluster (Listing
1). As soon as you run the com-
mand, you should see some clever
whirring in the background with
animated output as Kind gets a clus-
ter ready.

$ kubectl cluster-info --context kind-kind

Kubernetes control plane is running at https://127.0.0.1:34369
KubeDNS is running at https://127.6.8.1:34369/api/v1/namespaces/kube-system/services/kube-dns:dns/proxy
To further debug and diagnose cluster problems, use 'kubectl cluster-info dump".

. Listing 3: docker ps (excerpt)
$ docker ps

IMAGE STATUS PORTS
kindest/node:v1.28.2 Up 6 minutes 127.8.8.1:34369->6443/tcp

NRMES
kind-control-plane

. Listing 4: kubect1 get nodes

ROLES AGE
control-plane,master  21m

$ kubectl get nodes
NAME STATUS
kind-control-plane Ready

VERSION
v1.20.2

NAMESPACE READY  STATUS

rol-plane

k
K
k
k.
k
k
K
K
Le

| -plane

il V-5 local nrovisioner fcd4.-B8b19 Running

Figure 1: A sentence that | never thought I'd write: Look at the Kubernetes cluster running
in a container.
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heavily abbreviated output of the
docker ps command shows (Listing 3).
What the example has done so far

is bootstrap a Kubernetes cluster
(with one node) with the node im-
age supplied directly by Kind. You
can look deeper at images online [5],
and other images (check the release
notes for the correct versions) let you
choose the specific Kubernetes ver-
sion you want to use.

Although difficult to believe, the
single container above is running a
fully fledged Kubernetes cluster. You
can check easily by running the com-
mand:

$ kubectl get pods -A

The -A is shorthand for
--all-namespaces. Figure 1 shows the
output is as expected and very wel-
come. The magic of Kind is clearly
visible: A Kubernetes cluster running
in a container!

The output of the command in List-
ing 4 reveals that you have a control
plane coupled tightly with a node act-
ing as the master node in the cluster.
The documentation continues with
instructions on how to create multiple
clusters with different names with
--name another-cluster switch.
Deleting a cluster is as simple as en-
tering the delete command:

. Listing 5: nginx Deployment

apiVersion: apps/vl
kind: Deployment
metadata:
name: nginx-deployment
labels:

app: Nnginx
spec:
replicas: 2
selector:
matchLabels:
app: nginx
template:
metadata:
labels:
app: nginx
spec:
containers:
- name: nginx
image: nginx:latest
ports:
- containerPort: 89

Kind Multinode K8s Distro

$ kind delete cluster 2
--name another-cluster

Make sure you use the --name flag if
you don’t want to delete the cluster
named kind, which is the default
name.

Kindly Advance

For more advanced configurations,
see the kind documentation [6].
That section provides insight into
setting up multinode clusters and
opening host machine network ports
so the cluster will allow applica-
tions to be accessed from outside of
Docker.

Additionally, you’ll find a section

in the documentation on “ingress”
controllers [7] to get traffic into the
cluster, and there’s even a section
about the use of Kind when Docker
runs in rootless mode, without be-
ing the root user [8], which is the
dream for Docker security and helps
your container’s security posture in
numerous ways.

The documentation is clearly con-
structed, so the pages referenced here
and others are well worth a look.

So Kind

To prove that you have a Kubernetes
build on which you can run work-
loads, install an nginx deployment.
Listing 5 is the YAML configuration
file. To ingest the YAML into Kuber-

netes, simply save the content in a
file called nginx.yam! and run the
command:

$ kubectl create -f nginx.yanl
deployment.apps/nginx-deployment created

The output looks successful. To

see whether pods were created, as

hoped, check the default namespace

(Listing 6). As requested in the

YAML file, two pods are running for

extra resilience.

If you want to expose a container’s

service to a port on your host ma-

chine (although I haven’t experi-
mented with this yet), the process
would involve something like:

B Delete the cluster you have run-
ning with the command kind de-
lete cluster.

B Create a configuration file like that
in Listing 7.

B Create a new cluster with the
command:

kind create cluster 2
--config cluster-config.yanl

If you then run a tool like 1sof or net-
stat to show open ports, the output
would show that the host machine’s
port was opened:

docker-pr 535 root 3u IPv4 2
14678 ete TCP *:80 (LISTEN)

If you get stuck setting that up, I'd
suggest disabling iptables and then

. Listing 6: Check for Pods

$ kubectl get pods -n default

NRME READY
nginx-deployment-585449566-99qk6  1/1
nginx-deployment-585449566-pbzg2  1/1

STARTUS

RESTARTS  AGE
Running @ 44s
Running @ 44s

. Listing 7: Host Port Configuration File

kind: Cluster
apiVersion: kind.x-k8s.io/vlalpha4
nodes:
- role: control-plane
extraPortMappings:
- containerPort: 86
hostPort: 80
listenAddress: "0.0.0.0"
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restarting Docker. I look forward to
experimenting with ingress control-
lers and host machine ports when I
get a chance. By doing so, you can
then connect to your nginx pods in a
meaningful way to test applications
being exposed outside of the Kuber-
netes cluster.

The End Is Nigh

To create a full-blown Kubernetes
cluster with just one command - and
rapidly, at that - is a sight to behold.
That the standard kubectl commands
work seamlessly is just a bonus. Re-
member to run the

kubect! cluster-info --context kind-kind

Kind Multinode K8s Distro

command after building your cluster.
For proof of concept deployments,
compatibility, testing, and indeed
other development activities, Kind is
an excellent place to start with Kuber-
netes. I trust you will enjoy employ-
ing the excellent kind. I intend to use
it as much as possible when running
quick tests. [

Info

[1]1 Kind: [https://kind.sigs.k8s.io]

[2] Quick start: [https://kind.sigs.k8s.io/docs/
user/quick-start]

[3] Docker engine: [https://docs.docker.com/
engine/install/ubuntu]

[4] kubectl setup: [https://kubernetes.io/
docs/tasks/tools/install-kubectl-linux]
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[5] kindest/node:
[https://hub.docker.com/r/kindest/node]

[6] Configuring a Kind cluster: [https://
kind.sigs.k8s.io/docs/user/quick-start/##
configuring-your-kind-cluster]

[71 Ingress controller: [https://kind.sigs.k8s.
io/docs/user/ingress]

[81 Running Kind with rootless Docker: [https://
kind.sigs.k8s.io/docs/user/rootless]

Author

Chris Binnie's new book, Cloud Native Security,
teaches you how to minimize attack surfaces
across all of the key components used in
modern Cloud Native infrastructure. Learn

with hands-on examples about container
security, DevSecOps tooling, advanced
Kubernetes security, and Cloud Security Posture
Management: [https://www.cloudnativesecurity.cc].

IT Highlights at a Glance

Too busy to wade through press releases and chatty
tech news sites? Let us deliver the most relevant news,
technical articles, and tool tips — straight to your Inbox.

Keep your finger on the pulse of the IT industry.

ADMIN and HPC: bit.ly/HPC-ADMIN-Update

Linux Update: bit.ly/Linux-Update




SECURITY

56

Autopsy Forensics Platform

yame of Clues

Forensic admins can use the Autopsy digital forensics platform to perform an initial analysis of a failed system,
looking for traces of a potential attack. sy wattnias wiibbeling

Analyzing computer systems after

a total failure (e.g., after an attack
with malware) is the task of foren-
sic specialists. With the appropriate
tools, they can reconstruct log data,
web history, or image data and detect
so-called indicators of compromise.
In this article, I introduce you to the
Autopsy Sleuth Kit tool and show you
how to use it for forensic analyses.
After immediately provisioning al-
ternative systems to secure business
operations, one important task after a
cyber incident in the enterprise is to
process the incident and analyze the
affected systems. In addition to count-
less commercial tools for the analysis
and reconstruction of logs and data,
you can also find very good, freely
available, open source tools - such as
the Sleuth Kit tool collection and its
associated graphical user interface,
Autopsy [1].

Images Only

Before you start analyzing the content
of a hard drive, you first need to cre-
ate a complete image of the disk. In
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principle, you can also work with Au-
topsy directly on the running system
or only analyze individual folders, but
to be on the safe side and not destroy
important data by accidentally writing
to the drive, first connect to another
system and create a corresponding
image (e.g., with dd on Linux).
Whether you continue working with
the hard disk or the image afterward
depends a bit on the circumstances.
Autopsy itself makes no distinctions
and supports not only classic dd im-
ages, but also those in the expert
witness format (EWF), a proprietary
format belonging to EnCase soft-
ware [2] from the software vendor
OpenText, or virtual machine VMDK
and VHD images.

If you are on Windows, you can
download the latest version with

all dependencies directly from the
Sleuth Kit website and install it
from the wizard. On Linux, use the
package manager of the distribution
you are using to install Sleuth Kit.
After that, choose to download the
Autopsy ZIP file from the website.
After unpacking, run the autopsy

program in the bin/ folder. If you re-
ceive the message that the Java JDK
directory was not found, adjust the
etc/autopsy.conf file. Remove the
comment that assigns the directory
to the jdkhome variable. After that,
you will be able to launch Autopsy
without any problems.

Source Analysis First

After starting Autopsy, use the New
Case button to create a new case for
processing. To begin, select a name
and the working directory, and then
enter your contact data. In the next
step, select the first data source.

If you want to work on a locally
mounted hard drive on Windows, you
will need to start Autopsy with ad-
ministrative authorization.

Do so now, create a new processing
case as before, then select Local Disk
as the data source, and click Next.

If you have selected an active hard
drive, you have the option at this
point to have Autopsy create an im-
age of it in the form of a VHD file. Af-
ter the first round, where it reads the
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data, the tool then works with this
image, and you can remove the hard
disk to be examined from the system
again and store it safely.

In the next step, from the available
modules, select the file types you
want to consider for the analysis and
start the analysis run. This step will
take some time, so get yourself some
drinks and snacks and wait until
Autopsy shows you the content of
the hard disk or image. During the
search, you can observe how data is
found in the different categories in
the menu on the left. For example, if
you select Web Cookies, you will see a
list of cookies found for the different
installed browsers (Figure 1).

Targeted Knowledge Gain

If you press the Timeline link in

the icon bar at top, you will see an
overview of messages according to
parameterizations. For older systems
with many entries in the system log,
creating a timeline of events takes a
little time. In the upper area of the
result window, you can change the
display to show additional details
about events besides the number

of events. In the left pane, under
Filters, you can reduce the number
of events displayed. You can start
the timeline while disk analysis is
in progress. Autopsy then alerts you

Autopsy Forensics Platform

when new data is found and offers
to refresh the display.

Indicators of compromise (IoCs), for
example, can be modeled and ex-
changed in structured threat informa-
tion expression (STIX) format [3]. An-
alysts create STIX documents accord-
ing to the malware they analyze and
describe the IoCs. If you receive STIX
documents from partners or service
providers (e.g., from platforms such as
the threat sharing platform MISP [4]),
you can test them immediately with
Autopsy by pressing the Generate Re-
port button, selecting the STIX report-
ing module, and clicking Choose file
to select the STIX document. You can
also select a whole folder of STIX doc-
uments; Autopsy will then check all
the files it contains and take them into
account during reporting. After the
analysis, you will see all found items
under the Interesting Items menu.

Rescuing Files

Autopsy’s retrospective analysis func-
tionality also allows you to recover
deleted files. Autopsy provides valu-
able services, especially in the field of
image and video reconstruction. You
can also reassemble image fragments
- even if parts of the image have al-
ready been overwritten. To do this,
the tools search the harddisk image
block by block for potentially related

SECURITY

image data, so you can also recover
images accidentally deleted from SD
cards from digital cameras or from
smartphones.

Additional modules let you expand
functionality. For Android devices, the
Android Analyzer Module supports
the analysis of smartphone storage
media. The module adds specific
entries, such as call logs, contacts, or
messages to the results menu. In this
way, you can also back up conversa-
tions and contacts.

Conclusions

The Autopsy forensics tool lets you
perform an initial analysis of the
information and discover traces of a
potential attack that are still present
on the data medium after a system
failure. However, if you don’t have
your own forensics department with
the appropriate resources for such
analyses, you should use external
specialists for critical incidents. |

Info

[11 Autopsy: [https://github.com/sleuthkit/
autopsy]

[2] EnCase: [https://security.opentext.com/
encase-forensic]

[3] STIX: [https://oasis-open.github.io/
cti-documentation/stix/intro]

[4] MISP: [https://www.misp-project.org]
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. SECURITY Securing Shell Scripts

Best practices for secure script programming

Small Wonders

The lax syntax verification of shell scripts and a lack of attention to
detail in programming can create impressively dangerous security

vulnerabilities. sy tam Hanna

Holistic system security means pay-
ing attention to even the smallest
detail to avoid it becoming an attack
vector. One example of these small,
barely noticed, but still potentially
very dangerous parts of IT that re-
peatedly cause serious security is-
sues is shell scripts. Employing best
practices can ensure secure script
programming.

Letting Off Steam

Impressive proof of the potential
harmfulness of shell scripts was pro-
vided by US software vendor Valve.
The Linux-based version of the Steam
game service included a script that
was normally only responsible for mi-
nor setup tasks [1]. Unfortunately, it
contained the following line:

rm -rf "$STEAMROOT/"*

This command, which is responsible
for deleting the $STERAMROOT directory,
gets into trouble if the environment
variable is not set. Bash does not
throw an error but simply “disas-
sembles” the environment variable
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into an empty string. The reward for
this is the command

rm -rf /*.

which works its way recursively
through the entire filesystem and de-
stroys all information.

Some users escaped total ruin by run-
ning their Steam execution environ-
ment under an SELinux chroot jail.
Others were not so lucky, so it is time
to take a closer look at defensive pro-
gramming measures for shell scripts.

Defining the Shell Variant

On Unix-style operating systems, doz-
ens of shells are available - similar
only in their support of the POSIX

standard - that come with various
proprietary functions. If shell-specific
code from one shell is used in other
shells, the result is often undefined
behavior, which might not be a prob-
lem in a controlled VM environment,
but deployment in a Docker or other
cluster changes the situation.

The most common problem is the
use of the #!/bin/sh sequence, or
“shebang,” which on Unix, is the
first line of a script. According to the
POSIX standard, the shebang affects
the shell pre-selected by the system.
It determines which interpreter is to
be used for processing the script. The
terms sha-bang, hash-bang, pound-
bang, or hash-pling can also be found
in the literature.

Bash, which is widely used among
script programmers, is rarely the de-
fault shell. On a workstation based on
Ubuntu 18.04, you can check the de-
fault by entering the uhich command.
The which sh command returns the

tamhan@TAMHAN1B: ~

File Edit View Search Terminal Help

tamhan@TAMHAN1B:

S checkbashisms itaworker.sh

script itaworker.sh does not appear to have a #! interpreter line;

you may get strange results

possible bashism in itaworker.sh line

for ((i=0: i<3: i++)): do
tamhan@TAMHAN1B : ~$

2 ("((' should be 'S(('):

Figure 1: The checkbashisms command identifies Bash-specific code.
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output /bin/sh,
and the which
bash command
returns /bin/
bash.

Several meth-
ods help you
work around this problem. The
simplest is to stipulate explicitly
the use of Bash with #!/bin/bash

in the shebang. Especially in cloud
environments, it is not a good idea
to assume the presence of the Bash
shell. If you build your script with-
out specific instructions, you can
save yourself some extra work dur-
ing deployment.

The checkbashisms command helps
administrators find and remove
Bash-specific program elements. To
install the tool, you need to load the
devscripts package then create a small
shell script (here, itaworker.sh) that
contains a Bash-specific for loop:

File Edit v

0.0

l#/bin/sh
for ((i=6; i<3; i++)); do echo "$i"
done

If you parse this script with check-
bashisms, it complains about the loop
(Figure 1). Note that the tool only
warns you of Bash-specific code if the
shebang does not reference Bash. The
following version of the script,

#!/bin/bash
for ((i=8; i<3; i++)); do echo "$i"
done

passes the checkbashisms check with-
out problems.

Saving Passwords Securely

Administrators like to use shell scripts
to automate system tasks, such as
copying files or updating information
located on servers, which requires a
password or username or both that
should not be shared with the general
public.

On the other hand, you do need to
provide the credentials or enter them
manually every time you run the
script. Attackers like to capture all the
shell scripts they can get on hijacked
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tamhan@TAMHAN1E: ~

iew Search Terminal Help

B:~5% ps aux | grep itaworker.sh

21:14
21:16

0:80 /bin
0:00 grep

14444
15988

3396 pts/e
1868 pts/3

systems. If they find a group of pass-
words in the process, the damage
done is multiplied.

The first way to fulfill this condition
is to pass the credentials to the script
as parameters. The following proce-
dure would be suitable:

#!/bin/bash

a=$1

b=$2

while [ TRUE ]; do sleep 1;
done

The variables $1 and $2 stand for the
first and second parameters. This
script is run by typing ./itaworker.sh
tam pass, which is critical from a se-
curity point of view. The Linux com-
mand-line tool ps for listing running
processes can output the parameters
entered in the call if so desired. Fig-
ure 2 shows how the credentials can
be delivered directly to the attacker’s
doorstep; entering ps is one of an at-
tacker’s first steps.

If dynamic parameterization of the
shell script is absolutely necessary,
the recommended approach is to
store the credentials in environment
variables. These cannot be found
by an ordinary ps scan, because ac-
cess to /proc/self/environ requires

/bash ./
color=auto

Figure 2: The use of parameters with credentials is not conducive to security.

advanced user rights if the configu-
ration is correct. However, this ap-
proach is not universally accepted

- the Linux Documentation Project
[2] recommends providing the in-
formation through a pipe or through
redirection.

Consensus across the board in litera-
ture is that it is definitely better if the
password is not found in plain text
in the script file. One way to achieve
this is to use a reversible hash func-
tion that converts its output values,
also known as the “salt,” back to the
original value.

If you use a program for salt conver-
sion that the attacker does not catch
in a scan, you can make life more
difficult for them. If the attacker
wants to have the credentials in
plain text, they have to log in again
and run the command. Ideally, the
binary file will belong to an account
that is exclusively used for shell
script execution.

Option number two (Figure 3) re-
lies on a separate configuration file
that has different read permissions.
As long as the user responsible for
executing the scripts is the only one
who is allowed to read this file, an at-
tack on the other user accounts is not
critical in terms of credentials.

<<
| - .
0 Trigger
)
Allowed to Run
" V
@ Script Data
un
=

Figure 3: The Unix access control system protects the password configuration file against

unauthorized access.
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To hide the structure of the script,
you can use shc [3], developed by
Francisco Rosales. The package can
be installed by the package manager
on Ubuntu. The call expects the -f
parameter to specify the source file:

shc -f itaworker.sh
Is itaworker.sh

After processing, you will find two
additional files: In addition to the
executable file with the extension . X
is the file . X.C, which provides the C
code of the script.

SHC wraps the shell scriptin a C
wrapper, which is then converted
into a binary file by the C compiler. If
you delete the itaworker.sh and ita-
worker.sh.x.c files, it is more difficult
for the attacker to capture the code of
the script later on. It should be noted
that the wide distribution of SHC has
led to the existence of decompilation
tools [4].

Vulnerable Temporary Files

Assume a script needs to make the
credentials available to other applica-
tions. Temporary files are often used
for this purpose. If you create the file
in the /tmp/ folder, it should disap-
pear after the script is processed. A
classic example of this is the follow-
ing script, which creates a file with a
password:

#!/bin/sh

SECRETDATA="ITA says hello"

echo > /tmp/mydata

chmod og-rux /tmp/mydata

echo "$SECRETDATA" > /tmp/mydata

Problems arise if an attacker moni-
tors the temp file with the very fast
acting FileSystem Watcher API. In the
case of the present script, the attacker
could call fopen and tag the file as
open to harvest the information de-
posited there immediately or later.

As before with plaintext passwords,
the safest way is not to write the
credentials to a temporary file. How-
ever, if this is essential to perform a
function, the following approach is
recommended:
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#!/bin/sh

SECRETDATA="ITA says hello"

umask 8177

FILENAME=2
"$(mktemp/tmp/mytempfile. XXXXXX)"

echo "$SECRETDATA" > "$FILENAME"

First, the umask command assigns

the access attributes passed in as
parameters to newly created files.
Second, the mktemp command creates
a random file name each time, which
makes configuring the FileSystem
Watcher API more difficult. Numer-
ous sources are critical of the use

of temporary files in shell scripts in
general [5].

Securing Against Incorrect
Parsing

The most frequent point of criticism
levied against the shell execution
environment is that it lacks methods
for string processing. In combination
with passing in variables directly

to the shell, serious vulnerabilities
arise. A classic example is a script
that reads in a parameter from
STDIN and executes it with an eval
command:

#!/bin/bash
read BAR
eval $BAR

The eval command is normally in-
tended to perform calculations and
harmless commands. One legitimate
use case would be to deliver an echo
command (with a pipe redirect if
needed):

./itaworker.sh
echo hello

A malicious user would not pass an
echo call with redirection at this point
but a command such as rm, as men-
tioned earlier. As a matter of princi-
ple, the shell does not recognize this,
which is why the script destroys data.
Because some eval-based tasks are
not feasible without this command,
shell-checking tools like shellcheck
do not complain about the use of the
command. The script

#!/bin/bash
read BAR
eval "$BAR"

would trigger the error message
Double quote to prevent globbing and
word splitting. However, because this
change does not verify the values
contained in BAR, the vulnerability still
exists. From a security perspective, the
only correct way to handle the eval
command is not to use it at all. If this
is not an option, be sure to check the
commands entered for strings like rm
and for non-alphanumeric characters.
Queries are another way to provoke
problems. In the next example, I'll
look at a script that checks to see
whether the user enters the string
foo. The payload, which here consists
only of a call to echo, should only be
executed if foo is entered:

#!/bin/bash

read F00

if [ x$F00 = xfoo ] ; then echo $F00
fi

In a superficial check of the script
behavior, the input (e.g., itahello)
would not lead to the execution of the
payload. However, if you pass a string
following the pattern foo = xfoo
<any>, the payload is processed:

./itaworker.sh

foo = xfoo -0 sdjs
foo = xfoo -0 sdjs
~$

Damage occurs if something more
sensitive, such as an eval call, needs
to be secured instead of the echo pay-
load. In the worst case, the payload
then contains a command that causes
damage because of invalid values.

To work around this problem, you
can use quoting, as in other shell ap-
plication scenarios:

if [ "$F00" = "foo" ] ; then echo $FO00
fi

The “new” version of the script evalu-
ates the content of the variable com-
pletely, which results in the rejection
of invalid input:
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./itaworker.sh
foo

foo
./itaworker.sh
foo = xfoo

Quoting is even more important when
working with older shells. A program
built inline with the following pattern
could be prompted to execute arbi-
trary code by entering a semicolon-
separated string:

#!/bin/sh
read VAL
echo $VAL

The cause of this problem is that
older shells do not parse before
substituting the variable: The semi-
colon would split the command and
cause the section that followed to
be executed.

Ruling Out Parsing Errors

The rather archaic language syntax
sometimes makes for strange behavior,
as in the following example, which is
supposed to call the file /bin/tool_VAR:

ENV_VAR="urongval"
ENV="too1"
echo /bin/$ENV_VAR

If you run this at the command line,
you will see that it uses the value
stored in the variable ENV_VAR. The
shell separates echo /bin/$ENV_VAR at
the underscore. To work around this
problem, it is advisable to set up all
access to variables in curly brackets
as a matter of principle. A corrected
version of the script would be:

ENV_VAR="urongval"
ENV="tool"

echo /bin/${ENV} VAR

Running the corrected script shows
that the string output is now correct:

./itaworker.sh
/bin/tool VAR

Problem number two concerns the
analysis of the shell user permissions.
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The $UID and $USER variables can be
used to analyze the permissions of
the currently active user:

if [ $UID = 106 -a 2
$USER = "myusername" ] ; then
cd $HOME
fi

Unfortunately, the two variables are
not guaranteed to contain the value
corresponding to the active user at
runtime. Although many shells now
save the variable $UID, this is usually
not the case for $USER: In older shells
it is even possible to provide both
variables with arbitrary values. To
circumvent this problem, it is a good
idea to determine the username and
user ID by calling operating system
commands. The values returned in
this way can only be influenced by
setting the path variable, which com-
plicates the attack.

In particularly critical execution en-
vironments, it is always advisable to
write out paths in full. For example,
if you call echo by its path /bin/echo,
the activated program is independent
of the path variable.

Finally, I should point out that the
Bash shell supports a special version
of the shebang: #!/bin/bash -p. This
variant instructs the shell not to ex-
ecute the .bashrc and .profile files
as part of the startup. The SHELLOPTS
variable and the start scripts created
in ENV and BASH_ENV are also cast aside
in this operating mode. The purpose
of this procedure is that manipula-
tions of the environment carried out
by the attacker cannot be activated by
random script executions.

Stricter Execution
Verification

Shell scripts are intended for non-pro-
grammers to speed up common tasks
in their daily lives on Unix operating
systems. As a courtesy to this group of
users, virtually all shells are set to be
“permissive”: In case of an error, they
try to continue executing the script.
This approach, which is quite friendly
for a less technically experienced user,
is critical because ambiguities that
cause security problems do not stop
the execution of the script.

The previously mentioned problem
of destroying files would not have
occurred with the following shell
setting:

#!/bin/bash

set -0 nounset
TAMS_VAR="urongval"
echo /bin/${ENV}_VAR

When called with the -0 parameter,
the set command activates execution
options that influence the runtime be-
havior of the interpreter. The nounset
option used here considers unset vari-
ables to be errors. Execution of the
shell script shown before now fails
with the error shown in Figure 4.
The set -0 errexit command termi-
nates a program if a command called
by the shell script does not return a
value of zero. Its use can be checked
by copying a non-existent file:

#!/bin/bash

set -o errexit

cp "doesnotexist" "tree.txt"
echo "Successfully copied"

tamhan@TAMHAN18: ~

File Edit Vview Search Terminal Help
-5 . Jitaworker.sh

tamhan@TAMHAN1E:

. [fitaworker.sh: line 4: ENV: unbound variable

125

Figure 4: The nounset option terminates program execution if it encounters missing

variables.
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The cp command does not return
zero if it fails to find a parameter,
which is why the status message
passed to echo does not appear at the
command line.

In scripts, you will always run into
situations in which some of the code
to be executed is non-critical, and the
commands specified by -0 can be dis-
abled by calling +o. In the following
script, the errexit option is no longer
active when the copy command is
processed:

#!/bin/bash

set -0 errexit

set +o errexit

cp "doesnotexist" "tree.txt"
echo "Succesfully copied"

A problem can occur when process-
ing commands connected by a pipe.
Normally, this kind of command only
fails if the last command in the pipe
sequence does not return a value of
zero. If you want errors somewhere in
the hierarchy to cause a termination,
then enable the pipefail option with
the command set -o pipefail.

Changes to Global Variables

Another unintended result of lax lan-
guage syntax is that variables defined
in subfunctions develop unexpected
side effects. As an example, look at

a script that uses the variable o both
inside and outside a function:

#!/bin/bash
hello_world () {

0=2

echo 'hello, world'
3
0=1
echo $o
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hello_uworld
echo $o

Developers who grew up with other
scripting languages would expect
both calls to echo $o to return the
value 1. This is not inherently the
case; the changes made in the func-
tion remain valid even after they have
been executed. To fix the problem,
you just need to tag the variables in
the function with the lTocal keyword:

#!/bin/bash
hello_world () {
local o=2

echo 'hello, world’
3
0=1
echo $o
hello_uworld
echo $o

Although longer shell scripts are not
necessarily recommended for main-
tenance reasons, you should always
protect variables used in functions
with the local keyword. A colleague
that recycles shell code at some point
will be better protected from unex-
pected side effects.

ShellCheck

C and C++ programmers have used
static analysis to check the results of
their work for a long time. A static
analysis tool has a knowledge base
in which it stores programming er-
rors that it checks against the code at
hand. A similar tool for shell scripts
is available with ShellCheck [6].

The tool, licensed under the GPLv3,
behaves much like 1int in terms of
syntax: It expects the name of the
shell file as a parameter, which it then

checks for dodgy elements.
ShellCheck doesn't only look for
security-relevant errors. In a list of
ShellCheck checks available online
[71, four dozen test criteria also iden-
tify and complain about general pro-
gramming errors. Last but not least,
a web version of the tool [8] checks
scripts for correctness and security
without a local installation.

Conclusions

The close integration between scripts
and the shell designed to execute
commands, accompanied by lax syn-
tax verification, guarantees that a lack
of attention in shell programming is
quickly punished by dangerous secu-
rity vulnerabilities.

The criteria presented here can help
you work around most of the prob-
lems. Unlike complicated security
vulnerabilities, in the case of shell
scripts, the cause is usually a simple
lack of understanding that a certain
construct can have side effects. |
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Manage AD with PowerShell

Manage Windows AD with PowerShell

Organized

PowerShell helpers let you automate searches in Active Directory

and secure critical accounts.

By Florian Frommherz

On many networks, Active Direc-
tory (AD) is the must-have setup for
authentication and assignment of
rights and as a directory service. With
such a central service, everything
should run smoothly with PowerShell
automation. In this article, I show you
how to search in AD, how to secure
critical accounts, and which Power-
Shell helpers you will want to use.
Administrators have gained a lot of
experience in maintaining and operat-
ing Active Directory over its 20-year
history. The tools and how they
programmatically and automatically
trigger changes in the directory have
also changed, both in terms of data
administration (i.e., managing users,
computers, service accounts, and all
the other objects in the directory) and
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in terms of the scripts for control-
ling the directory service itself (i.e.,
the service that runs on Windows
and provides the domain function).
Tasks that used to be automated by
VBScripts, plain vanilla LDAP, Win32
calls, and, later, .NET are now a little
easier for admins and abstracted by
PowerShell.

PowerShell Helpers

Even newcomers or occasional
scripters should have a few decent
tools for creating scripts or one-off
commands in their toolbox. On the
one hand, the commands can be as-
sembled with autocompletion, after
which parameters can be suggested
and easily inserted; on the other

hand, tools allow the one-liners or
scripts to be executed directly with
color coding, thus making copy and
paste into a separate PowerShell
session unnecessary. The tools also
allow individual lines from longer
scripts to be executed separately for
step-by-step testing. Of course, it

is also possible to open a separate
PowerShell session and enter and
process the commands directly, but
why make things more difficult than
necessary?

Windows comes with the PowerShell
Integrated Scripting Environment
(ISE) as an add-on: It is immediately
ready for use in PowerShell but is no
longer actively developed by Micro-
soft. You can still create your Win-
dows AD commands with it, specifi-
cally because the tool is on board and
available on domain controllers with
the same feature set.

One alternative is Visual Studio Code
(Figure 1), which is downloadable free
of charge for all current Windows ver-
sions, and it offers PowerShell language
support for Visual Studio Code as an
extension. The extension then comes
with intelligent suggestions for param-
eters and command highlighting for
improved visual processing of tasks.
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Preparing for PowerShell
Access to AD

Microsoft provides some ready-made
PowerShell commands for AD that,
once installed, support easy interac-
tion. These cmdlets then interact
with the corresponding services that
work on domain controllers and use
the APIs that Microsoft provides as
part of AD. You don’t have to worry
about the actual API or functions,

as long as the PowerShell wrappers
are all you need. These PowerShell
commands became part of the OS in
Windows 10 version 1809 and are ac-
tivated manually as a feature; older
Windows 10 versions require the
Remote Server Administration Tools,
which also includes the PowerShell
module [1].

On domain controllers, when you pro-
mote the server you will be prompted
as to whether you want to install the
administration tools and PowerShell
together with the domain controller

< OPEN EDITORS
AD-Powershell ps1

» NO FOLDER OPENED

* DUTLINE

Manage AD with PowerShell
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role. If the module is not available,
you can install it later with Server
Manager, which lets you enable the
Windows feature (Role Administra-
tion Tools | AD DS and AD LDS
Tools | Active Directory module for
Windows PowerShell). In PowerShell
you can enter:

Import-Module ServerManager
Add-WindousFeature 2
-Name "RSAT-AD-PouwerShell" 2
-IncludeRl15SubFeature

Once complete, you can display an
overview of all the available cmdlets
that you can use for Microsoft Active
Directory:

Get-Command -Module ActiveDirectory

You will quickly see that the com-
mands all have the familiar Power-
Shell verb at the beginning and then
the command with the AD* prefix.
You will also recognize some known

objects among the cmdlets - ADUser,
ADGroup, ADComputer, ADGroupMember,
ADAccount, and many more.

Searching in Active
Directory

Users in AD, which you can query
with Get-ADUser, are also of interest.
Either the sAMAccountName, the Distin-
guishedName, the 0bjectGUID, or the SID
are used as the search keys:

Get-ADUser -Identity flofromm

If you are looking for all employees
of a certain department, the filter
helps narrow things down on the at-
tribute level:

Get-ADUser -Filter "Department 2
-like 'IT*'"

The filter works with all common

attributes. If all relevant users are
already grouped into organizational

1: PowerShell Integrates

Ln 7, Col 1 4] selected) Spacexcd UTF-8 CRLF PowerShel

Figure 1: Tools such as Visual Studio Code are worthwhile to avoid trouble with automation, searches, and changes, even if you only

occasionally work with scripts.
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units, you can find them by specify-
ing the directory path as SearchBase.
The LDAP notation is used here; the
Externals organizational unit (OU)
below the corp.frickelsoft.net domain,
would be written as:

Get-ADUser -Filter * 2
-SearchBase "OU=Externals,DC=corp,?
DC=frickelsoft,DC=net"

Of course, you can also com-

bine SearchBase with a filter. The
Search-ADAccount cmdlet is also useful
if you are looking for AD accounts
but do not want to search by user or
computer.

The following commands find all
locked-out accounts and inactive ac-
counts belonging to both users and
computers:

Search-ADAccount -LockedOut
Search-ADAccount -AccountInactive 2
-TimeSpan 126.60:00:00 | 2
ft Name,LastLogonDate,Enabled

To inspect groups, your best option is
the Get-ADGroup cmdlet:

Get-ADGroup -Filter * -Properties member

The cmdlet gives you a good over-
view of the properties of a group. Be-
sides SearchBase, groups can also be
narrowed down by Filter (e.g., if you
are only looking for security groups):

Get-ADGroup 2
-Filter "GroupCategory 2
-eq 'Security'" 2
-SearchBase "0U=Groups,DC=corp,2

DC=Frickelsoft,DC=net"

If you explicitly query the group

members as an attribute with the
Get-ADGroup cmdlet, you are only
given text output in return. For

further use of the group mem-

bers as PowerShell objects, try the
Get-ADGroupMember cmdlet, which only
returns the group members:

Get-ADGroupMember 2
-Identity 'Enterprise Admins' 2
-Recursive

Get-ADGroupMember 2
-Identity 'Domain Admins' 2
-Recursive

The Recursive option also resolves
nested group memberships. If you
want to reuse the member list in an-
other command with a pipe, the cmd-
let of choice is Get-ADGroupMember:

Get-ADGroupMember 2
-Identity 'Domain Admins' -Recursive | 2
Get-ADUser 2
-Properties Emailaddress, 2
lastLogonDate | 2
Export-CSV -Path "C:\ temp\csv\Domain 2
Admins.CSV"

However, all groups can be queried
with the Get-ADGroup cmdlet,

Get-ADGroup -Filter "Name -like 'HR*'" 2
-SearchBase '0U=Groups, DC=nttest,2
DC=corp,DC=frickelsoft,DC=net"' 2
-SearchScope SubTree | Get-ADGroupMember
Get-ADGroup -Filter "Name -like "HR*'" 2
-SearchBase '0U=Groups,DC=nttest,?
DC=corp,DC=frickelsoft,DC=net"' 2
-SearchScope SubTree | 2
Export-CSV -Path 'C:\temp\csv\2
HR_departmental_groups.csv'

and exported (e.g., to a CSV file as in
the second command), if so desired.

Making Changes

You can modify users of a certain OU
with a one-liner so that they all have
a certain attribute value, allowing

sAMAccountName _maﬂ

franny

jeff jeff@frickelsoft.net
kath kath@frickelsoft.net

franny@frickelsoft.net TECHNICAL ADVISOR
sarah sarah@frickelmail.net HR ADVISOR

title hireDate
01-12-99
02-07-10

SALES ASSISTANT 01-10-17

REGIONAL DIRECTOR - EMEA 01-03-03

Figure 2: PowerShell parsing users from an Excel or CSV file and editing their accounts in AD.
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other programs (e.g., ARDConnect for
synchronization to the cloud) to find
and process them:

Get-ADUser -Filter * 2
-SearchBase "0U=Externals,DC=corp,2
DC=frickelsoft,DC=net" | 2
Set-ADUser 2

-Add @{extensionAttributed = "M365"}

An imported CSV file lets you edit
multiple users:

Import-CSV 'C:\temp\csv\users.csv' | 2
% { if($_.mail 2
-like '*@frickelsoft.net') 2
{ Set-ADUser 2
$_.sAMAccountName 2
-Add @{extensionAttribute4 = 2
"M365"}33

This command imports a CSV file
that contains user definitions and
parses it line by line. Two columns
in the CSV are inspected more
closely: mail and sAMAccountName
(Figure 2). If the mail address ends
with @frickelsoft.net, extensionft-
tribute4 of the user in AD is set to
M365. Nothing happens for the other
users found in the CSV file.

To transfer the value of the region
column to an AD attribute (e.g., pre-
ferredDatalocation for Office 365),
you need to modify the command

Import-CSV '.\Dounloads\users.csv' | 2
% { Set-ADUser 2
-Identity $_.sAMAccountName 2
-Add @{preferredDatalocation = 2
$_.region 3}

to take the cell value from the CSV
file instead of using a fixed value.

Managing Special Accounts

Of course, you will not only want to
manage normal user accounts, but
also accounts belonging to external
partners and suppliers or service
accounts. You can simply disable ac-
counts that are no longer needed:

Get-ADUser -Identity svc low SQL3 | 2
Disable-ADAccount
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This method also works with accounts
belonging to external identities that are
grouped in an OU. To block people or
service accounts that have not logged
in for 120 days or more, use:

$1astLogonCut0ff = 2
(Get-Date).AddDays(-120)
Get-ADUser 2
-Filter { LastLogonDate 2
-1t $lastLogonCut0ff 2
-and Enabled -eq $true 3 2
-SearchBase "0OU=Externals,DC=corp,2
DC=frickelsoft,DC=net" | 2
Disable-ADAccount

In the best case, the service ac-
counts that you create as normal
user accounts and not as group-
managed service accounts (gMSA)
are restricted to the extent that the
logon can only take place on certain
machines to avoid misuse. To define
this case, use the LogonWorkstations
parameter:

Set-ADUser svc_louw_SQL3 2
-LogonWorkstations "SQL3"

This attribute expects a comma-sep-
arated list of machine names. For ex-
ample, you can create a new service
account that you want to log on to all
SQL servers with:

$sqlServers = Get-ADComputer 2
-Filter "Name -like 'SQL*'" 2
-SearchBase "0U=Servers,QU=Tierl,2

DC=corp,DC=frickelsoft,DC=net" | 2
SELECT sAMAccountName | 2
%{$_.sAMAccountName.Trim("$")3

$sqlServers = $sqlServers -join ","

Set-ADUser svc_high SQL3 2
-LogonHorkstations $sqlServers
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If you only want the service account
to be valid for a time-limited project,
or if the owner of the account is re-
quired to come back and renew the
account within 90 days at the latest,
you can set an expiration date:

Set-ADAccountExpiration 2
-Identity svc_low_SQL3 2
-TimeSpan 90.006:00:00

You will certainly want to minimize
the number of accounts whose pass-
words never expire. In fact, apart
from service accounts, there should
be no accounts in AD whose pass-
words do not expire:

Search-ADAccount -PassuordNeverExpires | 2
Export-CSV C:\temp\csv\neverexpires.csv

Alternatively, you can move these
accounts to a group for delegated ad-
ministration:

Search-ADAccount -PassuordNeverExpires | 2
%{Add-ADGroupMember 2
-Identity "PWDNeverExpires" 2
-Members $_.sAMAccountName }

If you specifically need to harden
certain accounts against hijacking
and ensure that the passwords used
are appropriately complex, you can
attach custom password policies to
these accounts. For example, with a
few lines of PowerShell, you can cre-
ate a new password settings object
that contains custom password poli-
cies and assign it to a group of service
accounts. First, create the password
policy object that enforces manual
unlocking and long, complex pass-
words (Listing 1).

After that, define a new AD group to
which you then add the service ac-
counts as members before assigning
the policy (Listing 2).

Finally, search and find the service
accounts to be protected in AD:

Get-ADUser -Filter 'DisplayName 2
-1ike "SVC_HIGH_*"' 2
-SearchBase "0U=Service Accounts, 2
DC= corp,DC=frickelsoft,DC=net" | 2
% { Add-ADGroupMember "High Sec 2
Service Accounts" -Members § 3}

The next time the password is
changed, the service accounts - or
the admin who resets and changes
the passwords - has to comply with
the new password policy.

Managing Forests and AD
Services

PowerShell lets you inspect the AD
service itself, as well as manage the
data in the directory. Cmdlets let you
create new domain controllers, do-
mains, AD objects, and partitions and
inspect existing objects:

$forest = Get-ADForest 2
-Server "corp.frickelsoft.net"
foreach($domain in $forest.Domains) { 2
Get-ADDomainController -Filter * 2
-Server $Domain }

The following two cmdlets show you
the flexible single master operation
(FSMO) role holders:

Get-ADForest | 2

SELECT DomainNamingMaster, SchemaMaster
Get-ADDomain 2

-Name corp.frickelsoft.net | 2

Listing 1: Enforcing Complex Passwords

Neu-ADFineGrainedPasswordPolicy -Name "HighSecServiceAccountsPolicy” -Precedence 588 -ComplexityEnabled $true -Description "Password Policy for High
Sec Service Accts" -DisplayName "High Sec Service Accs PassPolicy" -LockoutDuration "80:00:08" -LockoutObservationWindouw "06:06:00" -LockoutThreshold
7 -MinPassuordAge "@1:80:80" -PassuordHistoryCount 28 -MinPassuordLength 16

Listing 2: Defining New AD Group

Neu-ADGroup -Name "High Sec Service Accts" -SamAccountName HighSecSer-viceAccts -GroupCategory Security -GroupScope Global -DisplayName "High Sec
Service fAccts" -Path "0U=Groups,0U=Service Accounts, DC=corp,DC=frickelsoft,DC=net" -Description "Members of this group are High Security Service

Accounts"

Add-ADFineGrainedPassuordPolicySubject -Identity HighSecServiceAccountsPolicy -Subjects 'HighSecServicefAccts'

WWW.ADMIN-MAGAZINE.COM
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SELECT InfrastructureMaster, 2
PDCEmulator, RIDMaster

The Get-ADDomain and Get-ADForest
cmdlets have additional properties
that you can use for an inventory or
check: The DomainFunctionallLevel can
be found in DomainMode for each do-
main, and the ForestFunctionallLevel is
found in ForestMode for forest objects.
If you want to provision devices that
have been added to the domain to an
Azure AD, you need to configure a
hybrid Azure AD join. One step in the
configuration is to create the service
connection object manually or auto-
matically in the configuration partition
of the AD. To check whether the ob-
ject has been created, use:

configPartition = (Get-ADRootDSE).2
configurationNamingContext

Get-ADObject -Filter * 2
-SearchBase "LDAP://CN=62a0ff2e-97b9-2
4513-943f-8d221bd30080,2
CN=Device Registration Configuration,2
CN=Services,$($configPartition)"

You can check the AD schema version
with PowerShell with:

Get-ADObject 2
(Get-ADRootDSE).schemaNamingContext 2

-Property objectVersion

Output of version 88 means Windows
Server 2019, 87 means Windows

ADMIN 64

Server 2016, and 69 means Windows
Server 2012 R2.

If you use Exchange, you can find the
schema version for Exchange with:

Get-ADObject 2
-Identity "CN=2
ms-Exch-Schema-Version-Pt, $(2
(Get-ADRootDSE).schema?
NamingContext)" 2
-Properties rangeUpper | 2
SELECT rangeUpper

Exchange Server 2019 has ver-

sion numbers starting from 17000,
whereas Exchange version 2016 is in
the range of 15317 to 15333.

Evaluating Password
Protection

If you use Azure AD and have pre-
mium licenses, you probably also
use the AD Password Protection for
Windows feature, which extends
password checking on domain
controllers to include logic and in-
sights from Azure AD. The feature
prohibits users from choosing com-
mon or easy-to-guess passwords
when changing passwords or from
choosing passwords that you list
as undesirable in Azure AD [2].
When it runs, the agent required
for this on the domain controller
logs how many password changes
were rejected because they were

too weak or are on your undesir-
ables list:

Get-AzureRDPasswordProtectionSummary?
Report -DomainController NTTEST-DC-81
DomainController: NTTEST-DC-81
PassuordChangesValidated: 4
PassuordSetsValidated: 2
PasswordChangesRejected: 7
PasswordSetsRejected: 5

Conclusions

This AD PowerShell exploration
shows that you can automate com-
mon searches and tasks with very
little overhead and create tiny scripts
that you store in your favorite devel-
opment environment to make your
work easier. Often it doesn’t take
much work at all: If you structure
your administration workstation with
a good code editor for PowerShell,
you can start automating Active Di-
rectory quite quickly and flexibly.

Info

[1] Remote Server Administration Toolkit:
[https://docs.microsoft.com/
en-us/windows-server/remote/
remote-server-administration-tools]

[2] Azure AD Password Protection:
[https://docs.microsoft.com/en-us/azure/
active-directory/authentication/howto-
password-ban-bad-on-premises-deploy]
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MANAGEMENT Jenkins Self-Signed Certs

Listing 1: run_jenkins.sh

Self-signed certificates with Jenkins

Convince Jenkins as a Docker container to recognize self-signed certificates, verify that the instance is
connecting to the correct online service, and that your traffic is transmitted in an encrypted format. sy cris sinnie

to continuous
integration/continuous deployment
(CI/CD) pipelines and the world of
DevOps or fully familiar with such
practices, one name always comes to
the fore when discussing the automa-
tion of processes: Jenkins [1]. The
highly popular automation server is
open source, and although capable
of fulfilling many types of complex
tasks, it is equally accessible to nov-
ice users through its straightforward
user interface (UI). In this article, I
look at how I solved a recent head-
ache on a project in which I was run-
ning Jenkins as a Docker container
for the demonstration of a vendor-
supplied Jenkins plugin.

docker run -d \
--name jenkins-1ts \
--user root \
-p 0.0.0.0:8080:8080 \
-p 0.0.0.0:8443:8443 \
-p 0.0.6.0:50000:50000 \
--env JENKINS OPTS="--httpPort=8080" \

--env JAVA_OPTS=-"Djavax.net.ssl.trustStore=/var/jenkins_home/keystore/cacerts" \

-v jenkins_config:/var/jenkins_home \
jenkins/jenkins:1ts
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Although I haven’t used Jenkins
much in the past, the quandary I
faced and, most importantly, resolved
could affect novice and advanced us-
ers alike. The problem was that once
[ had figured out how to update Jen-
kins plugins online, I couldn’t con-
nect a plugin to remote software as a
service (SaaS) because it was using
self-signed security certificates that
were not recognized by Jenkins.

The Version

According to my relatively cursory
inspection of the provided Docker
containers, the first thing to note
about Jenkins is that the version
you use can
be the differ-
ence between
documenta-
tion immedi-
ately solving
a problem or
compounding
it further. From
the container
perspective, |
opted to look

at two versions in particular: the
very latest and greatest weekly re-
lease called jenkins/jenkins:latest
and the jenkins/jenkins:1ts, where
lts stands for the long-term support
stable version.

The reason the version seems to mat-
ter so much is that Jenkins is devel-
oped at great speed and is constantly
evolving. Admirable and fantastic as
that is, every now and again trying
to solve an issue on a version that
hasn’t been written about much on-
line is tricky at best. This situation
applies to most modern software and
definitely not just the pervasive-for-
good-reason Jenkins.

Although Jenkins provides a care-
fully considered and slick UlI, in
this article I focus on the container
side and a number of command-
line interface (CLI) options. Again
with reference to the importance
of versioning, the issue I encoun-
tered when trying to figure out Ul
options was that several version
changes ago a number of menu op-
tions were deprecated. Nonetheless,
with some trial and error I settled
with the LTS version of the con-
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tainer image and the plugin work-
ing as hoped. The results can be
reproduced easily to accommodate
other online services that Jenkins
doesn’t immediately work with out
of the box because the certificate
authority isn't recognized.

The Installation

[ prefer to save complex Docker run
commands in a small script, as shown
in the run_jenkins.sh file shown in
Listing 1. (Remember to run

chmod +x run_jenkins.sh

to make it executable.)

Rather than just blindly running that
script, which you can do without
breaking anything in a laboratory
environment, you might first want
to read through to the end of this ar-
ticle to understand why --user root
is present, along with the JAVA_OPTS
environment variable.

Importantly, before creating a con-
tainer with the script in Listing 1, I
will ensure that changes to configura-
tion data persist between stops and
starts by creating and checking a vol-
ume called jenkins_config:

$ docker volume create jenkins_config
$ docker volume 1s | grep jenkins
local jenkins_config

To run the script, proceed with creat-
Ing a container:

$ ./run_jenkins.sh

If you run $ docker ps and no errors
are present, you should see it running.

The Plugins Quandary

The more minor of my connectivity
issues were that I couldn’t update pl-
ugins to get the most secure versions.
Jenkins uses an online repository to
store and serve its incredible library of
exceptionally useful plugins. It seems,
however, that under some scenarios,
even when a proxy isn’t used to con-
nect to the Internet, Jenkins struggles
to connect over HTTPS.

WWW.ADMIN-MAGAZINE.COM

After hunting online and trying a few
different fixes without success, what
worked for me was a remarkably
simple URL edit (Figure 1) that let
me continue updating and installing
the plugins required for the project
demo I was preparing. To get to that
UI option, navigate to Manage Jen-
kins | Manage Plugins, select the Ad-
vanced tab, and scroll to the bottom
of the page.

Simply alter https to http in the URL
and then click the Submit button.
You can now promptly navigate to
the Check Now button, which is on
the bottom right of that same page.
Then scroll back to the top of the
page and click the Updates tab to
check that the fix worked. If for some
reason that doesn’t work, go into
your browser settings and see if you
are using a proxy to access the Inter-
net. If you are, at the top of the same
page as shown in Figure 1, you can
enter your proxy information manu-
ally (e.g., web.proxy.org:8080), along
with login details if they are used. If
it works, update all your plugins as
required.

If you are keen to use HTTPS for
your plugin connectivity (which

is obviously recommended for the
benefit of security outside of a lab
environment), you can potentially
use the next solution, or (armed
with the knowledge that JUC stands
for Jenkins Update Center) you
could create your own plugin repos-
itory locally, according to instruc-
tions online [2]. This step could
also be useful if you want to limit
which plugins developers have ac-
cess to for security reasons.

The Self-Signed Certificate
Palaver

After investigating various online
fixes, I was eventually able to con-
nect the propri-
etary Jenkins
plugin I was
using to an on-
line service even

Update Site

its self-signed certificate. The solu-

tion came about through distilling

some of the instructions found on

Stack Overflow [3]. The salient bits

are as follows:

B Enter the container as the root user
(just ensure the --user root \
entry is on a line near the top of
Listing 1) and run a keytool com-
mand to add your online service’s
certificate to the cacerts file. Next,
copy that certificate to your persis-
tent volume.

B With the use of an environment
variable when the container is
spawned, ensure that Jenkins uses
the correct cacerts file on your
volume to prevent rebuilds and re-
boots from failing in the future.

The following workflow shows the

simple steps needed to add a rec-

ognized self-signed certificate to

Jenkins.

Step 1

Enter the Jenkins container by run-
ning an exec command to access the
filesystem of the persistent volume
created. Find the hash ID of the Jen-
kins container - in case you didn’t
name it with the -name option in
Listing 1. Use the hash ID to enter
the container to run the desired
commands:

$ hash=$(docker ps | grep jenkins | 2
auk '{print $13")

bfeeccib2916

$ docker exec -it ${hash} bash

root@féé6ccib2916: /#

The first command will only work if
one instance of Jenkins is running; in
in the unlikely event you are running
two Jenkins instances, edit the com-
mand accordingly.

Now you should be able to enter
your Jenkins container. You have a
root prompt inside your container

URL  hitps:ffupdates jenkins. in/update-center json

though a cer-
tificate authority
didn’t recognize

Figure 1: Switch from HTTPS to HTTP if you can't update plugins
automatically - it might just work.
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because you left the --user root \
line in Listing 1. You need to be the
root user to run the keytool com-
mand, but you should remove that
line later for much more security.
The container should run as the jen-
kins user by default. Line 47 in an
online example that shows the Dock-
erfile used to create the LTS image
should convince you [4].

Step 2

Visit the website that you want Jen-
kins to trust (e.g., with Google Chrome
on Linux, Figure 2 - or you can use
openss1) and save the certificate to a
location by accessing the website and
clicking on the address bar padlock to
download the certificate file locally.
The file you are after usually will end
in .pem - or .cer on Windows.

Once you have clicked the Certificate
field highlighted in Figure 2, click the
Details tab at the top of the next dia-
log box and then Export at the bottom
(Figure 3).

Once Export has been clicked, you can
follow the prompts to save the cer-
tificate locally. On Linux Mint, I just
pressed Save As; by default, cloudna-
tivesecurity.cc is the suggested name
because that’s the website I visited in
my browser, so I adjusted the name
slightly to cloudnativesecurity.pen. If
you open your PEM file, you can see
it’s a standard certificate file that will
look something like:

$ cat cloudnativesecurity.cc

MANAGEMENT Jenkins Self-Signed Certs
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Step 3

Now that you have the certificate you
want to trust saved locally, copy it
with a Docker cp command to the /
tmp directory in the Jenkins volume,
so you can later move it to a more rel-
evant location:

$ docker cp cloudnativesecurity.pem 2
${hash3: /tmp/cloudnativesecurity.pen
$ docker exec -it ${hash} 1s /tmp

Although a relatively simple step, take
care with the syntax of this first com-
mand, which reuses the hash variable
and the filename chosen earlier for the
.pen file. The last command checks to
make sure the file made it to its new
location, as hoped. (On my version

of Docker, the cp command does not
seem to show errors if it fails to copy.)
If you see your file in the listing, it
worked and you can proceed.

Step 4
Now that you have copied the file
into your container, you can use your
trusty keytool command to add it to
your trusted certificates by adding
the certificate to the sites that Jenkins
trusts. This excellent command can
be used to import cer-

need to be inside the container (as per
Step 1). Incidentally, as noted, I am
entering this container as the root user
on purpose, which is required to run
keytool. Use the --user root \ option
when you are performing these steps,
before you complete the process and
need to switch from the jenkins user
(just delete that --user root \ line in
Listing 1to do so). Now, check where
the existing cacerts file is from inside
the container:

root@bféeecclb291é:/# find / -name cacerts
/usr/local/openjdk-8/jre/lib/security/2
cacerts

Found! The next step is updating the
local cacerts file and then copying it
into your persistent volume, having
made it readable by the jenkins user.
The keytool command refers to the
/tmp path from earlier (Listing 2).
After you enter your password (the
default appears to be - all lowercase -
changeit), look at the end of the out-
put where it asks whether you want
to trust the certificate. At this point,
you can type yes to proceed. You are
then offered the confirmation Certifi-
cate was added to keystore.

Now that you have updated the cac-
erts file in your container (so that it
survives reboots) and the container

tificates into the cacerts
file that Jenkins uses in
its keystore, and with

a single command you
will be asked to confirm

Certificate Viewer: cloudnativesecurity.cc
Details
Certificate Hierarchy

Builtin Object Tokern:USERTrust RSA Certification Authority

Sectigo R5A Domain Validation Secure Server CA

MIIF12CCBL+gAWIBAGIRAK7AUDASCAY106550X2 whether to trust the self- - liiaisiidiin :
signed certificate

that you have
just imported.
Before you do
that (as I dis-
covered after

much reading),

Certificate Fields

(¢ > ¢ |

Connection is secure
@ Your information (for EXalMpE passwords or

cradit

8 cloudnativesecurity.cc

cloudnativesecurity.cc
Certificate
Version

card numbers) is private when it is sent to cenal Number

this site. Lea

Certificate Signature Algorithm

Issuer

Certificate (Valid |ti the Java virtual validity
machine paths Not Before
Cookies (6 i . mint AFrar
e £ seem to differ .
. . Field Value
Q  Site settings in some Jenkins

lin
DevSecOps tooling, Clqg
and advanced Kuberne

versions, so you
need to know
precisely where
the file resides.
For this step, you

Figure 2: Click the padlock to view certificate
information.

Figure 3: Export the certificate.
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receiving the docker rm command,
copy it to your persistent volume and
make sure the jenkins user can read
from it correctly:

$ mkdir /var/jenkins_home/keystore

$ cp /usr/local/openjdk-8/jre/1ib/2
security/cacerts /var/jenkins_home/2
keystore/cacerts

$ choun /var/jenkins_home/keystore/cacerts

Step 5

Almost finished! You just need to en-
sure at startup that Jenkins is looking
in the correct place for the cacerts

file to which you have just added
your certificate. Add an environment
variable that points at your persistent
volume path, which the container will
use when spawned, by adding the line

--env "JENKINS OPT=2
-Djavax.net.ssl.trustStore=2
/var/jenkins_home/keystore/cacerts"”

to Listing 1. This step ensures that Jen-
kins is using the correct cacerts file.

Step 6

Restart Jenkins and ensure that
changes persist. Because the data is
now safe on the persistent volume,
stop and delete the older Jenkins con-
tainer with the commands

$ docker stop $(hash}
$ docker rm $(hash}

Having made the appropriate changes
to the Jenkins start-up script (remov-
ing the --user root line) and ensuring
the addition of the environment vari-
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cacerts -file /tmp/cloudnativesecurity.pen

#9: ObjectId: 2.5.29.14 Criticality=false
SubjectKeyIdentifier [
KeyIdentifier [

peeed: E2 B9 A7 59 Fé6 11 B4 68
0010: ER AB 17 Fé

]
]

Trust this certificate? [no]:

able for the path, you can now execute
your run_jenkins.sh script again to start
up your container once more.

Once you have patiently waited a
couple of minutes for the Ul to start up,
any plugins that interact with https://
cloudnativesecurity.cc should do so
without generating any errors. Rinse
and repeat for other online services to
which you need to connect.

The End

Having also tried the Skip Certificate
Check plugin [5] for Jenkins updates,
[ was relieved that adjusting the cac-
erts file worked. I tested a number of
apparent fixes, such as adding a /etc/
default/jenkins.xml file.

The benefits of getting this setup work-
ing is that, first, your Jenkins instance
is able to confirm that it is connecting
to the correct online service (and that
no imposters are involved). Second,
your traffic is transmitted in an en-
crypted format. I trust this will help
you, too, at some point in the future
when using Jenkins.

MANAGEMENT

Listing 2: Updating cacerts

root@bféécclb2916:/# keytool -import -alias CNS-cert -keystore /usr/local/openjdk-8/jre/lib/security/

3B 76 56 1F 29 5D CF 91 ...Y....;wW.)]..

Info

[1]1 Jenkins: [https://www.jenkins.io/]

[2] Setting up custom Jenkins Update Cen-
ter: [https://medium.com/@prabhas.
gupte/how-to-setup-custom-jenkins-
update-center-d4bd6d3772d5]

[3] Fixing certification error: [https://
stackoverflow.com/questions/24563694/
jenkins-unable-to-find-valid-certification-
path-to-requested-target-error-whil]

[4] LTS image Dockerfile: [https://
hub.docker.com/r/jenkins/jenkins/
tags?page=1&ordering=Ilast_updated]

[5] Skip Certificate Check plugin: [https://
plugins.jenkins.io/skip-certificate-check/]

[6] Binnie, Chris, and Rory McCune. Cloud
Native Security. Wiley, 2021, [https://
cloudnativesecurity.cc]

Author

Chris Binnie's new book, Cloud Native Security,
[6] teaches you how to minimize attack sur-
faces across all of the key components used in
modern cloud native infrastructure. Learn with
hands-on examples about container security,

DevSecOps tooling, advanced Kubernetes secu-

rity, and Cloud Security Posture Management.
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Unleashing accelerated speeds

with RAM drives

Playing

RAM Drive Acceleration

with Blocks

Enable and share performant block devices across a network of compute
nodes with the RapidDisk kernel RAM drive module. sy petros outoupis

Time is money, and sometimes that
means you need a faster way to process
data. Solid state drives (SSDs) and,
more specifically, non-volatile memory
express (NVMe) devices have helped
alleviate the burden of processing data
to and from a backing store. However,
at times, even SSD technology is not
quite fast enough, which is where the
RAM drive comes into the picture.
Typically, the RAM drive is used as
temporary storage for two reasons: Its
capacities tend to be lower (because
the technology is more expensive),
and more importantly, it is a volatile
technology; that is, if the system were
to lose power or go into an unstable
state, the contents of that RAM drive
would disappear. Depending on the
type of data being processed, the
reward can often outweigh the risks,
which is why the RAM drive can po-
tentially be the better option.

In this article, I rely on the Rapid-
Disk suite to create and manage RAM
drives. The RapidDisk software proj-
ect [1] provides an advanced set of
Linux kernel RAM drive and caching
modules with which you can dynami-
cally create and remove RAM drives

. Listing 1: Cloning RapidDisk

$ git clone https://github.com/pkoutoupis/rapiddisk.git
Cloning into 'rapiddisk'...

remote: Enumerating objects: 1566, done.

remote: Counting objects: 108% (241/241), done.

remote: Compressing objects: 106% (158/158), done.

remote: Total 1568 (delta 149), reused 156 (delta 82), pack-reused 1319
Receiving objects: 10@% (1560/1568), 762.11 KiB | 5.82 MiB/s, done.

Resolving deltas: 106% (949/949), done.

of any size or map them as a tempo-
rary read cache to slower devices.
The system used in this article is an
older system with limited memory
clocked at a slow speed. More modern
and faster systems with faster memory
will produce significantly different re-
sults than those found here. The dmide-
code command summarizes the con-
figuration and capabilities of memory
DIMMs and revealed that my system
has four DDR3 RAM devices of 2048MB
configured at speeds of 1333MTps
(mega transfers per second).

Playing with RAM Drives

To begin, you need to download and
build the RapidDisk suite from source
code by cloning the latest stable code
from the RapidDisk repository [2]
(Listing 1).

Next, change into the repository’s
root directory and build and install
both the kernel modules and user-
space utilities:

$ cd rapiddisk
$ make && sudo make install

Assuming that all libraries
and package dependencies
have been installed, both
the build and installation
should have completed
without failure. Now insert
the kernel modules:

$ sudo modprobe rapiddisk

$ sudo modprobe rapiddisk-cache
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At this point, if you invoke the
rapiddisk utility to list all RAM drive
targets, none should be listed:

$ sudo rapiddisk -1
rapiddisk 7.2.9
Copyright 20811 - 20821 Petros Koutoupis

Unable to locate any RapidDisk devices.

The amount of memory to use for
your RAM drive needs to be deter-
mined carefully. The rapiddisk mod-
ule allocates memory pages as they
are requested. In theory, you can cre-
ate a RAM drive that is much larger
than the amount of system memory,
but in good practice, this should
never be done. As a RAM drive con-
tinues to be filled with data, it will
eventually run out of free memory
pages to allocate, and it could poten-
tially panic the kernel, requiring a
reboot of the system. In this example,
the system has 8GB of total memory
and about 6.5GB of “free” memory
(Listing 2).

The following example creates a 1GB
RAM drive:

$ sudo rapiddisk -a 1624
rapiddisk 7.2.8
Copyright 20811 - 20821 Petros Koutoupis

Attached device rd@ of size 1824 Mbytes
As mentioned earlier, the RapidDisk
suite is designed to create and remove

RAM drives of any size dynamically.
For instance, if you want to create
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an additional 32MB RAM drive, you
would rerun the same command with
a different size (Listing 3). The out-
put from the second command veri-
fies that the RAM drives were created.
Just as easily as it was created, the
RAM drive can be removed:

$ sudo rapiddisk -d rdl
rapiddisk 7.2.8
Copyright 20811 - 2021 Petros Koutoupis

Detached device rdl

To compare the RAM drive with a local
12GDb Serial Attached SCSI (SAS) spin-
ning hard disk drive (HDD) connected
to a 6Gb Host Bus Adaptor (HBA),
write 1GB worth of sequential data in
1MB transfers to the HDD with dd:

$ sudo dd if=/dev/zero of=/dev/sdf 2
bs=1M count=1624

1824+@ records in

1824+@ records out

1873741824 bytes (1.1 GB, 1.8 GiB) 2
copied, 4.76685 s, 225 MB/s

The result, 225MBps throughput, is
not bad at all for an HDD. To com-
pare its performance with a memory-
backed volume, enter:

$ sudo dd if=/dev/zero of=/dev/rd@ 2
bs=1M count=1024

1824+@ records in

1624+8 records out

1073741824 bytes (1.1 GB, 1.8 GiB) 2
copied, 0.755754 s, 1.4 GB/s

Wow! The output shows 1.4GBps.
That is nearly six times the throughput

RAM Drive Acceleration

NUTS AND BOLTS

Listing 2: RAM Memory

$ free -m

total used free
Mem: 7951 202 6678
Swap: 40895 0 4095

shared buff/cache
1 1069

available
7479

of the HDD. On a more modern and
faster system, that number should and
would be higher: about 16 times the
throughput or more.

Random access I/0 is where the
memory device shines. Now, test your
performance with the fio performance
benchmarking utility by running a
random write test on the original HDD
with 4KB transfers (Listing 4). The
output shows 1.5MBps, which isn’t
fast at all. Now, run the same random
write test to the RAM drive (Listing 5).
Here, you can see an impressive 1GBps;
again, on a modern system that num-
ber would be much higher.

You will observe similar results with
random read operations (Listings

6 and 7). The HDD produces about
2.5MBps, whereas the RAM drive is
up to an impressive 1.2GBps.

NVMe over Fabrics Network

Sometimes it might be necessary to
export those performant volumes
across a network so that other com-
pute nodes can take advantage of the
high speed. In the following example,
I rely on the NVMe over Fabrics con-
cept and, more specifically, the NVMe
target modules provided by the Linux
kernel to export the RAM drive and,
in turn, import it to another server
where it will look and operate like a
local storage volume.

Most modern distributions will have
the NVMe target modules installed
and available for use. To insert the
NVMe and NVMe TCP target mod-
ules, enter:

$ sudo modprobe nvmet
$ sudo modprobe nvmet-tcp

The NVMe target directory tree will
need to be made available by the
kernel user configuration filesystem,
which will provide access to the
entire NVMe target configuration
environment. To begin, mount the
kernel user configuration filesystem
and verify that it has been mounted:

Listing 3: Adding RAM Drive of 32MB

$ sudo rapiddisk -a 32
rapiddisk 7.2.0
Copyright 2011 - 20821 Petros Koutoupis

Attached device rdl of size 32 Mbytes
$ sudo rapiddisk -1

rapiddisk 7.2.6

Copyright 2011 - 2621 Petros Koutoupis

List of RapidDisk device(s):

Size (KB):
Size (KB):

32768
1048576

RapidDisk Device 1: rdl
RapidDisk Device 2: rd@

List of RapidDisk-Cache mapping(s):

None

. Listing 4: HDD Random Write

$ sudo fio --bs=4k --ioengine=libaio --iodepth=32 --size=56@m --direct=1 --runtime=60 --filename=/dev/sdf --ru=randurite --numjobs=1 --name=test
test: (g=8): ru=randurite, bs=(R) 4896B-4896B, (W) 4896B-4896B, (T) 4896B-4896B, ioengine=1ibaio, iodepth=32

fio-3.16
Starting 1 process
Jobs: 1 (f=1):

[w(1)][100.0%][u=1733KiB/s][w=433 IOPS][eta 00m:00s]

test: (groupid=0, jobs=1): err= 8: pid=12944: Sat Jun 19 14:49:58 2621
write: IOPS=421, BW=1685KiB/s (1725kB/s)(98.9MiB/66118msec); @ zone resets

[ ... ]
Run status group @ (all jobs):

WRITE: bu=1685KiB/s (1725kB/s), 1685KiB/s-1685KiB/s (1725kB/s-1725kB/s), 10=98.9MiB (1@4MB), run=66118-68118msec

Disk stats (read/urite):

sdf: i0s=51/25253, merge=6/8, ticks=7/1913272, in_queue=1862556, util=99.96%
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$ sudo /bin/mount -t configfs none 2
/sys/kernel/config/

$ mount|grep configfs

configfs on /sys/kernel/config 2
type configfs (ru,relatime)

Now, create an NVMe target directory
for the RAM drive under the target
subsystem and change to that direc-
tory (which will host the NVMe target
volume plus its attributes):

$ sudo mkdir /sys/kernel/config/2
nvmet/subsystems/nvmet-rde

RAM Drive Acceleration

$ cd /sys/kernel/config/nvmet/2
subsystems/nvmet-rde

Because this is an example of general
usage, you do not necessarily care
about which initiators (i.e., hosts)
connect to the exported target:

$ echo 1 |sudo tee 2
-3 attr_allou_any_host > /dev/null

Next, create a namespace, change
into the directory, set the RAM
drive volume as the device for

the NVMe target, and enable the
namespace:

$ sudo mkdir namespaces/!
$ cd namespaces/1/
$ echo -n /dev/rd@ |sudo tee 2
-a device_path > /dev/null
$ echo 1|sudo tee -a enable > /dev/null

Now that you have defined the tar-
get block device, you need to switch
your focus and define the target (net-
work) port. To create a port directory
in the NVMe target tree, change into

. Listing 5: RAM Random Write

$ sudo fio --bs=4k --ioengine=libaio --iodepth=32 --size=580m --direct=1 --runtime=60 --filename=/dev/rdé --ru=randurite --numjobs=1 --name=test
test: (g=6): ru=randurite, bs=(R) 4896B-4096B, (W) 4896B-4896B, (T) 40896B-4896B, ioengine=1ibaio, iodepth=32

fio-3.16

Starting 1 process

test: (groupid=0, jobs=1): err= @: pid=12936: Sat Jun 19 14:48:48 2021
urite: IOPS=256k, BW=977MiB/s (1624MB/s)(506MiB/512msec); @ zone resets
[ ... ]
Run status group 8 (all jobs):
WRITE: bu=977MiB/s (1024MB/s), 977MiB/s-977MiB/s (1024MB/s-1024MB/s), i0=50@MiB (524MB), run=512-512msec

Disk stats (read/urite):
rdd: ios=6/@, merge=8/@, ticks=6/@, in_queue=8, util=0.00%

. Listing 6: HDD Random Read

$ sudo fio --bs=4k --ioengine=1ibaio --iodepth=32 --size=5808m --direct=1 --runtime=66 --filename=/dev/sdf --ru=randread --numjobs=1 --name=test
test: (g=06): ru=randread, bs=(R) 4896B-4896B, (W) 4696B-40896B, (T) 4896B-4896B, ioengine=libaio, iodepth=32
fio-3.16
Starting 1 process
Jobs: 1 (f=1): [r(1)][108.0%][r=2326KiB/s][r=588 I0PS][eta @6m:00s]
test: (groupid=0, jobs=1): err= @8: pid=12975: Sat Jun 19 14:51:27 2621

read: I0PS=622, BW=2488KiB/s (2548kB/s)(146MiB/68127nsec)

[...]

Run status group 8 (all jobs):

READ: bu=2488KiB/s (2548kB/s), 2488KiB/s-2488KiB/s (2548kB/s-2548kB/s), io=146MiB (153MB), run=68127-60127msec

Disk stats (read/urite):
sdf: i0s=37365/0, merge=6/8, ticks=1913563/8, in_queue=1838228, util=99.89%

|| Listing 7: RAM Random Read

$ sudo fio --bs=4k --ioengine=Tlibaio --iodepth=32 --size=58@8m --direct=1 --runtime=60 --filename=/dev/rdé --ru=randread --numjobs=1 --name=test
test: (g=06): ru=randread, bs=(R) 4896B-4896B, (W) 48696B-4096B, (T) 4896B-4896B, ioengine=libaio, iodepth=32

fio-3.16

Starting 1 process

test: (groupid=8, jobs=1): err= @: pid=12967: Sat Jun 19 14:50:18 2021
read: IOPS=367k, BW=1199MiB/s (1257MB/s)(568MiB/417msec)
Looo |
Run status group 8 (all jobs):
READ: bu=1199MiB/s (1257MB/s), 1199MiB/s-1199MiB/s (1257MB/s-1257MB/s), i0=506MiB (524MB), run=417-417msec

Disk stats (read/urite):
rdd: ios=6/@, merge=8/@, ticks=6/@, in_queue=8, util=0.00%
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that directory, and set the local IP
address from which the export will
be visible, enter:

$ sudo mkdir /sys/kernel/config/nvmet/2
ports/1

$ cd /sys/kernel/config/nvmet/ports/1

$ echo 10.0.0.185 |sudo tee 2
-3 addr_traddr > /dev/null

(The IP address in the last command
will need to reflect your server config-
uration.) Now, set the transport type,
port number, and protocol version:

$ echo tcp|sudo tee 2

-a addr_trtype > /dev/null
$ echo 44206|sudo tee 2

-3 addr_trsvcid > /dev/null
$ echo ipvé4|sudo tee 2

-3 addr_adrfam > /dev/null

Note that for any of this to work,
both the target and initiator will need
port 4420 to be open in its input/out-
put firewall rules.

To tell the NVMe target tree that the
port just created will export the block
device defined in the subsystem sec-
tion above, the commands

$ sudo In -s /sys/kernel/config/nvmet/2
subsystems/nvmet-rd@/ /sys/kernel/2
config/nvmet/ports/1/subsystems/2
nvmet-rde

$ dmesg |grep "nvmet tcp"

[14798.568843] nvmet_tcp: 2
enabling port ! (106.8.0.185:4428)

link the target subsystem to the target
port and verify the export.

Importing to a Remote
Server

To use the RAM drive as if it were a
locally attached device, move onto a
secondary server (i.e., the server that
will connect to the exported target).

$ sudo nvme list

RAM Drive Acceleration

Because most modern distributions
will have the proper NVMe modules
installed and available for use, load the
initiator or host-side kernel modules:

$ sudo modprobe nvme
$ sudo modprobe nvme-tcp

Again, for any of this to work, both
the target and initiator will need to
have port 4420 open in its input/out-
put firewall rules.

Use the nvme command-line utility [3]
to discover the NVMe target exported
by the target server (Listing 8), con-
nect to the target server, and import
the NVMe device(s) it is exporting (in
this case, you should see just the one),

$ sudo nvme connect -t tcp -n nvmet-rdé 2
-3 10.0.0.185 -5 4428

and verify that the NVMe subsystem
sees the NVMe target (Listing 9).
You will notice that the RAM drive
is enumerated as the second NVMe
drive in the list (i.e., /dev/nvmelni).
Now, verify that the volume is listed
in the local device listing:

$ cat /proc/partitions |grep nvme
259 0 244198584 nvmednl
259 1 244197543 nvme@nlpl
259 3 1048576 nvmelnl

You are now able to read from and
write to /dev/nvmelnl as if the RAM
drive were a locally attached device:

$ sudo dd if=/dev/zero of=/dev/nvmelnl 2
bs=1M count=10824

18624+8 records in

1624+8 records out

1873741824 bytes (1.1 GB, 1.8 GiB) 2
copied, 0.868222 s, 1.2 GB/s

Finally, type

$ sudo nvme disconnect -d /dev/nvmelnl

NUTS AND BOLTS

Listing 8: Discover the NVMe Target

$ sudo nvme discover -t tcp -a 10.08.0.185 -5 4420
Discovery Log Number of Records 1, Generation counter 2
trtype: tcp

adrfam: ipvé
subtype: nvme subsystenm

treq: not specified, sq flow control disable
supported

portid: 1

trsvcid: 4420

subngn: nvmet-rde

traddr: 10.6.0.185

sectype: none

which will disconnect the NVMe
target volume.

Conclusion

At times, it might be necessary to
process data at high speeds, and some-
times you can get away with using
volatile memory as your backing store.
In this article, I looked at the Rapid-
Disk kernel RAM drive module, which
not only enables performant block de-
vices, but also makes them shareable
across a network of compute nodes. =

Info

[1]1 RapidDisk project: [https://github.com/
pkoutoupis/rapiddisk/wikil

[2] RapidDisk on GitHub: [https://github.com/
pkoutoupis/rapiddisk]

[31 nvme: [https://manpages.debian.org/
testing/nvme-cli/nvme.l.en.html]
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its Lustre High Performance File System division.
He is also the creator and maintainer of the
RapidDisk Project (www.rapiddisk.org). Kout-
oupis has worked in the data storage industry for
well over a decade and has helped pioneer the
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. Listing 9: Verify the NVMe Target Is Seen

Node SN Model Namespace Usage Format FW Rev
/dev/nvme@n] S3ESNXBJA48875E Samsung SSD 968 EVO 250GB 1 22.41 GB / 25@8.66 GB 512 B+ @B 2B7QCXE7
/dev/nvmeln] 87b4753784e26¢18 Linux 1 1.67 GB / 1.87 GB 512 B+ @B 5.4.8-74
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Improving performance with

environment variables

Trick or
No Trick

By using the LD_PRELOAD environment variable, you
can improve performance without making changes to

applications. sy JeffLayton

A topic that system administrators
learn as they gain experience is called
the “LD_PRELOAD Trick.” This trick
can help fix misbehaving applications,
upgrade applications, and even improve
application performance. Of course, it is
not really a trick, just the use of a fea-
ture in *nix operating systems.

Have you ever installed an application
on Linux and tried to run it only to be
told the application can’t be found?
To debug the issue, probably the

first thing to check is your PATH [1],
which is “an environment variable ...
that tells the shell which directories to
search for executable files.” In short,
the path tells Linux where to look for
applications. If the application is not
in the path, then Linux “thinks” it
does not exist.

Fortunately, environment variables
in Linux can be changed. If Linux
cannot find an application, you can
change the environment variable,
edit the environment variable, or add
to the environment variable. Linux
uses other environment variables

for defining other aspects of the
operating system beyond the loca-
tion of executables. Many times, ap-
plications define and use their own
environment variables. Users can
even define their own environment
variables.
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In addition to PATH, which helps
locate applications, the LD_LIBRARY_
PATH environment variable tells
Linux where to search for the shared
libraries used by applications, which
allows you to control which libraries
are “available.” Like PATH, this vari-
able can be changed, and each shell
can have its own value.

The variable can be useful when de-
bugging a new library because you
can simply change LD_LIBRARY_
PATH to the new library, test it, and
then change it back. You can also use
it when upgrading libraries. If there
is little or no change to the APIs in
the new library, then a simple change
to LD_LIBRARY_PATH allows you to
use the new library without changing
anything else.

A third environment variable that
also works with libraries, and is at
the heart of the “trick,” is LD_PRE-
LOAD, an environment variable that
contains a delimited list of shared
objects (libraries) [2] that are loaded
before all others. This variable al-
lows you to have more control over
the order that libraries are found

by the application than just LD_LI-
BRARY_PATH.

LD_PRELOAD can be a great help

in debugging because you can set it
to a new library without changing

LD_LIBRARY_PATH. After debug-
ging, just set LD_PRELOAD to its
previous value.

Perhaps the greatest strength of
LD_PRELOAD is that you can easily
substitute a new library for an exist-
ing one, allowing you to upgrade a
library in an attempt to get better per-
formance. Inserting a library before
another for whatever purpose you
have in mind is the so-called LD_PRE-
LOAD trick.

One use I’ve seen of LD_PRELOAD
is to load a library that intercepts
calls to a normal library. The “inter-
cept library” uses the same symbols
(functions) as the usual library so
that it will intercept any function
calls from the application that were
intended for that library. This in-
tercept library can then be used to
gather telemetry information from
the calling application, perhaps
writing it to a file. The intercept
library then calls the intended func-
tions in the usual library. With
LD_PRELOAD, you can load the
intercept library before the usual li-
brary without having to change it or
the application.

A classic use case for an intercept
library is for gathering telemetry
(information) about I/O functions.
With LD_PRELOAD, the intercept
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Listing 1: Single-Precision Square Matrix Multiply

# Example SGEMM

for N = [2, 4, 8, 16, 32, 64, 128, 256, 512, 1024, 2048, 4896, 8192]

A = single( rand(N,N) );
B = single( rand(N,N) );

start = clock();
C = A*B;

elapsedTime = etime(clock(), start);

gFlops = 2*N*N*N / (elapsedTime * le+9);

disp(sprintf("N = %4d, elapsed Time = %9.6f, GFlops = %9.6f ", .

N, elapsedTime, gFlops) );

endfor

Preload Trick NUTS AND BOLTS .

Qo DO
] I

endfor

Listing 2: Double-Precision Square Matrix Multiply

# Example DGEMM
for N = [2, 4, 8, 16, 32, 64, 128, 256, 512, 1024, 2048, 4896, 8192]

double( rand(N,N) );
double( rand(N,N) );

start = clock();
C = R*B;
elapsedTime = etime(clock(), start);

gFlops = 2*N*N*N / (elapsedTime * le+9);

disp(sprintf ("N = %4d, elapsed Time = %9.6f, GFlops = %9.6f ", ...

N, elapsedTime, gFlops) );

library intercepts I/0O function calls
such as open(), close(), read(), and
write() to gather information and
then passes the function calls to the
intended I/0 library. The intercept li-
brary uses the same function names,
but rather than rewrite the I/0 func-
tionality for these functions, the new
library typically gathers information,
writes it to a file, and then calls the
normal library to perform the I/0
functions. Although this example is
a classic use case of LD_PRELOAD,
it is not the only use case. The next
section presents another use of
LD_PRELOAD resulting in increased
performance.

Octave

Probably one of the best examples I
know for the use of the LD_PRELOAD
trick is to push basic linear algebra
subprogram (BLAS) [3] computations
from a CPU onto an NVidia GPU. I
will illustrate this with an example
from Octave [4], a mathematics tool
similar to Matlab [5].

To demonstrate the process, I'll use
two Octave scripts: The first does a
simple square matrix multiply in sin-
gle precision for various matrix sizes
(Listing 1). The second script (Listing
2) is the same as Listing 1, but uses
double precision.

To begin, I'll run these scripts on a
test system with the default BLAS
library that comes with Octave; then,
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I can use the LD_PRELOAD trick to
have Octave call a different BLAS
library, resulting in different, conceiv-
ably better, performance.

The test system is my Linux laptop
(see Table 1 for specifications). The
laptop runs Ubuntu 20.04 with the
455.45.01 NVidia driver, and CUDA
11.2. Octave 5.2.0 was used for the
tests. All software was installed from
the Apt repository for the specific dis-
tribution version.

The two scripts were run several
times (> 15) for each case to get a
feel for the performance; then, they
were run for the results presented in
this article.

Default BLAS Library

By default, Octave uses a multi-
threaded BLAS library. Specifically,
Octave used the BLAS library lo-
cated at /11b/x86_64-1inux-gnu/1ib-
blas.so.3. The two scripts, one for
single precision and one for double
precision, were run under the de-
fault BLAS library. The straightfor-
ward command to run the single-
precision code with all cores (the
default) is:

$ octave-cli ./sgemm.m

To run with a single core, you modify
the command slightly:

$ OMP_NUM_THREADS=1 octave-cli ./sgemm.m

The results for running the two scripts
are presented in Table 2 (where
GFLOPS is a billion floating-point op-
erations per second). First, they are run
on a single core, and then on all cores.
A fair amount of variability is evident
for N=256 and N=512, which is also
true for all subsequent CPU results.

OpenBLAS

One of the most popular BLAS librar-
ies is OpenBLAS [8], which you can

Table 1: Test System Specs

CPU: Intel Core i5-10300H CPU [6] @2.50GHz
Processor base frequency 2.5GHz

Max turbo frequency 4.5GHz
Cache 8MB

Four cores (eight with hyper-threading)
45W TDP

8GB DDR4-2933 memory

Maximum of two memory channels
Memory bandwidth 45.8GBps
NVidia GeForce 1650 GPU [7]
Architecture: Turing (TUNT7)
Memory 4GB GDDR5

Memory speed 8bps

Memory bandwidth 128GBps
Memory bus 8-bit

L2 cache 1MB

TDP 75W

Base clock 1,485GHz

Boost clock 1,665MHz

896 CUDA cores
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Table 2: Octave Results with Default BLAS Library

Single-Precision, One Core

Double-Precision, One Core

Single-Precision, All Cores

Double-Precision, All Cores

2 0.000702 0.000023 0.000427 0.000037 0.000961 0.000017 0.000137 0.000117
4 0.000069 0.001864 0.000076 0.001678 0.000099 0.001291 0.00092 0.001398
8 0.000069 0.014913 0.000061 0.016777 0.000092 0.011185 0.000084 0.012202
16 0.000061 0.134218 0.000061 0.134218 0.000092 0.089478 0.000084 0.097613
32 0.000076 0.858993 0.000076 0.858993 0.000099 0.660764 0.000107 0.613567
64 0.000099 5.286114 0.000145 3.616815 0.000153 3.435974 0.000206 2.545166
128 0.000313 13.408678 0.000587 1139686 0.000565 1.429133 0.000473 8.867029
256 0.001785 18.795071 0.003654 9.181725 0.000542 61.944317 0.001144 29.32031
512 0.013779 19.481934 0.027763 9.668693 0.0047 57.117487 0.022438 11.963404
1,024 0.100395 21.390301 0.215065 9.985277 0.02961 72.526405 0.055252 38.867022
2,048 0.776039 22.137891 1.612694 10.652902 0.199173 86.256026 0.455025 37.755903
4,096 5.855209 23.472936 12.275261 11196418 1.575951 87.21019 3.468651 39.623174
1 8,192 39.343849 27946214 102.974144 10.677551 12.247917 89.771315 26.561623 41.394746
use with the PRELOAD trick instead NVBLAS Before using NVBLAS, you have to

of the default BLAS library. The com-
mand to run the single-precision
script is:

$ OMP_NUM_THRERDS=1 2
LD_PRELOAD=/usr/1ib/x86_64-1inux-gnu/2
libopenblas.so0.8 octave-cli ./sgemm.m

Table 3 contains the results. Note
that the OpenBLAS library is installed
from the Apt repository for this distri-
bution and version. Likely, one built
on the system could produce better
results.

NVidia has several libraries you can
use when writing programs. Some of
these libraries are standard conforming
libraries, such as cuBLAS [9]. NVidia
has taken cuBLAS and used it as part
of a “drop-in” replacement BLAS li-
brary, NVBLAS, that provides BLAS
level 3 routines [10]. NVBLAS uses
cuBLAS, both of which are included as
part of CUDA [11]; simply follow the
directions for downloading and install-
ing CUDA. For this article, I used the
cuBLAS and NVBLAS that came with
the NVidia HPC SDK, version 21.3.

Table 3: Octave Results with OpenBLAS Library

Single-Precision, One Core

Double-Precision, One Core

Single-Precision, All Cores

configure it. From the NVBLAS docu-
mentation [12], “It must be config-
ured through an ASCII text file that
describes how many and which GPUs
can participate in the intercepted
BLAS calls.” To use NVBLAS, create
the file nvblas.conf in the directory
in which you are running the scripts.
For the example in this article, the
contents of the file I used were:

# This is the configuration 2
file to use NVBLAS Library
NVBLAS_LOGFILE nvblas.log

Double-Precision, All Cores

2 0.00014 0.00014 0.00014 0.00014 0.001022 0.000016 0.000711 0.000021
4 0.000076  0.001678 0.000076 0.001678 0.000099 0.001291 0.000061 0.002097
8 0.000061  0.016777 0.000061 0.016777 0.000092 0.011185 0.000061 0.016777
16 0.000061  0.134218 0.000069 0.119305 0.000084 0.097613 0.000076 0.107374
32 0.000061  1.073742 0.000076 0.858993 0.000092 0.715828 0.000076 0.858993
j 64 0.000099  5.286114 0.000137 3.817749 0.000145 3.616815 0.000137 3.817749
128 0.000313  13.408678 0.000572 1.330078 0.000381 10.995116 0.000656 6.392509
| 256 0.001808  18.557158 0.003624 9.259045 0.000519 64.677155 0.001144 29.32031
512 0.013237 20.279177 0.026962 9.955963 0.004074 65.888337 0.008163 32.882591
11,024 0.101677 21.120656 0.20388 10.533061 0.035118 61150332 0.052483 40.918008
2,048 0.774956  22.168839 1.59137 10.79565 0.201546 85.240558 0.410416 41.859683
4,096 5.741043 23.939718 11.007278 12.486188 1.558258 88.20038 3.523735 39.003711
8,192 39.33165 27954882 84.512154 13.010101 12.305489 89.351318 26.867691 40.92319
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x86_64-1inux-gnu/libopenblas.so.6
NVBLAS_GPU_LIST 8
NVBLAS_AUTOPIN_MEM_ENABLED

The first line of the file defines the
logfile where NVBLAS writes any log
information. The next line defines the
CPU-only BLAS library for cases in
which there is no GPU routine. The
code defaults to running on the CPU
and falls through to the CPU BLAS
library, which the NVBLAS_CPU_
BLAS_LIB variable specifies for NVB-
LAS. In this case, I chose to use the
OpenBLAS library.

The third line lists the GPU devices
that should be used. The numbering
begins with 8. In this case, the laptop
only has one NVidia GPU, so only
one is listed. You can also use the
keyword ALL to define all the GPUs in
the system. The last line is something
[ used from an article about NVBLAS
with Octave [13]. After configuring
nvblas.conf, you have to take two
steps to run Octave. The first step is
to export the NVBLAS_CONFIG_FILE
environment variable that points to
the location of the nvblas.conf file:

export NVBLAS_CONFIG_FILE=$HOME/2
PROJECTS/OCTAVE/nvblas.conf

This environment variable just points

to the ASCII configuration file you
created. The second step is the run
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PRELOAD trick to load NVBLAS first:

LD_PRELOAD=/opt/nvidia/hpc_sdk/2
Linux_x86_64/21.3/math_libs/11.2/2
targets/x86_64-1inux/1ib/2
libnvblas.so.11.4.1.1826 octave-cli ./2
sgemm.m

The command begins by defining
LD_PRELOAD, pointing to the NVB-
LAS library, which is then followed
by the command that runs Octave
(octave-cli). To run the script, you
can simply concatenate the two com-
mands together (I tend to write a one-
line Bash script for this). The results
for the single- and double-precision
scripts are shown in Table 4.

The strange “blurp” in the results for
N =512 I cannot explain, but it hap-
pens very frequently. Notice the strange
results at N=256 and N=>512 that also
happened when using the CPU.

For the CPU results, the double-preci-
sion results are about half the single-
precision results, which is expected.
However, the GPU double-precision
performance is less than half of the
single-precision results, because the
GPU used (the GeForce 1650) is a
consumer-grade GPU with the focus
primarily on 32-bit performance.
However, as you can tell, it can run
double-precision code, just not as
well as the data center GPUs that fo-
cus on 64-bit performance.

Table 4: Octave Results with the NVBLAS Library Summary
Single-Precision, GPU Double-Precision, GPU The PRELOAD trick is something of a
rite of passage for new system admin-
2 0.001167 0.000014 0.001007 0.000016 istrators. When they find out about
4 0.000076 0.001678 0.000069 0.001864 the trick, it is a revelation because
8 0.000061 0.016777 0.000061 0.016777 of how flexible it can be. Soon, it is
16 0.000061 0.134218 0.000069 0.119305 no longer a trick but a part of what
32 0.000076 0.858993 0.000076 0.858993 the admin uses every day. I hope the
| simple example of LD_PRELOAD in
64 0.000099 5.286114 0.000145 3.616815 this article with GPUs for computa.
128 0.000542 7.74304 0.000603 6.958934 tion and without any code changes
| 256 0.000549 61.083979 0.001152 29.126136 illustrates its utility.
512 0.016685 16.087962 0.012955 20.721067 If you knew of this trick but have for-
1,024 0.008904 241195353 0.039238 54.72975 gotten it, or if you are just learning it,
2,048 0.01741 986.765913 0.250496 68.583432 L hope this article proved useful. =
| 4,096 0.093765 1465.776933 1500099 91.619911
| 8,192 0.643051 1709.835418 12.03125 91.387979 Info
[11  PATH: [http://www.linfo.org/path_env_
NVBLAS CPU BLAS LIB /usr/1ib/2 command itself, which uses the LD_ var.html]

[2] Shared objects: [https://man7.org/linux/
man-pages/man8/Id.so.8.html]

[3]1 BLAS: [https://en.wikipedia.org/wiki/
Basic_Linear_Algebra_Subprograms]

[4] Octave: [https://www.gnu.org/software/
octave/index]

[5]1 Matlab: [https://www.mathworks.com/]

[6] i5-103000H CPU: [https://ark.intel.
com/content/www/us/en/ark/products/
201839/intel-core-i5-10300h-processor-
8m-cache-up-to-4-50-ghz.html]

[7]1 NvVidia GeForce 1650 GPU:
[https://www.nvidia.com/en-us/geforce/
graphics-cards/qtx-1650/]

[8] OpenBLAS: [https://en.wikipedia.org/
wiki/OpenBLAS]

[9]1 cuBLAS:
[https://developer.nvidia.com/cublas]

[10]1 BLAS Level 3 routines: [https://docs.
nvidia.com/cuda/nvblas/index.html]

[11]1 CUDA: [https://developer.nvidia.com/
cuda-toolkit]

[12] NVBLAS documention:
[https://docs.nvidia.com/cuda/nvblas/
index.html#configuration-file]

[13] NVBLAS with Octave:
[https://developer.nvidia.com/blog/
drop-in-acceleration-gnu-octave/]
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Every now and then, you find yourself in a situation where you expect better performance from your data
storage drives. Either they once performed very well and one day just stopped, or they came straight out of the
box underperforming. We explore a few of the reasons why this might happen. sy petros koutoupis

- Listing 1: sg_logs

$ sudo sg_logs /dev/sdc
SERGATE  ST146008NMeeel Keel
Supported log pages [0x8]:

0x00 Supported log pages [sp]

0x62 Write error [uwe]

0x03 Read error [re]

0x05 Verify error [ve]

0x06 Non medium [nm]

0x08 Format status [fs]

gxad Temperature [temp]

0x0e Start-stop cycle counter [sscc]
exof Application client [ac]

0x10 Self test results [str]

0x15 Background scan results [bsr]
Bx18 Protocol specific port [psp]
Ox1a Power condition transitions [pct]
ox2f Informational exceptions [ie]
0x37 Cache (seagate) [c_se]

0x38

0x3e Factory (seagate) [f se]

. Listing 2: Log Page for Write Errors

$ sudo sq_logs -p @x2 /dev/sdc
SEAGATE ~ ST140060NM006A1 Kea1
Hrite error counter page [6x2]
Errors corrected with possible delays = @
Total reurites or rereads = 8
Total errors corrected = @

Total times correction algorithm processed = @

Total bytes processed = 3951508537856
Total uncorrected errors = 9
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Sometimes, the easiest and quickest
way to determine the root cause of a
slow drive is to check its local logging
data. The method by which this log
data is stored will differ by the drive
type, but in the end, the results are
generally the same. For instance, a
SCSI-based drive such as a Serial At-
tached SCSI (SAS) drive collects drive
log data and general metrics in some-
thing called the SCSI log pages (plu-
ral because each page separates the
collected data into its respective cat-
egory). The easiest way to access this
data is by using the sg3_utils package
available for Linux. To find out what
categories the drive supports, execute
the sg_logs binary with the SAS drive
or SCSI generic identifier in which
you are interested (Listing 1).

As you can see, you can observe data
for write, read, and drive temperature
errors, and more. To specify a specific
page, you will need to use the -p pa-
rameter followed by the page number.
For instance, look at the log page for
write errors (i.e., 0x2; Listing 2).
Seemingly, this drive does not have
any write errors (corrected and uncor-
rected by the drive firmware), so it
looks to be in good shape. Typically,

if you see errors, especially of the
uncorrected type, the printout will
include failing logical block addresses
(LBAs). If the failed LBA regions (i.e.,
sectors) were listed under the read
error category, it would likely be in a
pending reallocation state (waiting for
a future write to the same address).

A sector pending reallocation is a
sector that is unable to be read from
or written to and must be reallocated
elsewhere on the disk drive. This real-
location will only happen on the next
write operation to that failed sector, if
the drive has spare sectors it can use
to relocate the data. A failing sector
or a sector pending reallocation by
the drive’s firmware will affect overall
drive performance, and if enough of
it occurs, it would be highly recom-
mended to replace the drive as soon
as possible.

Another thing that needs to be under-
stood is that if a log page starts to list
a significant count of corrected read
or write errors, chances are that the
disk drive’s surrounding environment
may be at fault. For instance, vibra-
tion will often cause a disk drive’s
head to misread or miswrite a length
of sectors on a drive track, which
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results in the firmware tak-
ing action to correct it. This
process alone will introduce
unwanted I/0 latencies (re-
ducing performance to the
drive).

If you’d like to list all of the
log pages at once, use the
-a parameter (Listing 3).
(Warning: You will get a lot
of information.)

Other tools exist to extract
similar and sometimes

the same amount of data
from a SAS drive (e.g.,
smartctl). If a drive sup-
ports the industry standard
Self-Monitoring, Analysis
and Reporting Technology
(S.M.A.R.T.), you can use
the smartmontools package
and, again, more specifi-
cally, the smartctl binary
(Listing 4).

The smartmontools pack-
age is most beneficial for
Serial ATA (SATA) drives,
because most SATA drives
tend to support the feature
out of the box. Note that
the S.M.A.R.T. output,
such as the type of data
and the way it is format-
ted, will differ on SATA
drives from its SAS coun-
terpart (Listing 5).

For the most part, the in-
formation is generally the
same. For instance, when
you look at the drive attri-
butes category, attribute 197
or Current_Pending_Sector
is the same sector pending

$ sudo sg_logs -a /dev/sdc

SEAGATE

Supported log pages

0x00
0x02
0x03
0x05
0x06
0x08
oxed
0x0e
0xef
ox10
0x15
0x18
Oxla
oxef
0x37
0x38
8x3e

Write error counter page

ST14666NMB001 Kool

[0x0]:

Supported log pages [sp]

Write error [uwe]

Read error [re]

Verify error [ve]

Non medium [nm]

Format status [fs]

Temperature [temp]

Start-stop cycle counter [sscc]
Application client [ac]

Self test results [str]
Background scan results [bsr]
Protocol specific port [psp]
Pouer condition transitions [pct]
Informational exceptions [ie]
Cache (seagate) [c_se]

Factory (seagate) [f_se]

[8x2]

Errors corrected with possible delays =

Total reurites or rereads = @

Total errors corrected = @

Total times correction algorithm processed = @
Total bytes processed = 3951580537856

Total uncorrected errors = @

Reserved
Reserved
Reserved
Reserved
Reserved
Reserved
Reserved
Reserved
Reserved
Reserved
Reserved
Reserved
Reserved
Reserved
Reserved
Reserved

or
or
or
or
or
or
or
or
or
or
or
or
or
or
or
or

vendor specific [
vendor specific [
vendor specific [
vendor specific [
vendor specific [
vendor specific [
vendor specific [
vendor specific [0xf807] =
vendor specific [
vendor specific [
vendor specific [
vendor specific [
vendor specific [
vendor specific [
vendor specific [
vendor specific [

oxf8e8] =
oxf8e1] =
oxf882] =
oxf803] =
oxf8e4] =
oxf8e5] =
oxf886] =

oxf810] =
oxf8ll] =
oxf812] =
oxf813] =
oxf814] =
oxf815] =
oxf816] =
oxf817] =

O O O O O O O O OO OO0 O oo o
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. Listing 3: List All Log Pages

Reserved or vendor specific [Bxf8208] =

Read error counter page [0x3]
Errors corrected without substantial delay
Errors corrected with possible delays =
Total reurites or rereads = @

I
o

Total errors corrected = 0

[}
o

Total times correction algorithm processed
Total bytes processed = 358018084845656
Total uncorrected errors = @

Verify error counter page [0x5]
Errors corrected without substantial delay
Errors corrected with possible delays =
Total reurites or rereads = @

I
o

Total errors corrected = 0

[}
(e o]

Total times correction algorithm processed
Total bytes processed = @
Total uncorrected errors = @

Non-medium error page [0x6]
Non-medium error count = 0

[8x8]
<not available>

Format status page
Format data out:
Groun defects during certification <not available>
Total blocks reassigned during format <not available>
Total new blocks reassigned <not available>
Pouwer on minutes since format <not available>

Temperature page [0xd]
Current temperature = 28 C
Reference temperature = 668 C

Start-stop cycle counter page [6xe]
Date of manufacture, year: 2019, ueek: 26
Accounting date, year: , Week:
Specified cycle count over device lifetime = 50000
Accumulated start-stop cycles = 498
Specified load-unload count over device lifetime = 600000
Accumulated Toad-unload cycles = 553

. Listing 4: smartctl on SAS Drive

| $ sudo smartct] -a /dev/sdc
smartct] 7.1 2019-12-36 r5822 [x86 64-1inux-5.4.8-66-generic] (local build)
Copyright (C) 28@2-19, Bruce Allen, Christian Franke, wwu.smartmontools.org

=== START OF INFORMATION SECTION ===

Vendor: SEAGATE
Product: ST140060NME001
Revision: Kool
Compliance: SPC-5

User Capacity:

Logical block size:

7,000,259,821,568 bytes [7.06 TB]
4896 bytes

LU is fully provisioned

Rotation Rate:

Form Factor:
Logical Unit id:
Serial number:
Device type:
Transport protocol:
Local Time is:
SMART support is:
SMART support is:

Temperature Warning:

7260 rpm

3.5 inches
8x6000c508a7b3ceech0000000000000000
ZKL0BCYGABABGI250206A

disk

SAS (SPL-3)

Sun Mar 21 15:00:00 2621 UTC

Available - device has SMART capability.
Enabled

Disabled or Not Supported
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. Listing 4: smartctl on SAS Drive (continued)

=== START OF READ SMART DATA SECTION ===
SMART Health Status: 0K

Groun defects during certification <not available>
Total blocks reassigned during format <not available>
Total new blocks reassigned <not available>

Pouer on minutes since format <not available>

Current Drive Temperature: 28 C

Drive Trip Temperature: 66 C

Manufactured in week 26 of year 2019
Specified cycle count over device lifetime:
Accumulated start-stop cycles: 498
Specified load-unload count over device lifetime:
Accumulated load-unload cycles: 553

Elements in groun defect list: 8

50000

600000

Vendor (Seagate Cache) information
Blocks sent to initiator = 158743545

Blocks received from initiator = 964465354
Blocks read from cache and sent to initiator = 1814086851

Number of read and urite commands whose size <= segment size = 8318611

Number of read and urite commands whose size > segment size = 12
Vendor (Seagate/Hitachi) factory information
number of hours pouered up = 264.67

number of minutes until next internal SMART test = 48

Error counter log:

Errors Corrected by Total Correction Gigabytes
ECC rereads/  errors algorithm processed
fast | delayed reurites corrected invocations [10%9 bytes]
read: 0 0 0 0 0 35801.865
write: 0 0 0 0 0 3951.501
Non-medium error count: 0

No Self-tests have been logged

reallocation discussed earlier. Again,
you can gather drive temperature in-
formation, lifetime hours, and more.

How About CPU and Drive
Utilization?

Now you have checked all your
drives, but for some reason, they are
still not performing as expected. The
next step should be to determine
whether drive utilization is too high
or the CPU is too busy and is having
a difficult time keeping up with I/

O requests. The sysstat package pro-
vides a nice little utility called iostat
that gathers both sets of data. In the
example in Listing 6, iostat is show-
ing an extended set of metrics and
the CPU utilization at two-second
intervals.

The first interval should probably be
ignored because iostat has no real
data with which to compare (i.e., no
initial state), so the numbers look a
bit off. Once the utility stabilizes by
the second interval, you will see a
more accurate picture of your disk
drive and what it reports with reads
per second (r/s), writes per second
(u/s), average 1/0O waiting to com-
plete in reads (r_await) and writes
(u_await), a calculation of how much
of the drive is in use (%util), and
more. The higher the %uti1 number,
the busier the drive is likely to be
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completing I/0 requests. If that num-
ber is high, you might need to con-

. Listing 5: smartctl on SATA Drive

$ sudo smartctl -a /dev/sda
smartctl 7.1 2619-12-38 r5@822 [x86 64-1inux-5.4.08-66-generic] (local build)
Copyright (C) 2062-19, Bruce Allen, Christian Franke, wuw.smartmontools.org

=== START OF INFORMATION SECTION ===

Model Family: Seagate Constellation ES (SATA 6Gb/s)
Device Model: ST500NMOB11
Serial Number: ZIMI1WAY

LU WKWN Device Id: 5 000c50 04edch79a

Add. Product Id: DELL(tm)

Firmware Version: PAGS8

User Capacity: 500,107,862,016 bytes [506 GB]

Sector Size: 512 bytes logical/physical

Rotation Rate: 7200 rpn

Form Factor: 3.5 inches

Device is: In smartct] database [for details use: -P shou]
ATA Version is:  ATA8-ACS T13/1699-D revision 4

SATA Version is: SATA 3.8, 3.8 Gb/s (current: 3.8 Gb/s)
Local Time is: Sun Mar 21 15:00:38 20821 UTC

SMART support is: Available - device has SMART capability.
SMART support is: Enabled

=== START OF READ SMART DATA SECTION ===
SMART overall-health self-assessment test result: PASSED

General SMART Values:

0ffline data collection status: (0x82) 0ffline data collection activity
was completed without error.
Auto Offline Data Collection: Enabled.

Self-test execution status: ( o) The previous self-test routine completed
without error or no self-test has ever
been run.

Total time to complete Offline

data collection: ( 609) seconds.

0ffline data collection
capabilities: (@x7b) SMART execute Offline immediate.
Auto Offline data collection on/off support.
Suspend Offline collection upon neu

command.

0ffline surface scan supported.

Self-test supported.

sider methods either to throttle the
amount of I/O sent to the drive or find
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ways to balance the same I/O across
multiple drives (e.g., in a RAIDO, 5,
or 6 configuration).

Also, notice the average CPU metrics
at the top of each interval. Here, you
will find a breakdown of how much
of the collected CPU is busy perform-
ing tasks, waiting on completion of
tasks (¥iowait), idling, and so on. The
less idle in the system, the more af-
fected your drive performance.

You can view a real-time breakdown
of these CPU cores with the top util-
ity. After opening the top application
at the command line, press the 1 key
(Listing 7).

Enough Free Memory?

If the CPU is not the problem and the
drives are being underutilized, do
you have a constraint on memory re-
sources? The easiest and quickest way
to check is with free (Listing 8).

The free utility dumps the amount

of total, used, and free memory on
the system, but it will also show

how much of it is used as a buffer

or temporary cache (buff/cache)

and how much of it is available and
reclaimable (available). The output

is in megabytes - the -g argument
reports output in gigabytes and -k in
kilobytes - and will match the data
found in /proc/meminfo. Note that the
output only looks different from the
free output because it is calculated in
kilobytes instead of megabytes:

$ cat /proc/meminfo | grep -e "“Men"

MemTotal: 81420612 kB
MemFree: 7204048 kB
MemAvailable: 7672148 kB

When available memory starts to in-
crease while free memory drastically
decreases, a lot of memory is being
consumed by the system and its ap-
plications, a percentage of which can
be reclaimed from temporary caches
when the operating system is under
memory pressure. If the system be-
gins to reclaim memory, it will affect
overall system performance. You will
also observe a ksuapd or swapper mes-
sage in the dmesg or syslog output,
indicating that the kernel is hard at
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Listing 5: smartctl on SATA Drive (continued)

Conveyance Self-test supported.
Selective Self-test supported.

SMART capabilities: (9x0003)

pouer-saving mode.

Saves

SMART data before entering

Supports SMART auto save timer.

Error logging capability: (exel)  Error

logging supported.

General Purpose Logging supported.

Short self-test routine

recommended polling time: (  2) minutes.
Extended self-test routine

recommnended polling time: ( 75) minutes.
Conveyance self-test routine

recommended polling time: ( 3) minutes.
SCT capabilities: (@x16bd)

SCT Status supported.

SCT Error Recovery Control supported.
SCT Feature Control supported.

SCT Data Table supported.

SMART Attributes Data Structure revision number:
Vendor Specific SMART Attributes with Thresholds:
ID# ATTRIBUTE_NAME FLAG VALUE WORST
1 Rau_Read_Error_Rate exeeef 677 0863
3 Spin_Up_Time 0x0803 896 0892
4 Start_Stop_Count 0x6632 100 160
5 Reallocated Sector Ct ©6x6833 100 100
7 Seek_Error_Rate 0xe08f 0667 060
9 Pouwer_0n_Hours 0x0632 100 100
18 Spin_Retry_Count 0x0013 108 099
12 Power Cycle Count 0x6632 100 160
184 End-to-End_Error 0x6632 100 160
187 Reported_Uncorrect 0x6632 100 100
188 Command_Timeout 0x0832 100 100
189 High_Fly Writes 6x083a 100 108
190 Airflou_Temperature Cel 6x6022 @872 @58
22/28)
191 G-Sense_Error_Rate 0x6632 100 100
192 Pouwer-0ff_Retract_Count 0x6832 160 160
193 Load Cycle Count 0x0032 108 100
194 Temperature Celsius 0x0022 028 042
195 Harduare_ECC_Recovered 6x681a 113 899
197 Current_Pending_Sector 6x6812 106 100
198 0ffline_Uncorrectable 0x60186 160 160
199 UDMA_CRC_Error_Count 0x083e 200 200
246 Head Flying_Hours 0x0000 100 253
241 Total_LBAs_Written 0x0600 100 253
242 Total_LBRs_Read 0x0600 100 253

SMART Error Log Version: 1
No Errors Logged

SMART Self-test log structure revision number 1
Num Test_Description Status

# 1 Short offline Completed without error
# 2 Extended offline Completed without error

SMART Selective self-test log data structure revi
SPAN MIN_LBR MAX_LBA CURRENT_TEST_STATUS

1 0 8 Not_testing
2 0 @ Not testing
3 0 @ Not_testing
4 0 @ Not_testing
5 0 @ Not_testing

Selective self-test flags (0x8):

10

THRESH TYPE UPDATED WHEN_FAILED RAW_VALUE

---  Pre-fail Aluays - 56776409
--- Pre-fail Aluays - 9
--- 01d_age Always - 137
--- Pre-fail Aluways - 9
--- Pre-fail Always - 5578572
---  01d_age Aluays - 400
--- Pre-fail Aluays - 9
--- 07d_age Always - 135
--- 07d_age Always - 9
--- 01d_age Always - 9
---  01d_age Aluays - 9
--- 01d_age Always - 9
---  01d_age Always = 28 (Min/Max
--- 07d_age Always - 9
---  01d_age Aluays - 35
--- 01d_age Always - 487
---  01d_age Always = 28 (0 18 0 0 9)
--- 07d_age Always - 56776409
--- 07d_age Always - 9
---  01d_age O0ffline - 9
--- 01d_age Always - 9
---  01d_age Offline - 344 (218 1089 8)
---  01d_age Offline - 1389895282
---  01d_age Offline - 619165492
Remaining LifeTime(hours) LBA_of first error
00% 2 =
00% 2 -

sion number 1

After scanning selected spans, do NOT read-scan remainder of disk.
If Selective self-test is pending on power-up, resume after @ minute delay.
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. Listing 6: iostat Output

$ iostat -x -d 2 -¢
Linux 5.4.12-850412-generic (dev-machine) 83/14/2021 _Xx86 64 (4 CPU)

avg-cpu: %user  %nice %system %iowait %steal %idle
0.79 0.07 1.19 2.89 0.00 95.06

Device r/s w/s rkB/s wkB/s  rrgm/s urqgm/s %rrqm %urqm r_auwait w_await aqu-sz rareq-sz wareq-sz svctm %util
sda 18.91  6.97  768.20  584.64 4.87  18.20 30.85 72.31 13.16 20.40 8.26  70.44  83.89 1.97 3.52
nvmednl 58.80 12.22 17720.47 48.71  230.91 8.61 79.76 0.08  0.42  ©0.83 0.60 301.34 3.98 1.82 7.24
sdb 8.31 55.97 4.13 17676.32 8.60 231.64 0.00 80.54 2.50  8.47 8.32  13.45 315.84 1.38 7.32
sdc 0.24 0.09 3.76 .00 0.00 0.0 ©6.06 0.00 2.47 0.0 0.00 15.64 0.06 1.3 0.02
sde 2.47  0.08 62.57 8.00 0.00 6.60 0.60 0.6 0.63  0.60 0.60  25.34 .60 6.29 0.07
sdf 1.51 0.09 32.42 0.00 0.00 0.0 0.6 0.00 0.69 0.0 0.00 21.40 0.00 8.31 0.65
sdd 1.42  0.00 50.96 8.00 8.00 6.60 0.60 0.6 0.44 0.0 6.60  35.83 6.6 6.38 0.05
mdo 12.43  12.17 54.39 48.68 .00 0.0 ©6.06 0.00 0.00 0.0 0.00 4.37 4.00 08.66 0.00
avg-cpu: %user  %nice %system %jouait %steal %idle
8.76 6.8 3.3 1.26  0.80 94.95
Device r/s w/s rkB/s wkB/s  rrgm/s urqgm/s %rrqm %urqm r_auwait w_await aqu-sz rareq-sz wareq-sz svctm %util
sda 0.00 9.00 0.00 88.00 .00 8.00 0.60 47.06 0.00 30.83 0.26 0.00 9.78 B8.67 0.60
nvmednl 2769.50 2682.80 29592.08 18723.25 241.08 6.60 8.81 0.06 6.11 ©8.02 0.01 10.68 4.00 6.14 77.60
sdb 0.00 2731.00 0.00 27814.00 0.0 241.00 0.00 8.11 0.00 12.20 30.13 0.00 10.18 8.29 79.49
sdc 8.60  0.08 8.00 8.00 8.00 6.60 0.60 0.006 6.60 ©0.00 0.00 0.00 6.60 ©6.60 0.00
sde 6.06  0.00 0.00 0.00 0.00 0.00 ©0.60 ©6.60 0.0 0.00 0.00 0.00 6.60 ©6.00 6.00
sdf 8.60  0.08 0.00 0.00 8.00 6.60 0.60 0.6 6.60 ©0.00 0.00 0.00 6.60 ©6.60 0.00
sdd 8.60  0.08 8.00 8.00 8.00 6.60 0.60 0.0 6.60 ©0.00 ©0.00 0.00 6.60 ©6.60 0.00
nde 2717.56 2679.00 10870.006 10716.00 0.00 6.60 0.60 0.6 6.60 ©0.00 ©0.00 4.00 4.60 06.60 0.00
avg-cpu: %user  %nice %system %iowait %steal %idle
8.51 6.8 2.42 6.60  0.80 97.07
Device r/s w/s rkB/s wkB/s  rrgm/s urqm/s %rrqm %urqm r_await w_await aqu-sz rareq-sz wareq-sz svctm %util
sda 0.00 0.00 0.00 0.00 0.00 0.0 ©6.06 0.00 0.00 0.0 0.00 0.00 0.00 08.66 0.00
nvmednl 2739.00 2747.50 27336.08 10988.56 210.08 8.60 7.12 0.6 6.12 ©0.02 0.00 9.98 4.00 6.14 77.20
sdb 0.00 2797.56 0.00 282760.600 0.0 216.66 0.00 6.98 0.0 11.75 29.38 0.00 18.11 ©6.28 78.88
sdc 8.60  0.08 8.00 8.00 8.00 6.60 0.60 0.6 6.60 ©0.00 .00 0.00 6.60 ©6.60 0.00
sde 0.00 0.00 0.00 0.00 0.00 0.0 ©6.06 0.00 0.09 0.0 0.00 0.00 0.00 08.66 0.00
sdf 8.60  0.08 8.00 8.00 8.00 6.60 0.60 0.0 6.60 ©0.00 ©0.00 0.00 6.60 ©6.60 0.00
sdd 0.00 0.00 0.00 0.00 0.00 0.00 ©6.06 0.00 0.09 0.0 0.00 0.00 0.00 08.66 0.00
nde 2688.00 2746.50 10752.008 10986.00 8.00 6.60 0.60 0.0 6.60 ©0.00 ©0.00 4.00 4.00 ©6.60 0.00
. work freeing up reclaimable memory.
top - 19:44:01 up 15 min, 3 users, load average: 1.08, 8.68, 0.42 If the system is in a situation in
Tasks: 145 total, 1 running, 144 sleeping, @ stopped, @ zombie which both free and available mem-
%Cpue : 0.7 us, 1.4 sy, 0.6ni, 97.3 id, 0.6 wa, 0.0 hi, 0.7 si, 0.0 st ory decreases, it means the system
%Cpul : @.3 us, 3.1sy, 0.6ni, 95.9 id, 6.6 wa, 0.8 hi, 0.7 si, 0.0 st has less memory to reclaim, so when
%Cpu2 : 8.3 us, 1.7 sy, 0.9 ni, 97.6 id, 0.6 wa, 6.8 hi, 8.3 si, 0.8 st o
%Cpu3 : 0.6 us, 1.3 sy, 0.6ni, 98.7 id, 0.6 wa, 0.0 hi, 0.6 si, 0.0 st 'an a'pphcatlon asks for more memory,
MiB Mem : 7951.2 total, 6269.5 free,  218.9 used, 1478.8 buff/cache it will fault on the page allocation,
MiB Suap:  3934.8 total, 3934.8 free, 8.0 used.  7079.6 avail Men likely forcing the application to exit
early. This condition is typically ac-
PID USER PR NI  VIRT  RES  SHR S %CPU %MEM TIME+ COMMAND companied by an entry in dmesg or
3294 root 20 @ 748016 4768 988 S 13.3 8.1 0:01.19 fio syslog notifying the system adminis-
3155 root 20 9 0 8 8D 2.3 0.8 0:14.55 mde_resync trator or user that a page allocation
18 root 20 0 0 0 @S 0.3 0.6 0:00.85 ksoftirqd/1 has occurred.
3152 root 20 @ 0 0 8S 6.3 0.8 0:05.38 ndo_raidl If you find yourself in a situation
3284 petros 20 8 949 4688 3356 R 6.3 6.1 0:00.04 t9p in which the system is struggling
3286 root 20 @ 813548 428684 424916 S 8.3 5.3 0:00.37 fio to find memory resources to serve
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applications and I/0 requests, you
might have to figure out the great-
est offender(s) and attempt to find a
resolution to the problem. In a worst
case scenario, an application may
contain a memory leak and not prop-
erly free unused memory, consuming
more system memory that cannot be
reclaimed. This scenario will need to
be addressed in the application’s code.
A simple way to observe the greatest
consumers of your memory resources
is with the ps utility (Listing 9).

The fourth column (%MEM) is the col-
umn on which you should focus. In

1/0 Workloads NUTS AND BOLTS .

you would see sg_ing or a SCSI IN-
QUIRY request being sent to the drive.
This operation is considered a read
(outside of the general data path)
because it is requesting information
back from the drive. Therefore, the
seventh column of the lines follow-
ing those ending in sg_ing are labeled
with an R.

What will this look like when you send
more I/0? You can use the dd utility to
send 1MB of all-zero data to the drive:

$ sudo dd if=/dev/zero of=/dev/sdfl bs=1M

The blktrace utility will dump the
captured output (Listing 11); the
seventh column is saying that a
write (W) was sent, and the eighth
column shows the size of the trans-
fer (1342768 + 8). In one line, you
see that a kernel worker thread is
tasked with sending the write, and in
the following line you see the logical
block addressing (LBR) location rela-

. Listing 8: Checking Memory Constraints

01 $ free -m
this 'example, the fio utility is con- 82 total used free shared buff/cache available
suming 5.2% of the system memory, 83 Men: 7951 201 7037 1 712 7493
and as soon as it exits, it will free that 84 Suap: 4995 9 4895

memory back into the larger pool of
available memory for future use.
Other things worth considering are

. Listing 9: ps Output

tuning the kernel’s virtual memory
subsystem with the sysct1 utility. $ ps aux | head -1; ps aux | sort -rnk 4 | head -9
. USER PID %CPU %MEM VSZ  RSS TTY STAT START  TIME COMMAND
A guide of what parameters can be . o
. root 5688 5.8 5.2 815852 429928 pts/2  SI1+ 15:35 6:80 fio --bs=IM --ioengine=1ibaio
tuned are found in the Documenta- --iodepth=32 --size=18g --direct=8 --runtime=68 --filename=/dev/sdf --ru=randread
tion/admin-guide/sysctl/vm.txt file —_nuRjobs=4 --name=test
of the Linux kernel source. Tunables root 5097 2.2 8.4 783092 38248 ? Ds  15:35 0:80 fio --bs=1M --ioengine=libaio
include filesystem buffering and cach- --iodepth=32 --size=108g --direct=6 --runtime=68 --filename=/dev/sdf --ru=randread
ing thresholds, memory swapping, --numjobs=4 --name=test
and others. root 5096 2.1 @.4 783088 38168 ? Ds 15:35 0:00 fio --bs=1M --ioengine=1ibaio
--iodepth=32 --size=18g --direct=8 --runtime=68 --filename=/dev/sdf --ru=randread
Is Other Traffic Hitting the nunjobs=d —nanestest . B
Drive.’ root 58?5 2.8 0.4 7?3@84 38284.? Ds .15:35 0:.80 fio --bs=1M --ioengine=Tibaio
¢ --jodepth=32 --size=16g --direct=0 --runtime=60 --filename=/dev/sdf --ru=randread
Now is the time to dive a little deeper RIRe N aRe EoE . o
. . L. root 5094 2.1 0.4 783080 38236 ? Ds 15:35 0:00 fio --bs=1M --ioengine=libaio
by. looking at the t.rafflc hitting your --iodepth=32 --size=18q --direct=0 --runtime=66 --filename=/dev/sdf --ru=randread
drive. Are you seeing unexpected /0 —-numjobs=4 --name=test
requests? The blktrace and blkparse root 1421 0.2 0.3 1295556 29472 ? Ss1 14:51  0:05 /usr/1ib/snapd/snapd
applications are appropriately built root 999 9.0 0.2 107888 16912 ? Ss1 14:58  8:00 /usr/bin/python3 /usr/share/
to dive into this space. Start by creat- unattended-upgrades/unattended-upgrade-shutdoun --uait-for-signal
ing a small shell script to generate root 844 9.0 0.2 280452 18256 ? SLs1 14:56  8:00 /sbin/multipathd -d -s
“outside” traffic. The script will rely systemd+ 912 0.8 0.1 24892 10612 ? Ss  14:56  9:80 /1ib/systemd/systemd-resolved
on the sg_inq binary provided by the

sg3_utils package mentioned earlier:
. Listing 10: Using blktrace to Capture Traffic

#1/bin/sh $ sudo blktrace -d /dev/sdf -o -|blkparse -i -
8,80 1 1 0.000000000 4693 D R 36 [sg_ing]
while [ 1 ]; do 8,80 1 2 0.000590071 8 C R [0]
sg_inq /dev/sdf 8,80 1 3 0.000624346 4693 D R 144 [sg_inq]
Sleep 2 8,80 | 4 9.001893812 @ C R [0]
done 8,80 | 5 9.881121290 4693 D R 252 [sg_ing]
To execute the script, enter: S : A B s 8 C RI[E]
8,80 1 7 8.001593793 4693 D R 252 [sg_inq]
_ 8,80 1 8 9.002063534 o C RI[0]
$ sh send_sg_ing.sh ,
8,80 @ | 2.004478167 4695 D R 36 [sg_ing]
8,80 @ 2 2.005054640 8 C R [0]
If you were to use blktrace to capture 8,80 0 3 2.005678936 4695 D R 144 [sq_ing]
the traffic hitting the drive (Listing 10),
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. Listing 11: blktrace Output

8,80
8,80
8,80
8,80
8,80
8,80
8,80
8,80
8,80
8,80
8,80
8,80
8,80
8,80

1
1
1
1
1
1
1
1
1
1
1
1
1
1

4398 0.027331017 218 M W 1342768
4399 0.027332069 218 A W 1342776
4400 0.027332354 218 Q W 1342776
4401 0.027332675 218 M W 1342776
4402 0.027333775 218 A W 1342784
4403 0.027334066 218 Q W 1342784
4404 0.027334387 218 M W 1342784
4405 0.027335587 218 A W 1342792
4406 0.027335872 218 Q W 1342792
4407 0.027336186 218 M W 1342792
4408 0.027337256 218 A W 1342800
4409 0.627337542 218 Q W 1342800
4419 0.027337968 218 M W 1342808
4411 0.027339749 218 A W 1342808

+ 8 [kuorker/ulé:3]
+ 8 <- (8,81) 1326392
+ 8 [kworker/ul6:3]
+ 8 [kuworker/ulé:3]
+ 8 <- (8,81) 1326400
+ 8 [kuworker/ulé:3]
+ 8 [kuorker/ulé:3]
+ 8 <- (8,81) 1326408
+ 8 [kuorker/ul6:3]
+ 8 [kuworker/ulé:3]
+ 8 <- (8,81) 1326416
+ 8 [kuorker/ulé:3]
+ 8 [kuorker/ul6:3]
+ 8 <~ (8,81) 1326424

88

tive to that drive or drive partition’s
starting point (e.g., 1326392)

This output can and will get large and
ugly, and it might take some time to
parse through the content manually.
Be sure not to let the utility capture
for too long.

Similar to blktrace, you are able to
view traffic hitting the SAS drives with
the SCSI logging level function of the
Linux kernel. The simplest way to ob-
serve and manage the kernel’s logging
level settings is with the scsi_1og-
ging_level tool. For instance, to list the
current logging level setting, invoke
the command with the -g option:

$ sudo scsi_logging_level -g
Current scsi Togging level:
/proc/sys/dev/scsi/logging_level = @
SCSI_LOG_ERROR=0
SCSI_LOG_TIMEQOUT=0
SCSI_LOG_SCAN=0
SCSI_LOG_MLQUEUE=0
SCSI_LOG_MLCOMPLETE=6
SCSI_LOG_LLQUEUE=0
SCSI_LOG_LLCOMPLETE=6
SCSI_LOG_HLQUEUE=0
SCSI_LOG_HLCOMPLETE=6
SCSI_L0G_IOCTL=0

The Linux SCSI subsystem is separated
into three main levels: the upper layer
comprises entry point drivers that al-
low you to connect with the underlying
device (e.g., sd, sg, sr), and the mid
layer connects the upper level to the
interface driver of the lower level (i.e.,
Fibre Channel, SAS, iSCSI, etc.). Aside
from connecting both upper and lower
levels, the mid level is responsible for
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failure handling and error correction of
failed requests propagated up from the
underlying device or the host bus adap-
tor (HBA) in the low level connecting to
that underlying device (Figure 1).

To enable the highest level of logging
for all SCSI errors and traffic in the
low and mid layers, type:

$ sudo scsi_logging_level -s -E 7 2
-L7-M7

New scsi logging level:

/proc/sys/dev/scsi/logging_level = 2896647

SCSI_LOG_ERROR=7

SCSI_LOG_TIMEOUT=8

SCSI_LOG_SCAN=0

SCSI_LOG_MLQUEUE=7

SCSI_LOG_MLCOMPLETE=7

SCSI_LOG_LLQUEUE=7

SCSI_LOG_LLCOMPLETE=7

SCSI_LOG_HLQUEUE=@

SCSI LOG_HLCOMPLETE=0

SCSI_L0G_IOCTL=0

When logging is enabled, it will
print SCSI level traces in both dmesg

and syslog or the kernel log. For
instance, in the example shown in
Listing 12, you can see the SCSI
Command Descriptor Blocks (CDBs)
and traces printed for write, cache
synchronization, and inquiry com-
mands.

Much like b1ktrace, this log can

get pretty large and pretty ugly and
should be enabled for brief periods

at a time to avoid overwhelming the
system. Another thing worth noting is
that, with capture tools such as these,
latencies are introduced and may alter
the original I/0 profile being chased,
so proceed with caution.

To disable all logging, type:

$ sudo scsi_logging_level -s -E 8 -L 6 -M @
New scsi logging level:
/proc/sys/dev/scsi/logging_level = 7
SCSI_LOG_ERROR=7

SCSI LOG_TIMEOUT=0

SCSI_L0G_SCAN=0

SCSI_LOG_MLQUEUE=0
SCSI_LOG_MLCOMPLETE=8
SCSI_LOG_LLQUEUE=@

SCSI LOG_LLCOMPLETE=0
SCSI_LOG_HLQUEUE=8
SCSI_LOG_HLCOMPLETE=8
SCSI_L0G_IOCTL=0

Perf Tracing

Another tool captures system traces,
but at the Linux kernel level and in
the context of CPU-executed opera-
tions. That tool is called perf and can
be obtained from the Linux Kernel Ar-
chives [1]. Some Linux distributions
will offer it in their downloadable
package repositories, but it might be

Upper [ 1
Layer sd_mad.ko} { st.ko J [sr_mud.ka] sg .ko
Mid scsi mod.ko
Layer 5

e P
Lower | [ Fibre J [ SAS |

Channel : etc.
Layer | driver driver | “a

Figure 1: The general outline of the Linux SCSI subsystem.
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best to download the latest and great-
est from the website (Listing 13).
Extract the file into a local working
directory

$ tar xJf perf-5.9.0.tar.xz
and change into the perf source code
subdirectory:

$ cd perf-5.9.8/tools/perf/

Resolve any and all dependencies and
run make and make install utilities.
Now that perf is installed, you can
generate [/0 to a disk drive with fio,

$ sudo fio --bs=1K --ioengine=1ibaio 2
--jodepth=32 --size=16g --direct=0 2
--runtime=60 --filename=/dev/sdf 2
--rw=randread --numjobs=1 --name=test

I/0 Workloads NUTS AND BOLTS .

and in another terminal window,
invoke perf to record kernel opera-
tions executed at the CPU level for 30
seconds:

$ sudo ./perf record -a -g -- sleep 30
[ perf record: 2
Woken up 8 times to write data ]
[ perf record: Captured and urote 2
2.476 MB perf.data (12373 samples) ]

A perf.data file is generated in the
local working directory. You can use
tools to open this file directly for
analysis or to generate other output
from that file. For instance, to gener-
ate a report summarizing the 30 sec-
onds, enter:

$ sudo ./perf script > out.script

$ sudo ./perf report > out.report

You will need both files just gener-
ated:

$ 1s out.*
out.report out.script

If you open the report file (i.e., out.
report), you will see a summary of all
the kernel operations and the amount
of CPU it utilized during that 30-sec-
ond snapshot, and you will see the
subroutines tied to the top-level func-
tions (Listing 14).

The perf utility is useful when you
might need to see where the CPU
spends most of its time and provides
insight into what could be holding up
the completion of a function or shed

. Listing 12: Kernel Log

Mar 27 15:21:24 dev-machine kernel:

[ 387.117129] sd 0:0:0:8: [sda] tag#3 Send: scmd 8x0600600001842ae5h
Mar 27 15:21:24 dev-machine kernel: [ 387.117134] sd 6:8:0:0: [sda] tag#3 CDB: Write(18) 2a @6 1d @4 5d 88 00 66 20 00
Mar 27 15:21:24 dev-machine kernel: [ 387.117468] sd 6:0:0:8: [sda] tag#3 Done: SUCCESS Result: hostbyte=DID 0K driverbyte=DRIVER OK
Mar 27 15:21:24 dev-machine kernel: [ 387.117485] sd 6:8:8:0: [sda] tag#3 CDB: Write(18) 2a @6 1d @4 5d 88 00 66 20 00
Mar 27 15:21:24 dev-machine kernel: [ 387.117491] sd 6:8:0:0: [sda] tag#3 scsi host busy 1 failed @
Mar 27 15:21:24 dev-machine kernel: [ 387.117495] sd 6:0:0:8: Notifying upper driver of completion (result @)
Mar 27 15:21:24 dev-machine kernel: [ 387.117585] sd 8:0:0:8: [sda] tag#24 Send: scmd 6x00000006fa2f2ela
Mar 27 15:21:24 dev-machine kernel: [ 387.117590] sd 6:8:0:0: [sda] tag#24 CDB: Synchronize Cache(10) 35 00 00 60 66 60 60 066 00 60
Mar 27 15:21:24 dev-machine kernel: [ 387.130198] sd 6:8:0:08: [sda] tag#24 Done: SUCCESS Result: hostbyte=DID OK driverbyte=DRIVER 0K
Mar 27 15:21:24 dev-machine kernel: [ 387.136282] sd 6:0:8:0: [sda] tag#24 CDB: Synchronize Cache(16) 35 00 60 60 00 60 00 00 60 00
Mar 27 15:21:24 dev-machine kernel: [ 387.136285] sd 6:0:0:0: [sda] tag#24 scsi host busy ! failed @
Mar 27 15:21:24 dev-machine kernel: [ 387.1362087] sd 6:0:0:8: Notifying upper driver of completion (result @)
[ ... ]
Mar 27 15:21:25 dev-machine kernel: [ 387.655119] sd 2:8:1:1: [sdf] tag#3669 Send: scmd 8x06008608b86d61cs
Mar 27 15:21:25 dev-machine kernel: [ 387.655122] sd 2:8:1:1: [sdf] tag#3669 CDB: Inquiry 12 60 66 60 90 0@
Mar 27 15:21:25 dev-machine kernel: [ 387.655587] sd 2:8:1:1: [sdf] tag#3669 Done: SUCCESS Result: hostbyte=DID 0K driverbyte=DRIVER 0K
Mar 27 15:21:25 dev-machine kernel: [ 387.655589] sd 2:8:1:1: [sdf] tag#3669 CDB: Inquiry 12 60 66 60 90 0@
Mar 27 15:21:25 dev-machine kernel: [ 387.655591] sd 2:8:1:1: [sdf] tag#3669 scsi host busy ! failed @
Mar 27 15:21:25 dev-machine kernel: [ 387.655593] sd 2:8:1:1: Notifying upper driver of completion (result @)

. Listing 13: Get perf from kernel.org

$ uget https://mirrors.edge.kernel.org/pub/linux/kernel/tools/perf/v5.9.8/perf-5.9.0.tar.xz

--2021-03-21 15:48:36-- https://mirrors.edge.kernel.org/pub/Tinux/kernel/tools/perf/v5.9.08/perf-5.9.0.tar.xz
Resolving mirrors.edge.kernel.org (mirrors.edge.kernel.org)... 2664:1380:1:3600::1, 147.75.197.195

Connecting to mirrors.edge.kernel.org (mirrors.edge.kernel.orq)|2604:1380:1:3600::1|:443... connected.

HTTP request sent, awaiting response... 208 0K

Length: 1857268 (1.8M) [application/x-xz]

Saving to: 'perf-5.9.6.tar.xz'

perf-5.9.8.tar.xz 100%[ >]
1.77M 8.85MB/s  in @8.2s

2021-083-21 15:48:30 (8.85 MB/s) - 'perf-5.9.8.tar.xz" saved [1857268/1857268]
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. Listing 14: Summary of Kernel Operations

|--7.62%--irq_exit

I
--7.47%--__softirgentry_text start

I
--7.17%--blk_done_softirg

# To display the perf.data header info, please use --header/--header-only options.
%
4
# Total Lost Samples: @
4
# Samples: 12K of event 'cycles’
# Event count (approx.): 1354753461
4
# Children Self Command Shared Object Symbol
B it i e e e e
%
57.94% 0.60% suapper [kernel.kallsyms] [k] secondary startup 64
|
---secondary_startup_64
|
|--48.28%--start_secondary
| I
| --48.25%--cpu_startup_entry
| I
| --47.68%--do_idle
| |
| |--36.89%--call _cpuidle
| | I
| | --36.81%--cpuidle_enter
| | |
| | --35.93%--cpuidle_enter state
| | |
| I |--16.95%--intel idle
I | |
| | |--18.25%--ret_from_intr
| | | I
| | | --10.21%--do_IRQ
| | | I
| | |
| | | I
| | | |
| | | I
I | | I
(... ]
0.51% 0.04% fio [kernel.kallsyms] [k] mpage_alloc.isra.®
0.50% 9.60% fio l1ibc-2.31.50 [.] 6x00007fB576abél1a
|
---0x7f8576abb11a
0.50% 0.24% suapper [kernel.kallsyms] [k] sched_clock_cpu
0.49% 0.00% perf perf [.] 0x00005570000237de
0.48% 0.18% suapper [kernel.kallsyms] [k] ttwu_do_wakeup
0.46% 0.19% suapper [kernel.kallsyms] [k] set_next entity
0.46% 0.80% rcu_sched [kernel.kallsyms] [k] ret_from_fork
0.46% 0.60% rcu_sched [kernel.kallsyms] [k] kthread
0.46% 0.10% suapper [kernel.kallsyms] [k] Toad_balance
[ ... ]

. Listing 15: Generating a Flame Graph

$ git clone https://github.com/brendangregg/FlameGraph.git

Cloning into 'FlameGraph'...

remote: Enumerating objects: 1067, done.

remote: Total 1067 (delta @), reused @ (delta @), pack-reused 1067
Receiving objects: 100% (1667/1667), 1.87 MiB | 6.67 MiB/s, done.
Resolving deltas: 100% (612/612), done.

$ ./FlameGraph/stackcollapse-perf.pl out.script > out.folded
$ ./FlameGraph/flamegraph.pl out.folded > out.svg

90 ADMIN 64

light on poorly developed functions in
the kernel space.

Sometimes it can be difficult to
parse this data, which is why you
can convert it into a visual chart
called a flame graph [2]. To do this,
clone the git repo and convert the
original output script file into an
SVG (Listing 15).

When you open the file, you will see
a visual representation of the 30-sec-
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ond capture (Figure 2). You can
graphically navigate this graph with
the click of your mouse. As you be-
gin to click into the kernel functions,
you will drill deeper and deeper into

1/0 Workloads NUTS AND BOLTS .

each function and the subfunctions
it might be waiting on (Figures 3
and 4). You will also observe the
total CPU time of the functions at the
bottom of the SVG page.

Other Things to Consider

You will want to know whether you
are looking at a solid state drive
(SSD). If so, performance can drop
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Figure 3: Clicking a kernel function in a flame graph focuses on the function and any linked subfunctions.
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drastically once the SSD reaches its
write cliff, or the point at which the
drive exhausts its first writes to each
NAND memory cell. Once you reach
the drive’s write cliff, you are now
exercising a programmable erase (PE)
cycle for each write operation. This
multistep process involves erasing an
entire cell before writing to it. Each
NAND cell has a finite number of PE
cycles. The PE cycles to a cell will
vary on the type of NAND technology
employed. Vendors resort to some-
thing called over-provisioning to pro-
long or delay this write cliff.

Often you will get double the NAND
memory when purchasing a drive.
For instance, on a 3TB PCle SSD, you
might be paying for 6TB of storage, of
which you are only able to use 3TB.
There are two methods by which

. NUTS AND BOLTS 1/0 Workloads

someone can restore an SSD to its
former performing glory. One is by
employing a technique called TRIM
(called Discard on SAS technologies).
In this background process, the soft-
ware tells the drive to prep unused
data blocks for a future write opera-
tion. Tools such as fstrim will enable
this function, but many filesystems
(e.g., ext4) and volume managers
(e.g., logical volume management,
LVM) offer discard support.

Conclusion

When something does not seem
quite right, you have many ways to
peek into a system - a few of these
mechanisms were explored here. This
guide does not cover everything and
just provides a starting point, but it is

enough of a starting point to get you
moving in the right direction of isolat-
ing and diagnosing the root cause of
your performance troubles. [

Info

[1] Linux Kernel Archives: [http://kernel.org/]

[2] Flame graph: [https://github.com/
brendangregqg/FlameGraph]

The Author

Petros Koutoupis is currently a senior perfor-
mance software engineer at Cray (now HPE)

for its Lustre High Performance File System
division. He is also the creator and maintainer
of the RapidDisk Project ([http://www.rapiddisk.
org/1). Koutoupis has worked in the data stor-
age industry for well over a decade and has
helped pioneer the many technologies un-
leashed in the wild today.

do_syscall B4

[unknown]
fio
L s E=ms—mas—mSasSSaSStE s ———————

Function: __ x64_sys_io_submit (2,122 samples, 17.15%)

Figure 4: Drilling deeper into the flame graph and subfunctions.
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Next-generation terminal Ul tools

Cursed
Monitor

The implementation of terminal user interface libraries enables an impressive variety of in-terminal
qraphiCS. By Federico Lucifredi

The venerable curses [1] library first ~ written in Bash (hence its name), it who leave the tool running in the
enabled plotting graphics on a Unix was re-implemented in Python [9] background, but all versions of the
terminal, allowing the emergence of last year, reducing its CPU consump- tool are equally suitable for intermit-
dynamic, interactive tools such as tion by two-thirds and simultaneously  tent use - just keep in mind that

top [2] and its brood of descendants improving speed and extending func- newer ports provide additional func-

to improve greatly the ability to moni-  tionality. A third rewrite, this time in tionality not found in the original; for
tor a system’s state continuously. The  C++, is in progress at the time of this =~ example, mouse support absent in the

transition from static tables of num- writing. The performance enhance- Bash version has been added with the
bers to charts and sometimes even ments are welcome for administrators  Python port.
dynamic data

representations
was followed
by new imple-
mentations

of terminal
user interface
(TUI) librar-
ies, including
Ncurses [3]
and Newt [4].
Jeff Layton

has previously
graced these
pages with a Figure 1: Bashtop makes good use of terminals wider than 80 columns, dynamically adjusting its layout.
tutorial on how

TUI tools are developed today [5], and
yours truly followed in the next issue
with a survey of network monitoring
tools adopting in-terminal graph- b, ' AT S PR
ics [6]. Two years later, I revisit the options description

subject to witness the impressive R ot bashtoggyer

improvement of the state of the art Update ms: Choose between theme file

taking place since. = i :

i1 g

Use psutil:

Proc sorting: 778 Uear themes are prefixed with

Not Your Father's Curses “<pu f; fDefault" for builtin default.

Ut_ 11 'e Press ENTER to download the defoult themes.
The bashtop [71] utility is one of the Check temp: rite chonges made to the defoult

most remarkable new entrants - so roles
much so it has been featured by the
likes of Forbes magazine [8], hardly

what I would call conventional treat-

ment for a Linux utility. Originally Figure 2: The 1980s coin-op arcade vibe of Bashtop's configuration screen.

Drow clock:

pat 1/3 pas
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cpu Henu - mode: ful L

Figure 3: Detail of the CPU ribbon display, detailing aggregate and

per-core histories.

Bashtop (Figure 1) supports both
Linux and macOS (when used with
iTerm2 [101) and is controlled from
the keyboard. (Menu entries are
keyed by letters highlighted in grey.)
The Python port is available as part of
the Ubuntu standard repositories [11]
starting with Ubuntu 20.10 (Groovy
Gorilla), whereas the original Bash
implementation is easily built on
stock 20.04 (Focal Fossa) from the
author’s repository with sudo make
install.

In its default configuration, Bashtop
provides a ranked process listing in-
cluding memory and CPU usage, as
well as system-wide aggregate status
for CPU, memory, permanent storage,
and network connections. The config-
uration screen features a retro arcade
game look, speaking to the author’s
attention to detail (Figure 2).

A more practical nod to UX is the fad-
ing out of process listing entries as
you get farther from the top, and the
increased brightness of entries as they
approach 100 percent. Although the
tool can be used to monitor systems
with many disks or network connec-
tions, the most striking visualization

is reserved for CPU load history (Fig-
ure 3). It presents a history ribbon
view of the
CPU, breaks
out individual
cores, and
includes load
average [12] fig-
ures. Network
interfaces ben-
efit from a simi-
lar visualization
(Figure 4),
with the Python
implementation
bpytop extend-
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2415 2.3 GHz

ing the treatment
to memory use, as
well (Figure 5).

Doweni | oad

¥l
¥ Tor
L4

Upload

Figure 4: Network traffic history can span multiple interfaces (if

At a Glance  Ppresent).

The older glances [13] tool might
not push the limits of TUI graphics
as aggressively as its newer chal-
lenger, but it more than makes it

up in portability and extensibility.
Supporting Linux, Solaris, *BSD,
macOS, and even Windows, glances
iIs my go-to system monitoring: I
quite simply install it everywhere
(Figure 6). Take note to use binaries
where a build is available, because
like many other highly portable ap-
plications, a build of Glances can
take quite some time to complete
on account of its many dependen-
cies. On macOS, I use brew install
glances as a stress generator for new
hosts, akin to running a kernel build
on Linux. Glances can also provide
remote monitoring when needed
(both as a web application and

in client-server mode), although I
choose SSH when the occasion calls
for remote access.

Alongside processes listing and
network, disk, and CPU system met-

“mem - graph
Total:

Used:

1.94 GiB

EIE MR
o P mLD

Figure 5: Memory use history is a great
addition found in the Python port.

rics, a glances summary screen can
display sensor data, notably for CPU
and disk temperatures, which is crit-
ical information for servers. Sensor
instrumentation can include other
plugins, such as battery charge lev-
els on laptops. A unique capability
of glances is its built-in container
monitoring, putting Docker contain-
ers on equal footing with Linux pro-
cesses, making it very interesting in

Figure 6: Glances employs a simple but effective bar graph load visualization style.
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Figure 7: Glances can integrate with Docker's API to include a container view.
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modern envi-
ronments with
containerized
applications
(Figure 7).
Glances itself
is available

as a Docker
image with
the one-liner
docker pull nicolargo/glances.

Network Watch

The venerable ping [14] tool has also
received a TUI facelift - two in fact.
The prettyping [15] Bash and Awk
wrapper for the original tool requires
no installation and no special per-
missions but greatly enhances the
visibility of latency variance or the
appearance of spurious errors while
tracking aggregate statistics for the
last 60 packets (Figure 8). On packet
loss, prettyping breaks to a new line
and highlights latency changes with a
predefined color scale.

Less apt at highlighting failures, but
impressive at charting change in la-
tency, is the newfangled gping [16],
which charts latency in what is per-
haps the best dynamically resizing in-
terminal graph to date (Figure 9). The
gping tool pushes the limits of in-ter-
minal graphs, and it is perfectly suited
to examining continuous changes in
network performance, as opposed to

highlighting spurious events. |

Info

[11 Curses: [https://en.wikipedia.org/wiki/
Curses_(programming_library)]

[2] top(1) man page: [https://manpages.ubuntu.
com/manpages/focal/en/man1/top.1.html]

[31 Ncurses: [https://en.wikipedia.org/wiki/
Ncurses]

[4] Newt: [https://en.wikipedia.org/wiki/
Newt_(programming_library)]
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[S1 "TUl Tools" by Jeff Layton, AD-

MIN, issue 50, 2019, [https://www.
admin-magazine.com/Archive/2019/50/
A-smoke-jumping-admin-s-best-friend]

[6]1 "Network Performance In-Terminal Graphics
Tools" by Federico Lucifredi, ADMIN, issue
51, 2019, [https://www.admin-magazine.com/
Archive/2019/51/Network-performance-in-
terminal-graphics-tools]

[71 Bashtop: [https://github.com/
aristocratos/bashtop]

[8] “You Need This Beautiful Linux and Mac0S
App in Your Terminal” by Jason Evangelho,
Forbes, Aug 2020, [https://www.forbes.
com/sites/jasonevangelho/2020/08/
05/meet-the-most-beautiful-linux-app-
you-need-in-your-terminal/]

[9]1 Bpytop: [https://github.com/aristocratos/
bpytop]

[10] iTerm2 for macOS: [https://iterm2.com/]

[11] bashtop(1) man page: [https://manpages.
ubuntu.com/manpages/groovy/en/mani/
bashtop.1.html]

[12] “The Iconic Load Average Metric" by Fed-
erico Lucifredi, ADMIN, issue 11, 2012
[13] Glances:
[https://github.com/nicolargo/glances]
[147] ping(1) man page:
[https://manpages.ubuntu.com/
manpages/focal/en/man1/ping.l.html]
[15] prettyping, Denilson S4 Maia blog:
[http://denilson.sa.nom.br/prettyping/]
[16] gping:
[https://github.com/orf/gping]
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Federico Lucifredi (@0xf2) is the Product Man-
agement Director for Ceph Storage at Red Hat,
formerly the Ubuntu Server Product Manager

at Canonical, and the Linux "“Systems Manage-
ment Czar" at SUSE. He enjoys arcane hardware
issues and shell-scripting mysteries, and takes
his McFlurry shaken, not stirred. You can read
more from him in the new 0'Reilly title AWS
System Administration.

Figure 9: gping charting the performance of a network connection.
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